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Chapter 1Introduction

1.1 Introduction

Congratulations on your purchase of this outstanding prodiMi@M Cellular Gatewayor M2M(Machineto-
Machine) applications, AMIT M2I@ellularGateway is absolutely the right choice. Whhilt-in world-class
3G/4G module, you just need to insert SIM card from local mobile carrier to get to Internet. The redundant
SIM design provides a morelisble WAN connection for critical applications.

Main Features:

1

=A =4 =4 =4

Provide 3GAGWAN connection

Support dual SIMs for the redundant wireless WAN connection

Provide one Ethernet port for comprehensive LAN connection

Provide oneRS23MRS485serial port foraccessindegacy serial devec

Designed by solid and eagymount metal body for business and M2M environment to work with a
variety M2M (Machingo-Machine) applications

Before you install and use this product, please read this mainudétail for fully exploiting the functions of
this product
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1.2 Contents List

1.2.1 Package Contents
#Standard Package

Quantity

1 IDG5060T002 1pcs
M2M CellularGateway P
2 CellularAntenna 2pcs
Power Adapter
3 (DC 5V/I2A) 1pcs
%1
*9)
4 Male DC Jack to Screw Terminal 1pcs
Block Adaptor P
5 DIN-Rail Bracket H 1set(2pcs)
6 RJ45 Cable 1pcs

7 Serial ConverCable P 1pcs

8 Rubber Feet 3 4pcs

CD

(Manual) Lpes

1 The maximum power consumption of IDG500 series product is 5.5W.
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1.3 Hardware Configuration
U LeftView

LAN Serial PWR

u  RightView

Reset Button

3G/4G 3G/4G
Antenna SIMA SIM-B Antenna
GPS Antenna
(optional)

J Reset Button

The RESET button provideser with a quick and easy way to te® the default setting. Press the RESET
button continuously for 6 seconds, and then release it. The device will restore to factory default settings.

J GPS Antenna
The GNSS function is not available for some specific model / SKU. Even for the model with GNSS enablec
the GPS Antenna is an optional accessayd not included in the standard packagéf. you intend to use the

provided GNSS function, please purchase aoltfiti passivaype GPS antenna and install it to the
corresponding SMA connector in advance
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1.4 LED Indication

ahlic

- LED -
Indication Description
Color
When the LED color is shown in:
9 Blue:Cellular nodule is in LTE Mode
Blue 9 Purple:Cellular nodule is in HSPA/3G Mode
Signal Purple 1 Red:Cellular nodule is in GSK2G Mode.
LTE/3G Redp When the behavior of LED is:
1 Flash (Fast)Signal Strength is 0~30%
9 Flash (Slow, per 1.5~2 secon&®jgnal Strength is 31~60%
9 Steady OnSignal Strength is 61~100%
LED OffConnection is not established.
Flash in BlueConnection is establishing/establishing by SIM (BIMA).
SIM 1/2 Blue Blue steady Ontplink connection was established by SINBIMA).
Internet Purple Flash alternately in Blue and Purpl®ata transfers via cellular connection by SINSIMA).
Red Flash in RedConnection is establishingAestablishing by SIM SIMB).
Red steady OnUplink connection was established by SINGEVIB).
Flash alternately in Red and PurplBata transfers viaellular connection by SIM(SIMB).
Serial Blue Flash:Data packet transferred via Serial port.
Flash (per second)he gatewayvorks normally.
Flash (Fast)The gateway i;n RecoveryMode orabnormalsituation.
Status Blue

Note: If you encountered the abnormal situation, even power OFF / ON the device, there might
something wrong during the device boot up session and it was damaged. You need to call for k
service to recover it.
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1.5 Installation& MaintenanceNotice

1.5.1 SYSTEM REQUIREMENTS

1 AfastEthernetRJ4%able
Network Requirements . 3GF4Gccellular service subscription
1 10/100 Ethernetadapter on PC
Computer with the following:
1 Windows®, Macintosh, or Limpasedoperating
system
An installed Ethernet adapter
rowser Requirements:

Web-based Configuration Utility :;
1 Internet Explorer 6.0 or higher
1
1
1

Requirements

Chrome 2.0 or higher
Firefox 3.0 or higher
Safari 3.0 or higher

1.52 WARNING

/ ., Only use the power adapter that comes with the \

package. Using a different voltage rating power

adaptor is dangerous and may damage the product.
Do not open or repair the case yourself. If the

Attention product is too hot, turn off the power immediately
and have it repaired at a qualified service center.

Place the product on a stable surface and avoid

\ using this product and all accessories outdoors. /

10
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Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device nr
not cause harmful interference, an(@) this device must accept any interference received, including interference that may
cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of th
FCC Rules. Thedimits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used |
accordance with the instructions, magause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determinbyg turning the equipment off and on, the user is encouraged to try to correct
the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect theequipment into an outlet on a circuit different from thad which the receiver isonnected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsibiepitance could void the

user's authority to operate this equipment.
This transmitter must not be elmcated or operating in conjunction with any other antenna or transmitter.

FOR PORTABLE DEVICE UGH0BHE from body/SAR needed)

Radiation Exposure &tement:

The product comply with th&CQportable RF exposure limit set forth for an uncontrolled environment and are safe for
intended operation as described in this manual. The further RF exposure reduction can be achieved if the product can &k
kept as far as possible from the user body ortketdevice to lower output power if such function is available.

FOR MOBILE DEVICE USE&@&cm/low power)

Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipmentshould be installed and operated with minimum distance 20cm between the radiator & your body.

FORCOUNTRY CODE SELECUBAGEWLAN DEVICES)

Note: The country code selection is for ADI® model only and is not available to all US model. Perdg@fation, all
WiFi product marketed in US must fixed to US operation channels only.

11
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1.53 HOT SURFACE CAUTION

Burn hazard.

Hot surface inside.

Allow to cool before
servicing.

CAUTION The surface temperature for the metallic enclosure can be very high!
Especially after operating for a long time, installed atcloseal cabinet
without air conditioning support, or in a high ambient temperature
space.

DO NOT touch the hot surface with your fingers while servicing!!

12
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1.54 Product Information for CE RED Requirements

The followingoroduct information igequired to be presented in product User Manual for latest CE RED
requirements?

(1) Frequency Band & Maximum Power
1.a Frequency Band for Cellular Connection (for ME3630 E1C vérsion)

Band number Operating Frequency Max output power
LTE FDD BAND 1 Uplink: 19201980 MHz
Downlink:21102170 MHz
LTE FDD BAND 3 Uplink: 17101785 MHz
Downlink: 18051880 MHz
LTE FDD BAND 7 Uplink: 25002570 MHz
Downlink: 26202690 MHz 23 £2.7dBm
LTE FDD BAND 8 Uplink: 880915 MHz
Downlink: 925-960 MHz
LTE FDD BAND 20 Uplink: 832862 MHz
Downlink: 791-821 MHz
WCDMA BAND 1 Uplink: 19201980 MHz
Downlink: 21102170 MHz
WCDMA BAND 8 Uplink: 880915 MHz 24 +1/3 dBm
Downlink: 925960 MHz
EGSM Uplink: 880915 MHz
Downlink: 925-960 MHz 33+2dBm
DCS Uplink: 17101785 MHz
Downlink: 18051880 MHz 30+2dBm

1.b Frequency Band for Cellular Connection (for EHE26&rsion)

Band number Operating Frequency Max output power
LTE FDD BAND 1 | Uplink: 19201980 MHz 23 1dBm

Downlink: 21102170 MHz )
LTE FDD BAND 3 | Uplink: 17101785 MHz

Downlink: 18051880 MHz 23.0dBm
LTE FDD BAND 7 | Uplink: 25002570 MHz

Downlink: 26202690 MHz 22.8dBm
LTE FDD BAND 8 | Uplink:  880-915 MHz

Downlink: 925-960 MHz 232dBm
LTE FDBAND 20 Uplink:  832:862 MHz 235dBm

2 The information presented in this section is ONLY valid for the EU/EFTA regional Mesithhose norCE/EFTA versions, please
refer to the corresponding product specification.

3 There can be different cellular module intrgrated in the device for EU/EFTA regional version. Refer to the cellular mwotfige id
printed on the device label for the purchased device.

13
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Downlink: 791-821 MHz

LTE FDD BANEB Uplink:  25702620MHz 217 dBm
Downlink: 25702620MHz '
LTE FDD BAND Uplink:  23002400MHz
Downlink: 2300-2400MHz 21.5dBm
WCDMA BAND 1 | Uplink:  19201980MHz
Downlink: 21102170 MHz 23 3dBm
WCDMA BAND 8 | Uplink:  880-915 MHz '
Downlink: 925960 MHz
EGSM Uplink:  880-915 MHz
Downlink: 925960 MHz 32.9dBm
DCS Uplink: 17101785 MHz 20.9dBm

Downlink: 18051880 MHz

1.c Frequency Band f@ellular Connection (for UCZ® version)
Band number Operating Frequency Max output power
WCDMA BAND 1 Uplink:  1922.4-1977.6MHz

Downlink: 2112.4-2167.6MHz 22.47dBm
WCDMA BAND 8 | Uplink:  882.4-912.6MHz

Downlink: 927.4-957.6MHz 22.48dBm
EGSM Uplink:  880.2-914.8 MHz

Downlink: 925.2-959.8MHz 32.1dBm
DCS Uplink:  17102-1784.8 MHz 26 0dBm

Downlink: 18052-1879.8MHz

(2) DoC Information
You can get the DoC information of this product from the following URL:
http://www.amitwireless.com/productsdoc/

(3) RF Exposure Statements
The antenna of the product, under normal use conditisrat least 20 cm away from the body of user.

(4) Unit Mounting Notice
The product isuitablefor mounting at heights <= 2m (approx. 6 ft), or in a cabinet.
Ensure the unit is fixed tighttp reduce the likelyhood of injury due to exposure to mechanical hazards
dropped

(5) Manufacture Information

Manufacture Name: AMMireless Inc.
Manufacture Address: No. 2Bane 31, Sec. 1, Huandong Rd., XiDsdti, Tainan 74146, Taiwan (R.O.C.)

14
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1.6 Hardware Installation

This chapter describes how to install and configure the hardware

1.6.1 Mount the Unit

ThelDG500seriescanbe placed on a desktop, or mounted on the wall.

1.6.2 Insert the SIM Card

WARNING: BEFORE INSERTING OR CHANGING THE SIM CARD, PLEASE MAF
THAT POWER OF THE DEVICE IS SWITCHED OFF.

The SIM card slots atecated at theright side ofIDG500serieshousing in order to protect the SIM card. You
need to unscrew and remove the outer SIM card cover before installing or removing the SIM card. Plea:s
follow the instructions to inseror ejecta SIM card. After SIM card is well placed, screw back the &lkér

card cover.

Step 1: Step 2: Step 3:

Loosen the screws as Push the SIM card Push the inserted SIM cart
below and remove the into the SIMA or slot again to eject it from the
SIM cover. SIMB SIM slot.

15
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1.6.3 Install the External Antenna

As illustrated in Section 1.3, there are several SMA antenna Jacks for you to install the required antennas
the RF signal transmission and receiving. You have to purchase required RF cables and sepemaiztyfor
a specific project or installation site to get excellent RF performance.

Since there is limited spacing for allocating all SMA antenna Jacks around the enclossepattationamong
SMA Jacks (or direattached antennas) could be not the optimizedrangement. It is very likely to get
degraded RF performance gpecificcircumstances. It depends heavily on the environment.

However, there are weknown rules of thumb for solving the antenna separation issue.

1: The horizontal distance between antaas should be greter than 1/4 of its wavelength, and there will be
best separation at 1/2 of its wavelength.

2. If multiple frequency antennas are near each other, then use spacing distance of the lower frequency
antenna, or even better try to satisf the rule for both frequencies.

WavelengthTablefor Major RF Category

RF Category| Frequency | Wavelength (1éi::/g\é(|ao;re<31?i%tr?) (gg':gagfp;?;?;z)
WiFi 802.11 5.8GHz 5.2cm 2.6cm 1.3cm
WiFi 802.11 2.4GHz 12.5cm 6.2cm 3.1cm
Celllular LTE 2600MHz 11.5cm 5.8cm 2.9cm
Cellular LTE 2100MHz 14.3cm 7.1cm 3.7cm
Cellular LTE 900MHz 33.3cm 16.6cm 8.3cm
Cellular LTE 700MHz 42.8cm 21.4cm 10.7cm
GPS 1.57GHz 19.0cm 9.5cm 4.7cm

For example, if you have a 900MHz LTE antenna and a WiFi 2.4GHz antenna, you would want them to
separated by at least 8.3cm to get good antenna separation.

So, it is recommended to use some external RF cables to extend and separate the adg@dennhas and get
better antenna separation and RF performance, if required.
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1.6.4 ConnectingSerial Devices
ThelDG500series producprovides one RHBtype serial port Connect the serial device to tiserialport with

the right pin assignments of R32/485 are shown as below.

RJ45 SeridReceptaclePinout

RJ45 Receptacle

Pinout Definition

Pinl Pin2 Pin3 Pin4 Pin5 Pin6 Pin7 Pin8
RS232 DCD RXD TXD DTR GND DSR RTS CTS
RS485 DATA+ DATA GND

Note: Make sure the pinout is compatiable to your serial device, or you have to prepare &
special conversion cable with proper pinout arrangements.

17
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1.65 Connecting Power
There are a DC5V/2A power adagtand a 2pin Terminal Block adapter in the package for you to easily

connect DC power to this gateway.
If you powered the gateway with other DC Power Source, Please make sure the DC Power voltage is compl

5V ~ 18V, anthe electrodes have been plugged into the right pins according to their assignif¥dis the
DC Power and4for the GND wire)

WARNNING: This commercigtade power adapter is mainly for ease of powering up
0KS LIZNOKFaSR RSOAOS GKAETS AyAdGAlLf O2
temperature range environment. PLEASE PREPARE OR PURCHASE OTHER INDUS
GRADE POWERJPPLY FOR POWERING UP THE DEVICE.

1.6.6 Connecting to the Network or a Host

The IDG500 serieproduct provides one RJ45 port to connect 10/100Mbps Ethernet. It can auto detect the
transmission speed on the network and configure itself automaticallgn€ct one Ethernet cable to the RJ45
L2NI o[!buv 2F (0KS RSOAOS FyR LXdzA Fy2G8KSNJ SyR 27
way, you can use the RJ45 Ethernet cable to connecti¢hicel(l 2 G KS K2ad t/ Qa 9§ KSN
the device.

4 The maximum pwer consumption of IDG500 series product is 5.5W.
18
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1.6.7 Setup byConfiguring WEB Ul

You can browse web Ul to configure the device.

Type in thdP Addresgttp://192.168.123.254°

€ Windows Internet Explorer
(I [e] 192168123254 -] x|

When you see the login pagenter the user name anghassword and then click2 3 Zyfton.
The default setting for both username and passwordis RY A y Q

Welcome to the device's configuration UI.
Enter your Username & Password, then
click "Login".

For the security consideration, you will be asked to change the loging password while the first
time login to the device.

Change Password

For security consideration, you are being asked to change the passwond
while the first time login to the device.

Enter the new password below.
Keep the new password properly for further device configuration.

New Password:

New Password Confirmation:

oK

5 The default LAN IP address of this gateway is 192.168.123.254. If you change it, you need to login by us
the new IP address.
19
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After that, you will beasked to login again with the new password.

Note 1. Keep the login password properly for further device configuration.

Note 2 If, someday you lose or forget the login password, t@NLYway to remedyis to
recover the device to its factory default siegs via longpressing the Reset button.

Note 3 Under such situation, your device configuration will be erased accordingly. So, In
addition to keep the login password, you may have to backup the device donfiguration and
keep it properly for any unexpealeaccidence.
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Chapter2 Basic Network
2.1 WAN& Uplink

P i
Basic Network ":5:' status 'I * Physical Interface Connection Setup Mbsige
| @) Basic Network |

WANR& Uplink : . : : =
© WAN & Uplink Interface Name Physical Interface Operation Mode Action
e WAN-1 36/46 Always on Edt

) - Port Forwarding

Physical Interface ~'Routing « Interface Configuration { WAN - 1) [ - |

E— ltem Setting
Internet Setup | &) Obiect Definition | » Physical Interface 3G/4G v
» Operation Mode
i @ Field Communication | » VLAN Tagging Enablefo | (1-4095)

The gateway provides on&AN interfaceo let all client hosts in Intranet of the gateway access the Internet
via ISP. But ISPs in the world apply various connection protocols to let gateways odesgees dial in ISPs
and then link to the Internet via different kinds of transmit media.

Sq the WAN Connection lets you sjifgache WAN Physical Interfa@ad Internet Setup for Intranet to access
Internet. For each WAN interface, you must specify its physical interface first and then its Internet setup t
connect to ISP.
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2.1.1 Physicalnterface

S

Physical Interface

Interface Name Physical Interface Operation Mode Action
WAN-1 3GMG Always on Edit
Physical . .
Interface List )
ltem Setting
+ Physical Interface 3G/AG ¥

Interface » Operation Mode Always on ¥
Configuration » VLAN Tagging Enable [0 {1-4095)
J, Select

Physical The first step to configure one WAN interface is to specify which kind of connection
< > media to be used for the WAN connection, as shown in "Physical Interface" page.

Interface

J,Select In "Physical Interface” page, there are two configuration windows, "PHysica
Operation Mode Interface List" and "Interface Configuration”. "Physical Interface List" window
"Always on shows all the available physical interfaces. After clicking on the "Edit" button for the

- interface in "Physical Interface List" window the "Interface Configuration” window
% will appear to let you configure a WAN interface.

Physical Interface

r 3G/4AG WAN:The gatewayhas onebuilt-in 3G/4Gcellularas WAN connection For eachcellular WAN,
there are 1 or 2 SIM cards to be inserfied special failover function

4 )

Please MUST POWER OFF the gateway before you

insert or remove SIM card.

The SIM card can be damaged if you insert or

] remove SIM card while the gateway is in operation.
Attention

N\ /
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Operation Mode
There are threptionA G SYa BYVEBElI @& Af 20SNES | YR G5AalHoweset T3
for the single WAN device, ornlways o# is available.

Always on: Set this WAN interface to be active all the tinvehen two or more WAN are establishedat
"Always on" modeoutgoingdata willthroughthese WAN connections base on load balance policies.

VLAN Tagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Gateway for speci
servicesPlease enable VLAN tagging apecifytagin the WAN physical interface. Please be noted that only
Ethernet and ADSL physical interfaces suppia feature.VLAN tagging is not available for the gateway.

Physical Interfacé&etting

Go toBasic Network>WAN >Physical Interfaceab.

ThePhysical Interfacallowsuser to setupthe physicaMWANinterface and to adjust WA® behavior.

Note: Numbers of available WM\Interfacesan be different for theourchasedyateway

Interface Name Physical Interface Operation Mode Action

WAN-1 3IG/MG Always on Edit

When Edit button is applied an Interface Configurationscreen will appeaWWAN-1 interfaceis used in this
example
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Interface Configuration

* Interface Configuration { WAN -1 )

ltem Setting
¥ Physical Interface 3IGAG
+ Operation Mode

 VLAN Tagging

Enable D (1-4095)

Interface Configuration

Item

Physical Interface

Value setting Description

1. A Must fill setting Selectone expected interface from the available interface dropdown list
2. WANL1 is the primary

interface and is factory

set to Always on.

Operation Mode

Define the operation mode of the interface.

. . SelectAlways onto make this WAN always active.
A Must fill setting y y

(Note: for WANL, onlyAlways onoption is available.)

VLAN Tagging

CheckEnablebox to enter tag value provided by your ISP. Otherwise
uncheckthe box.
Optional setting Value Rangel ~4095

Note: This feature iBlOTavailable forthis gateway
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2.1.2 ConnectionSetup

* Internet Connection List

Internet Setup

Interface Name Physical Interface Operation Mode WAN Type Action
Internet WAN-1 3GMG Always on 3GM4G Edit
Connection List
¢Repeat Edit # Internet Connection Configuration { WAN-1) ’
ltem Setting
» WAN Type IGMAG

Internet Connect

= 3G/M4G WAN Type Configuration
Configure (WAN-x bis

Item Setting
» Preferred SIM Card SIM-A First v | Failback: [[] Enable
» Auto Flight Mode [ Enable
3G/4G WAN Type - .
Configuration + SIM Switch Policy Policy Setting

After specifying the physical interface for each WAN connection, administrator must configure their
connection profile tomeet thedial in process of ISBo that all client hosts in the Intranet of the gateway can
access the Internet.

In "ConnectionSetup” page, there are some configuration windows: "Internet Connection List", "Internet
Connection Configuration”, "WAN Type Configimat and related configuration windows for each WAN type.
For the Internet setup of each WAN interface, you must specify its WAN type of physical interface first an
then its related parameter configuration for that WAN type.

After clicking on the "Edit" Wtton of a physical interface in "Internet Setup List" window, the "Internet
Connection Configuration" window will appear to let you specify which kind of WAN type that you will use fol
that physical interface to make an Internet connection. Based on gbasen WAN type, you can configure
necessary parameters in each corresponding configuration window.
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Internet Connectiort 3G/4G WAN

Internet Connect List

# [Internet Connection Configuration { WAN -1)

Item Setting
» WAN Type 3GMAG v

Internet Connect
Configure

= 3GI/4G WAN Type Configuration

Item Setting
WAN Type= » Preferred SIM Card SIM-A First v | Failback: [ Enable
3G/4G ) » Auto Flight Mode [ Enable

» SIM Switch Policy Policy Setting

3G/4G WAN Type

Configuration « Connection with SIM-A Card

L4 Setup = SIM-A APN Profile List U0 §ul-

Configure Profil
Ip| frome APN IP Type Account | Password | Authentication| Priori Enable Actions
SIM-A/ SIM-B Name P ity
« Connection with SIM-B Card ﬂ
SIM-A/ SIM-B : :
APN Profile List = 3GIAG Connection Common Configuration u
lﬁepﬂat.ﬂdllf&l’lt Item Setting
APN Profile-x » Connection Control
» Time Schedule (0) Always ¥
» MTU Setup [ Enable
SIM-A/B APN blIF‘ Passthrough (Cellular [ Enable Fixed MAC - |
Profile Configuration Bridge)
» NAT |#/ Enable
v IGMP -_Disahle v
3G/4G Connection
e T ¥ WAN IP Alias O Enable [10.0.0.1

Preferred SIM Card Dual SIM Fail Over

For 3G/4G embedded devicene emheddedcellularmodule cancreate only oneNVAN interface This device

has featured byusingdual SIM carddor one module with specidhil-over mechanismlt is called Dual SIM
Failover.This feature is useful for ISP switch over when location is changed. \&iithal SIM Failovér> (1 K S
are varioususage scenarios, including "SIMFirst", "SIM  C AviNiEtitaidback enabled or nofarR  d-A L a
hyteé IYyRhygferad od
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7 A

SIMA/SIM-Bony WKSyY 6 { hgfeé. 2INyfadd ara dzaSRZ (K ALISOATFA
be used for negotigon parameters between gateway device arellular ISP

SIMA / SIMB first without enable Failback

Discosinbctai . & RSTI -dzf' lCXi Nﬁvﬂ E a a OSy I-, NA 2celldlaa [Sl%llaé S

~ SIM-A data transferly GKS OI-BSC2RA & LANNII 4L aa
gateway will try to connect to the Internet by using SAvbr SIMB card
first. And when the connection is broketine gateway will switch to use
the other SIM card for an alternate automaticallydawill not switch back
to use original SIM card except current SIM connection is also broken.
That is, SIMA and SIMB are used iteratively, but either one will keep
being used for data transfer when current connection is still alive.

R
O S

a"‘
[

L5 Connected
ISP2 ot back to SIM-A

SIMA / SIMBfirst with Failback enable
With Failback option enabledi { Ha CANREG¢ &0

( E)))lsconnecteds,M_A used to connect when the connection is broken, gateway
VX system will switch to use SHS. And when SIMA

A connedion is recovered, iwill switch back to useriginal

ISP1N Fail SIMA card
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Connection Setupetting

Go toBasic Network> WAN >ConnectionSetuptab.

Internet Setupallowsuser to setupWAN connecton of the gateway Numbers of available VAWM Interfaces
can be different for thgpurchasedyateway

Internet Connection Lisshows the basic information of each WAN. Cdk button to configure. Then follow
the following pages for detail settings.

& Intemet Connection List -

Interface Name Physical Interface Operation Mode WAN Type Action
WAN-1 IGMG Always on IG/MG

Internet Connection List

ltem Value setting Description
Interface Name N/A Sowsthe nameof WANinterface

Physicalnterface(i.e. 3@4G) shows the type of interface configured to
map withInterface Name
Operation Modeshowsthe currentsetting of Connection Contrahode of
WAN:Interface to keep WANonnection.
Operation Mode N/A , Auto-reconnect (Always on)

Connecton-demand

Connect Manually
WAN Typeshows the type of connection methdd your ISP
Depending on the device model, the following WAN connection types a
supported.
1 3G/4G:3G/4G

Note: IfEdit button is disabled for the Interface, you will need to enable the Interface first by goiBgsa
Network > WAN& Uplink> Physical Interfacpage. Then Clidkditbutton then select Always on or Failover

Physical Interface N/A

WAN Type N/A
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Internet Setupg 3G/4G WAN

Configure 3G/4G BN Setting

When Edit button is applied Internet Connection Configurationand3G/4G WAN Configuratioscreers will

appeatr.

Item Setting
b WAN Type 3GMAG ¥

Item Setting
v Preferred SIM Card SIM-A First v | Failback Enable
» Auto Flight Mode Enable
» SIM Switch Policy Policy Setting

1.A Must filled setting From the dropdown boxselectinternet connection methodor 3G/4G

WAN Type 2.3G/4Gis set by WAN ConnectiorOnly3G/4Gis available.

default

1. A Must filled setting

2. By defaulSIM-A First
Preferred SIM Card is selected

3. Failbackis unchecked

by default

The box is unchecked by

Auto Flight Mode default

Choosewhich SIM card yowant to use for the connectian

WhenSIM-A Firstor SIM-B Firstis selected, it means the connection is bu
first by using SIM A/SIM B. And if the connection is failed, it will change
the other SIM card and try to dial again, until the connectiorpis u
WhenSIM-A onlyor SIMB onlyis selected, it will try to dial up only using
the SIM card you selected.

WhenFailbackis checked, it means if the connection is dialgznot using
the main SIM you selected, it will failback to the main SIM and try to
establish the connection periodically.

Note_1: For the product with single SIM design, o8N§/A Onlyoption is
available

Note_2 Failbackis available only wheS8IM-A Firstor SIM-B Firstis
selected.

Check theEnablebox to activate the function.

By default, if you disabled th&uto Flight Mode the cellular module will
always occupy a physical channel with cellular tower. It can get data
connection instantly, and receive managing SMS all the timeguired.

If you enabled théduto Flight Mode the gateway will pop up a message
oFlight mode will cause cellulamction to be malfunctioned when the
data session is offlineandit will make the cellular module into flight
mode and disconnected with cellular tower phycially. In, addition,
whenever the cellular module is going to be used for data connection tc
backup thefailed primary connection, the cellular module will betiveto
connect with cellular tower and get the data connection for use, It takes
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few more seconds.

Note: Keep it unchecked unless your cellular ISP asked the connected
gateway to enable the Auto Flight Mode

Click thePolicy Settindoutton to define the SIM Switch policy or browse
the current policy settings.

= Policy Setting

SIM Switch Policy NA

Item Setting
» Failed connection D (1-10) times
» RSSI Monitor () Enable Threshold: -[0 | (-90~-113 dBm)
¥ Network Service [[] Enable Loss LTE signal- D (1~30 minutes)
» Roaming Service [l Enable Timeout: D (1~30 minutes)

Configure SIMA / SIMB Card

Here you can set configurations for the cellular connection according to your situation or requirement.

# Connection with SIM-A Card -

Item Setting
» Metwork Type Auto v
* Dial-Up Profile | Manual-configuration ¥
» APN | |
k IP Type
¥ PIN Code | | (Optional)
¥ Dial Number | | (Optional)
» Account | | (Optional)
» Password | | (Optional)
» Authentication Auto
» IP Mode
» Primary DNS | | (Optional)
» Secondary DNS | | (Optional)
» Roaming [ Enable

Note_1: Configurations of SHCard follows the same rule of Configurations of Bgard, here we list StM
A as the example.

Note_2:Both Connection with SIMA Cardand Connection with SIMB Cardwill pop up only when th&IM-A
Firstor SIM-B Firstis selected, otherwise it only popsitoone of them.
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Network Type

DialUp Profile

APN

IP Type

PIN code

Dial Number,
Account,
Password

Authentication

IPMode

1. A Must filled setting
2. By defaulAuto is
selected

1. A Must filled setting
2. By defaulManual
configurationis selected

1. AMust filled setting
2. String format any
text

1. A Must filled setting
2. By defaultPv4is
selected

1. An Optionaketting
2. String format
interger

1. A Optionalsetting
2. String format any
text

1. A Must filled setting
2. By defauliduto is
selected

1. A Must filled setting
2. By defaulDynamic IP
is selected

SelectAuto to register a network automatically, regardless of the networl
type.

Selec2G Onlyto register the 2G network only.

Selec2G Prefelto register the 2G network first if it is available.
Select3G onlyto register the 3G network only.

Select3G Prefelto register the 3G network first if it is available.
SelectL.TE onlyo register the TE network only.

Note: Options may be different due to the specification of the module.
Specify the type of dialp profile for your 3G/4G network. It can be
Manualconfiguration, APN Profile Listor Auto-detection.

SelectManual-configurationto set APN(Access Point Name)jal Number
Account andPasswordo what your carrier provides.

SelectAPN Profile Listo set more than one profile to dial up in turn, until
the connection is established. It will pop up a new filed, please @gatic
Network > WAN& Uplink> Internet Setup > SIM\ APN Profile Lidor
details.

SelectAuto-detection to automatically bringout all configurations needed
while dialingup, by comparing the IMSI of the SIM card to the record lisi
in the manufacture@database.

Note_1: You are highly recommended to select tianual or APN Profile
Listto specify the network for your subscription. Your Raysprovides
such network settings for the subscribers.

Note_2: If you selectAuto-detection, it is likely to connect to improper
network, or failed to find a valid APN for your ISP.

Enter theAPNyou want to use to establish the connection.

This is a mustilled setting if you selecteManualconfigurationas dialup
profile scheme.

Specify the IP type of the network serveice provided by your 3G/4G
network. It can béPv4 IPvG orPv4/6.

Enter the PIN (Personal Identification Number) code if it needs to ur
your SIM card.

Enter the optionaDial Number Account andPasswordsettings if your ISF
provided such settings to you.

Note: These settings are only displayed whelanuakconfiguration is
selected.

SelectPAP(Password Authentication Protocol) and use such protocol to
Fdz KSYGAOFGSR gAGK GKS OF NNR SNIQ3
SelectCHARChallenge Handshake Authentication Protocol) and use su
LINEG202f (2 0SS I dzikSyGaAoldSR gAd
WhenAuto is selected, it means it will authenticate with the server eithe
PAPor CHAP

WhenDynamic IHs selected, it means it will get all IP configurations fror
GKS OF NNASNXRa aSNYSNI I yR asSa G2
If you have specific application provided by the carrier, and want to set |
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configurations on your own, you can switchStatic IPmode and fill in all
parameters that required, such as IP address, subnet mask and gatewz

Note: IP Subnet Masks a must filled settingand make sure you have the
right configuration. Otherwise hie connection may get issues.
1. An Optionaketting Enter the IP address to change the primary DNS (Domain Name Serve
Primary DNS 2. String format IP setting. If it is not filleein, the server address is given by the carvigiile
address (IPv4 type) dialingup.
1. An Optionaketting Enter the IP address to change the secondary DNS (Domain Name Sel
Secondary DNS 2. String format IP setting. If it is not filleein, the server address is given by the carrier while
address (IPv4 type) dialing-up.
Check the box to establish the connection even the registration status i
. The box is unchecked by roaming, not in home network.
Roaming
default

Note: It may cost additional charges if the connection is under roaming.

Create/Edit SIMA / SIM-B APNProfile List

You can add a new APN profile for the connection, or modify the content of the APN profile you added. It |
available only when you selebialUp ProfileasAPN Profile List

Add Delete

D ﬁlr;tif APN IP Type Account | Password | Authentication| Priority | Enable Actions

List all the APN profile you created, easily for you to checkraadify. It is available only when you select
DialUp ProfileasAPN Profile List

WhenAdd button is applied anAPN ProfileConfigurationscreen will appear.

1. By defaulProfile-x is Enter the profile name you want to describe for this profile.
Profile Name listed

2. String format any text
APN String format any text Enter theAPNyou want to use to establish the connection.

1. A Must filled setting Specify the IP type of the network serveice provided by your 3G/4G
IP Type 2. By defaultPv4is network. It can béPv4 IPvg orIPv4/6.

selected

Enter theAccountyou want to use for the authentication.

Account String format any text Value Range0 ~ 53 characters.
Password String format any text Enter thePasswordyou want to use for the authentication.

1. A Must filled setting Select the Authentication method for the 3G/4G connection.
Authentication 2. By defaulAuto is It can beAuto, PAR CHAR or None.

selected

Enter the value for the dialingp order. The valid value is from 1 to 16. It
will start to dial up with the profile that assigned with the smallest numb

Value Rangel ~ 16.

1. A Must filled setting

Priority 2. String format integer
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The box is checked by

Profile default
Save N/A
Undo N/A

Check the box to enable this profile.
Uncheck the box to disable this profile in diakmg action.

Click theSavebutton to save the configuratian
Click theX button to restore what you just configured back to the previot
setting.

Setup 3G/4G Connection Common Configuration

Here you can change common configurations for 3G/4G WAN.

ltem Setting
» Connection Contro Auto-reconnect v
¥ Time Schedule (0) Always ¥
» MTU Setup Enable
» IP Passthrough (Cellular Enable Fixed MAC
Bridge)
b NAT #| Enable
b IGMP Disable
» WAN IP Alias Enable {10.0.0.1

By defaultAuto-

Connection Control .
reconnectis selected

1. An Optionalsetting
Maximum Idle Time 2. By defaul600
secondsdsfilled-in

1. A Must filled setting

Time Schedule 2. By defaul{0) Always
is selected
MTU Setup 1. An Optionalsetting

WhenAuto-reconnectis selected, it means it willy to keep thelnternet
connection on all the timahenever the physical link is connected
WhenConnecton-demandis selected, it means thiaternet connection
will be established only when detecting data traffic.

WhenConnect Manuallyis selected, it means you need to click the
Connectbutton to dial up the connection manually. Please g&tatus >
BasicNetwork > WAN & Uplinkab for details.

Note: If the WAN interface serves as the primary one for anothv&N
interface in Failover roleand vice versa)he Connection Control
parameter will not be availablen both WANss the system must set it to
! o202y ySOGE

Specify the maximum Idle time setting to disconnect the internet
connection when the connection idle timed out.

Value Range300 ~86400.

Note: This field is available only wh€&@wonnecton-demandor Connect
Manuallyis selectedas the connection control scheme

When(0) Alwaysis selected, it means this WAN is under operation all th
time. Once you have set other schedule rules, there will be other option
select. Please go ©bject Definition> Schedulindor details.

Check the Enable box to enable the MTU (Maximum Transmission Unit
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IP Pasghrough
(Cellular Bridge)

NAT
IGMP

WAN [P Alias

Item

¢+ Network Monitoring
Configuration

¢+ Checking Method
» Loading Check

¥ Query Interval

» Latency Threshold
# Fail Thresheld

» Targetl

» Target?

Network Monitoring
Configuration

Checking Method

Loading Check

2.Uncheckby defaut

1. The box is unchecked

by default

2. String formafor Fixed

MAC
MAC address, e.g.
00:50:18:aa:bb:cc

Checkby default
By defaultDisableis
selected

1. Unchecked by default

2. String format: IP
address (IPv4 type)

#| Enable

DNS Query v

#| Enable

limit, and specify théTUfor the 3G/4G connection.

MTUrefers to Maximum Transmission Unit. It specifies the largest packi
size permitted for Internet transmission.

Value Range1200 ~ 1500.

WhenEnablebox is checked, it means the device will directly assign the
WAN IP to thdirst connectedocal LAN client.

However, vihenan optionalFixed MAGs filled-in a nonzero value, it
means only the client with this MAC address can gefi#eNIP address.

Note: When thelP Pasghroughis on,NATandWAN IP Aliasvill be
unavailable until the fundon is disabled again.

Uncheck the box to disabMAT(Network Address Translation) function.
SelectAuto to enablelGMPfunction.

Check theEnablebox to enabldGMP Proxy

Check the box to enabAN IP Aliasand fill in the IP address you want t
assign.

Setting

5 {seconds)

3000

{ms)

5 {Times)

-

DNS1

Mone v

1. Anoptional setting
2.Boxis checked by
default

1. An Optionalsetting
2.DNS Querys set by
default

1. An optional setting
2.Boxis checked by
default

Check theEnablebox to activate the network monitoring function.

Choose eitheDNS Querpr ICMP Checkintp detect WAN link

With DNSQuery, the system check theconnectionby sending DN®uery
packets to the destination specified in Target 1 and Target 2

With ICMP Checkinghe system will check connectioby sending ICMP
requestpackets to the destination specified in Target 1 anch&ga2

Check theEnablebox to activate the loading check function.

Enable Loading Check allows teewayto ignore unreturned DNS
queries or ICMP requests when WAN bandwidth is fudlyupied. This is to
prevent false linlkdown status.
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Query Interval

Check Interval

Latency Threshold

Fail Threshold

Target 1

Target 2

Save
Undo

1. An Optionalsetting
2.5 secondss selected
by default.

1. An Optionalsetting
2.5 secondss selected
by default.

1. An Optionalsetting
2.3000 msis set by
default

1. An Optionalsetting
2.5 timesis set by
default

1. An Optionalfilled
setting
2.DNSlisselectedby
default

1. A Optionalfilled
setting
2.Noneisselectedby
default

N/A
N/A

Specify a time interval as the DIR8erylInterval.

Querylnterval definesthe transmittinginterval between two DNS Qugor
ICMPcheckingpackets.

With DNS Querythe system check theconnectionby sending DN®uery
packets to the destination specified in Target 1 and Target 2

Value Range?2 ~ 14400.

Specify a time interval as tHEMPCheckingnterval.

Querylnterval definesthe transmittinginterval between two DNS Queor
ICMPcheckingpackets.

With ICMP Checkindhe system will check connectioloy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
Value Range?2 ~ 14400.

Enter a number of detecting disconnection times to be timeshold
beforedisconnectionis acknowledged.

Latency Thresholdiefinesthe tolerancethreshold of responding time.
Value Range2000 ~ 3000 seconds.

Entera number of detecting disconnection times to be tiheeshold
before disconnectionis acknowledged.

Fail Thresholdpecifieghe detected disconnection before the router
recognize the WAN link down status

Value Rangel ~ 10 times.

Targetl specifieghe first target of sending DNS query/ICMP request
DNS1set theprimaryDNSo be the target

DNS2 set thesecondaryDNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

Targetl specifieghe secondtarget of sending DNS query/ICMP request
None:no secondargetis required.

DNS1set theprimaryDNSo be the target

DNS2set thesecondaryDNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

ClickSaveto save the settings

ClickUndoto cancel the settings
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2.2 LAN & VLAN

This section providethe configurationof LAN andVLAN VLAN is an optiondg¢ature, and it depends on the
product specification of the purchased gateway.

2.2.1 Ethernet LAN

(@) The Local Area Network (LAN) can be
used to share data or files among
computers attached to a network.
Following diagram illustrates the
network that wired and interconnects
computers.

xDSLand,or

4G Cellular Ethernet LAN

OO

Please follow the following instructions to do IFsthernet LANSetup.

ltem Setting
» IF Mode Static IFP
b LAM IP Address 192.168.123.254
» Subnet Mask 255255255 0(/24) v

It showsthe LAN IP mode for the gateway according the related configuratic

Static IP If there is at least one WAN interface activated, the LAN IP mode i
IP Mode N/A fixed in Static IP mode.

DynamiclP: If all the available WAN inferfaces are disabled, the LAN IP moc

canbe Dynamic IP mode.

Enter the local IP address of this device.

. . Thenetwork device(spn your network must use the LAN IP address of this
1. A Must filled setting

LAN IP ) device as their Default Gatewayou can change it if necessary.
2.192.168.123.254s set by
Address default
Note: LGQa | faz2 (GKS Lt | RRNBaa
to type new IP address in the browser to see web Ul
1. A Must filled setting Select thesubnet maskfor this gatewayrom the dropdown list

Subnet Mask ; _ . .
2.2552552550 (/24)is set  Subnet mask defines how many clients are allowed in one network or subni
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by default The default subnet mask is 255.255.252%), and it means maximum 254 |P
addresses are allowed in this subnet. However, one of tireatcupied by LAN
IP address of this gateway, so there are maximum 253 clients allowed in L4

network.
Value Range255.0.0.0 (/8)~255.255.255.252 (/30)

Save N/ A Click theSavebutton to save the configuration
Click theUndobutton to restore what you just configured back to the previou
setting.

Undo N/ A

Create / Edit Additional IP

This gateway provides the LAN IP alias function for some special management consideration. You can add
additional LAN IP for this gateway, and access togdisway with the additional IP.

= Additional IP " "

Interface IP Address Subnet Mask Enable Action

WhenAdd button is applied Additional IPConfigurationscreen will appear.

= Additional IP Configuration . %
Item Setting

¥ Mame | |

¥ Interface

» P Address | |

» Subnet Mask |255.255.255.0 (/24) v |

» Enahle (]

Configuration

Item Value setting Description

Name .1 An Optional Setting Enter the name for the alias IP address.
1. A Mustffilled settin

Interface g Specify the Interface type. It can beor brO.

2.lois set by default

1. An Optionalsetting
IP Address 2.192.168.123.254s set by  Enter he additionIP address$or this device.

default
Select thesubnet maskor this gatewayrom the dropdown list
1. A Must filled setting Subnet mask defines how many clients are allowed in one network or subn
Subnet Mask  2.2552552550 (/24)is set The default subnet mask is 255.255.2584), and it means maximum 254 |P
by default addressesre allowed in this subnet. However, one of them is occupied by L

IP address of this gateway, so there are maximum 253 clients allowed in L4
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Save NA

network.
Value Range?255.0.0.0 (/8 255.255.255.255 (/32)

Click theSavebutton to save theconfiguration
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2.2.2 VLAN(not supported)

Not supported feature for the purchased product, leave it as blank.
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2.2.3 DHCP Server

u DHCP Server

The gateway supports up to 4 DHCP servers to fulfill the DHCP requests from different VLAN groups (ple:
refer to VLAN section for getting more usage details). And there is one default setting for whose LAN |
|l RRNBada Aa GKS alyS 2yS 2F 3JL0Ssl & [!'b AYGSNFI O
FYR A& RSTlrdzA G Ltnét izt aMuyidhida [ BRa aKRBY d¢dmaiKS 5
WEB UI.

Gateway

@ Meeting Room

e

@ Office Network

Sy

'A4SNJ OFYy FTRR Y2NB 51/t aSNISN) O2y FAIdz2NI GA2ya oe@
Ot AOlAY3 2y UKS G9RAGE odzid2y litils cirrénSsetingsBesilefuse I O
canseleca51 / t { SNISNJ I yR RSt SiS Ad02&e | gRAOKBYASBY Sui 6
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U Fixed Mapping

User can assign fixed IP address to map the specific client MAC address by select them thvelnecofaygets
were already existed in thBHCP Client Lisbr to add some other Mapping Rules by manually in advance,
once the target's MAC address was not ready to connect.

So00

@ Office Network
........... MACAddress ...
i PC-A: 00-12-34-AB-CD-0A : _ ¢ 192.168.123.150 :
: : Fixed Mapping :
: PC-B: ey |
PC—C 00-12-34-AB-CD-0C : : 10.10.133.181

----------------------------------------------------------------------------------
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DHCP Server Setting

Go toBasic Network AN & VLAN DHCP Servérah

TheDHCP Server setting allows user to create and customize DHCP Server policies to assign IP Address
the devices on the local area network (LAN)

Create / Edit DHCP Server Policy

Thegatewayallows you to custom your DHCP Server Pdficgultiple LAN ports are available, you can define
one policy for each LAN (or VLAN group), asdpports up to a maximum of 4 policy sets

8T Add || Delete || DHCP Client List |
DHCP . . .
LANIP Lease Domain Primary Secondary Primary Secondary .
ilearr\;:zr Address Subnet Mask IP Pool Time Name DNS DNS WINS WINS Gateway Enable Actions
Edit
DHCP 1192 168.66.1 | 255.255.254.0| 192168.66.100- g5, 0000 | 0000 |0000 0000 | 0000 | ¥ :
1 192.165.66.200 Fixed Mapping

WhenAdd button is applied DHCP Server Configurati@ereen will appear.

# DHCP Server Configuration

ltem Setting
¥ DHCP Server Name IDHCP 2 |
b LAN IP Address 192.168.2.1 |
» Subnet Mask | 2552652550 (/24) v |
Starting Address: | |
P oot Ending Address: | |
b Lease Time seconds
» Domain Name | | {Opticnal)
¥ Primary DNS | | (Optional)
¥ Secondary DNS | | (Optional)
b Primary WINS | | (Optional)
b Secondary WINS | | (Optional)
b Gateway | | (Optional)
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DHCP Server 1. String format can be any

Name text Enter a DHCP Serveaime. Enter a name that is easy for you to understand.
2. A Must filled setting
LAN IP 1. IPv4 format.
, _ The LAN IP Address of tRisICP Server.
Address 2. A Must filled setting
255.0.0.0 (/8) is setb
Subnet Mask (8) s set by The Subnet Mask of this DHCP Server.
default
P Pool 1. IPv4 format. The IP Pool of this DHCP Server. It composed of Starting Address entered
2. A Must filled setting field and Ending Addresstered in this field.
Lease Time 1. Numberic string format.  The Lease Time of this DHCP Server.
2. A Must filled setting Value Range300 ~ 604800 seconds.
Domain Name tSet)zltng format can be any The Domain Name of this DHCP Server.
Primary DNS  IPv4format The Primary DNS of this DHCP Server.
Secondar .
DNS y IPv4 format The Secondary DNS of this DHCP Server.
Primary WINS  |Pv4 format The Primary WINS of this DHCP Server.
Secondar .
WINS y IPv4 format The Secondary WINS of this DHCP Server.
Gateway IPv4format The Gateway of this DHCP Server.
Th i heck
Server e boxis unchecked by ClickEnablebox to activate thiDHCRServer.
default.
Save N/ A Click theSavebutton to save the configuration
Undo N/A C|IC-k theUndobutton to restore what you just configureahack to the previous
setting.
When theBackbutton is clicked the screen will return to the DHCP Server
Back N/A

Configuration page.

Create / Edit Mapping Rule List on DHCP Server

Thegatewayallows you to custom your Mapping Rule List on DHCP Server. It supports up to a maximum of ¢
rule setsWhenFix Mappingbutton is applied, thevlapping Rule Lisscreen will appear.
Add || Delete

MAC Address IP Address Enable Actions

WhenAdd button is appliedMapping Rule Configuratioscreen will appear.
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Item Setting
r MAC Address

b P Address

b Rule Enable

1. MAC Address string
MAC Address format The MAC Address of this mapping rule.
2. A Must filled setting
1. IPv4 format.
IP Address The IP Addressf thi i le.
2. A Must filled setting © resstinis mapping rute

The box is unchecked by

Rule ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
Undo N/A C|IC-k theUndobutton to restore what you just configured back to the previou
setting.
Back N/A When theBackbutton is clicked the screen will return to tigHCP Server
Configurationpage.

View / Copy DHCP Client List

WhenDHCP Client Listtton is applied DHCP Client Listcreen will appear.

Copy to Fixed Mapping

LAN Interface IP Address Host Name MAC Address Remaining Lease Time | Actions

Ethemnet Dynamic /192.168.123.100 James-P45V 74:D0:2B:62:80:42 00:49:07 Select

- Copy to Fixed Mapping

LAN Interface IP Address Host Name MAC Address Remaining Lease Time | Actions

When the DHCP Client is selected &apy to Fixed Mappingutton is applied. The IP and MAC address of
DHCP Client will apply to the Mapping Rule List on specific DHCP Server automatically.

Enable / Disable DHCRISer Options
TheDHCP Server Optiorsetting allows user to sddHCP OPTIONS,6&, or 114. Click theEnablebutton to

activate the DHCP option function, and the DH&EPver will addhe expectedoptions in its sending out
DHCPOFFHRICPACpackages.

44



M2M Cellular Gateway

Option ' Meaning RFC

66 TFTP server name [REC 2132]

72 Default World Wide Web Server [REC 2132]

114 URL [REC 3679]

= Configuration ’ %
Item Setting

» DHCP Server Options [J Enable

Create / Edit DHCP Server Options

Thegatewaysupports up to a maximum of 99 option settings.

= DHCP Server Option List [[EReN

1D Option Name DHCP Sever Select Option Select Type Value Enable Actions

WhenAdd Editbutton is applied DHCP Server Option Configuratisnreen will appear.

% DHCP Server Option Configuration

ltem Setting
» Option Name |Option 1 |
» DHCP Sever Select
» Option Select | DHCP OPTION 66 v |
» Type | Single IP Address v |
» Value |
+ Enable ] Enable

DHCRServer Option Configuration

Item \ Value setting Description
1. String format can be an
Option Name  text
2. A Must filled setting

Enter a DHCP Serv@ption name.Enter a name that is easy for you
understand.

DHCP Server  Dropdown list of alavailable Choose the DHCP server this option should apply to.

Select DHCP servers.

1. A Must filled setting Choose the specific optidinom the dropdown list. It can b®ption 66 Option
Option Select 2. Option 66 is selected by 72, Option 144 Option 42, Option 15Q or Option 160.

default. Option 42for ntp server;
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Option 66for tftp;

Option 72for www;

Option 144for url;

Each different options has different value types.
Single IP Address

66 Single FQDN
] | 72 Lt ! RRN’aasSa [Aadx aSLINXriSR o
Dropdown list of DHCI -
U . 114 Single URL
Type ASNDSNI 2 LIGA 2y s . e
42 Lt ! RRNk &aasa [Aaux aSLINXruoSR 0
150 Lt ! RRNBaasSa [AadX aSLINIGSR o
Single IP Address
160 ;
Single FQDN
Should conform to Type
1. IPv4 format Type Value
2. FQDN format Single IP Address IPv4 format
Value 3. IP list 66 ,
4. URlformat Single FQDN FQDN format
5. A Must filled setting 72 Lt ! RRN’aasSa [ A IPvdaformata SLI NI G SR
114 Single URL URL format
Enable The box isunchecked by ClickEnablebox to activate this setting.
default.
Save NA Click theSavebutton to save the setting.
Undo NA When the Undo button is clicked the screen will return back with nothi

changed.

Create / Edit DHCP Relay

Thegatewaysupports up to a maximum & DHCP Relay configurations
- Add | Delete

DHCP Relay

D Agent Name LAN interface WAN interface Server IP Option 82 Enable Actions

WhenAdd/ Editbutton is applied DHCHRelayConfigurationscreen will appear.
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b Agent Name
¥ LAN interface
FOWAN interface

b Server P

» Enable

ltem

LAN
WAN-1~r

» DHCP OPTION 82

Setting

AgentName

LAN Interface

WAN Interface

Server IP

DHCP OPTION
82

Enable
Save

Undo

1. String format can be an
text

2. A Musffilled setting

1. A Must filled setting
2.LAN:is selected by default
1. A Must filled setting

2. WAN1 is selected by
default.

1. A Must filled setting

2. null by default.

The box is unchecked b
default.

The box is unchecked b
default.
NA

NA

Enter a DHCRelayname.Enter a name that is easy for you to understand.
Value Rangel~64 characters.

Choosea LAN Interfacefor the dropdown list to apply with thédHCP Rela;
function.

Choosea WAN Interfacefor the dropdown list to apply with the DHCP Re
function. It can be the available WAN interface(s), and L2TP connection.

Assign @DHCP Server IP Addretbst the gateway will relay the DHCP reque!
to the assigned DHCP server via specified WAN interface.

ClickEnablebox to activateDHCP OPTION 82 function

Option 82 is organized as a single DHCP option that contnesit-ID

information known by the relay agenif the relayed DHCP server required t
such information, you have to enable it, otherwise, just leave it as unchecke

ClickEnablebox to activate this setting.

Click theSavebutton to save the setting.
When the Undo button is clicked the screen will return back with nothil
changed.
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2.3 WiFi(not supported)

Not supported feature for the purchased product, leave it as blank.
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2.4 IPv6(not supported)

Not supported feature for the purchased product, leave it as blank.
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2.5 Port Forwarding

Network address translation (NAT) is a methodology of remappimg IP address space into another by
modifying network address information in Internet Protocol (IP) datagram packet headers while they are ir
transit across a traffic routing device. The technique was originally used for ease of rerouting traffic in |
networks without renumbering every host. It has become a popular and essential tool in conserving globe
address space allocations in face of IPv4 address exhausherproduct you purchaseembeds and activats

the NAT functionYou also can disabtee NAT functionn [Basic Networkj]WAN & Uplink]-[Internet Setup}

[WAN Type Configurationpage.

Widget

' @ Status W “Virtual Server & Virtual Computer - Special AP & ALG DMZ & Pass Through

—

Basic Network
- -

- WAN & Uplink Item Setting

* LAN & VLAN » NAT Loophack ¥ Enable

* WiFi Save | Undo

- IPv6

@ Port Forwarding

- Routing

- DNS & DDNS p
Usually all local hosts serversbehind corporate gatewagire protected by NAfirewall. NAT firewallwill filter
out unrecognized packets to protecoyr Inranet. S, all local hosts are invisible to the outside worl@ort
forwarding or port m@ping isfunction that redirects a communication request from one address and po
number combination toassigned oneThis technique is most commonly used to makevices on a host
residing on a protected or masqueraded (internal) network available to hosts on the opposite side of the
gateway (external network), by remapping the destination IP address and porber
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2.5.1 Configuration

NAT Loopback

Thisfeature allows you to access the WAN global IP address from your inside NAT local network. It is use
when you run a server inside your network. For example, if you set a mail server at LAN side, your loc
devices can access this mail server througtsgatr € Qa 3t 2061 f Lt FFRRNBaa ¢gKSy
SAGKSNI aARS IINB &2dz Ay 0O0SaaAy3a (GKS SYIAf aSNBS
the IP address of the mail server

ConfigurationSetting

Go toBasic Network >Port Forwarding> Configuratiortab.

The NAT Loopback allows user to access the WAN IP address from inside your local network.

Enable NAT Loopback

= NAT Loopback -

ltem Setting

» NAT Loopback Enable

Configuration

ltem Value setting Description

NAT Loopback The box is checked by default Check theEnablebox to activate this NAT function

Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undo button to cancel the settings
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2.5.2 Virtual Server & Virtual Computer

= Configuration ’ .
Item Setting

b Virtual Server ] Enable

» Virtual Computer # Enable

= Virtual Server List

1D WAN Interface Server IP Source IP Protocol | Public Port Time Schedule  Enable Actions

= Virtual Computer List a x
1D Global IP Local IP Enable Actions

There are some important Pot Forwarding functiongplemented within the gateway, including "Virtual
Server"”, "NAT loopback" and "Virtual Computer".

It is necessary for cooperate staffgho travel outsideand want to access various servers behimdfice
gateway. You can set up those servers by usingu&i®erver" feature After trip, if want to access those
servers from LANide by global IP, without change original settiNg\T Lopback carachieve it.

"Virtual computef is a hostoehind NAT gatewayhose IP address &globalone and is visible to the outside
world. Since it i9ehind NATit is protected bygatewayfirewall. To configure Virtual Computer, you just have
to map the local IP of the virtual computer to a global IP.
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Virtual Server& NAT Loopback

"Virtual Server"allows you toaccessservers with the

g ~ Network-A" global IP address or FQDN of the gateway as if they are
Q SO eamiranssns  servers existed in the Internet. But in fact, these servers
a___z_‘\@ hasl \ are located in the Intranet and are ph)_/sically behind the
Remote User -Fx |\ gateway. The gateway serves the service requests by port

[\ forwarding the requests to the LAN servers and transfers
\

i 1 v \ ‘
[ \ 1 .
gl S {00 25 L _ ! the replies from LAN servers to the requester on the
200 Vlstusl Server: ~ ' WAN sideAs shown irexample an Email virtual server

2.Remote User access E-mail Server

Local User

with Gateway Global 1P (118.18.8133). FREY S ) womw | is definedto be located at a server with IP address

3.With NAT Loopback enabled, Local \ NS y . . .

User can access local E-mail Server Hle Server / 1 10075101 in the Intranet Of NetWO'W, |ndUd|ng SMTP
ith Global IP (118.18.81.33) . Global IP:118.18.81.44 . .

e = | towieioorsic service port 25 and POP3 service port 1Bd, the

L remote user can access the-ntail server with the
JF iS¢l eqQa 3IJtft201 ¢ Lt MMy ®Mmy d)ynvad)saen/erl‘ﬁm@t&'daf\Ll'Z\Iﬁsidehrhﬂthé)\
gateway is the port forwarder fdemail service.

NAT Loopbacéllows you to access the WAN global IP address from your inside NAT local network. It is usef
when you run a server inside your network. For example, if you set a mail server at LAN side, your loc
devices can access thigsmh £ & SNIISNJ G KNRBdzZZAK 3AF 0S¢l eQa 3IAf20f Lt
SAGKSNI aARS INB @&2dz Ay I 00SaaAy3a (GKS SYIAf &aSNBS
the IP address of the mail server

Virtual Computer

<. "Virtual Computer"allows you to assign LAN hosts to
.~ Network-A™

global IP addresses, so that they can be visible to outside

, Gateway

2 birasoses > world. While so, they are also protected by the gateway
&—Z"R'@‘ -—== . firewall as being client hosts in the latret. For example,
S . if you set aFTP file server atAN side with local IP
. confmtbesancmemud: | . address 10.0.75.102 and global IP address 118.18.82.44,
WO e e S ' g —@} 1 aremote user can access the file server while it is hidden
global IP (118.18.81.44) directly NS L%,uﬁ behind the NAT gateway. That is because the gateway
10075101 B womsio - takes care of all accessing to the IP address 118.18.82.44,
X mesewer -, including to forward the access requests to the file
A 4 server and to send the replies from the server to outside
world.
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Virtual Server & Virtual ComputeBetting

Go toBasic Network *Port Forwarding> Virtual Server & Virtual Computeab.

Enable VirtualServer and Virtual Computer

« Configuration a %®
Item Setting
» Virtual Server () Enable
¥ Virtual Computer ¥ Enable
Configuration
ltem ' Value setting ' Description
. The box is unchecked b
Virtual Server default y Check theEnablebox to activate thigport forwardingfunction
. The box is checked b . . . .
Virtual Computer de;ulct’ X 1S checked by Check theEnablebox to activate thiport forwardingfunction
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe Undo button to cancel the settings.

Create / Edit Virtual Server

The gatewayallows you to custom your Virtual Server rul#issupports up to a maximum of 20 rul&sed
Virtual Server sets.

= Virtual Server List XTI

WAN Interface

Time Schedule  Enable

Source IP Protocol | Public Port

Server IP

WhenAdd button is appliedVirtual Server Rule Configuratioscreen will appear.
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Item Setting
+ WAN Interface 7| Al WAN-1 WAN-2 WARN-3
» Server IP
b Source IP Any v
» Protoco TCP(6) & UDP(17)
+ Public Port Single Port v
» Private Port Single Port v
» Time Schedule (0} Always ¥
» Rule Enable

Define the selected interface to be the paclettering interface of the
gateway
If the packets to be filtered are coming frodAN-x then selectWAN-x for this
1. A Must filled setting field.
2. Default isALL SelectALLfor packets coming into thgatewayfrom any interface
It can be selectetlVAN-x box whenWAN-x enabled.
Note: The available check boxa&AN-1 ~WAN-4) dependon the number of
WAN interfaces for the product.
This field is to specify the IP addresste interface selected in the WAN
Interface setting above.
This field is to specify thBource IP address
SelectAnyto allow the accessoming from any IP addresses.
SelectSpecific IP Addreds allow the accessoming from an IP address.
SelectP Rangéo allow the accessoming from a specified range of IP addres
Whena L / a tis@eletted
ltmeansi KS 2LJiA2Y at N2PG202ft¢ 27F LI O S
ApplyTime Scheduléo this rule, otherwise leave it aslways (refer to
Scheduling settinginder Object Definition)
Then checlEnablebox to enable this rule.

WAN Interface

Server IP A Must filled setting

1. A Must filled setting
Source IP 2. By defaulAnyis
selected

Whena ¢ / i$ selected

ltmeansthe2 LJGA2Y Gt NRBG202t¢ 2F LI O1Si
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Pornumber.

Public Portis selectedSingle Portand specify a port number, ariRrivate Port
can be st aSingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, aittivate Port
can be selecte&ingle Poror Port Range

Value Rangel ~ 65535 forPublic PortPrivate Port

1. A Must filled setting
Protocol 2.TCP & UDB selected
by default.
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Whend | 5 is selected

It means the optioi t NP 1202f ¢ 2F LI O1SG FAt
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Portnumber.

Public Portis selectedSingle Portand specify a port number, arierivate Port
can be set &irgle Portnumber.

Public Portis selectedPort Rangeand specify a port range, arittivate Port
can be selecte&ingle Poror Port Range

Value Rangel ~ 65535 forPublic PortPrivate Port

Whena ¢ / t  gis Selécted

LG YSIya (KS ¢ padkatfigr ruetis NBRiadUDP. ¢
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Pornumber.

Public Portis selectedSingle Poriand specify a port number, arerivate Port
can be set &ingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, aittivate Port
can be selecte&ingle Poror Port Range

Value Rangel ~ 65535 forPublic PortPrivate Port

Whend D wi8 selected
LG YSIya (KS o padkat figr rufetiisiGREL 2 O2 f €

Whenda 9 {ig¢ selected
LG YSIya (GKS 2LIiA2y at NBi(i202t¢ 27

Whena { / dstsdlected
LG YSIya (GKS 2LIiA2y at NBi(i202t¢ 27

Whend | &FSNT A i SRated
ltmeansthe2 LJGA 2y at NRB(G202ft ¢ 2définddll O1 S
ForProtocol Number enter a port number.
1. A optionalfilled setting Apply Time Schedule to this rule; otherwise leave {#lways. (refer to
Time Schedule 2. (0) Alwaysls selected Scheduling setting undébject Definition

by default.
1. An optionalfilled setting
Rule 2.The box isincheckedby = Check the Enable box to activate the rule.
default.
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickthe X button to cancel the settingand return to previous page
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Create / Edit Virtual Computer

Thegatewayallows you to custom your Virtual Computer ruléssupports up to a maximum of 20 rubased
Virtual Computer sets.

= Virtual Computer List [[T] - x|
1D Global IP Local IP Enable Actions

WhenAdd button is appliedVirtual Computer Rule Configuratioscreen will appear.

Global IP Local IP Enable
| | | | =

Virtual Computer Rule Configuration

ltem ' Value setting ' Description

Global IP A Must filled setting This field is to specify the IP address of the WAN IP.
Local IP A Must filled setting Thisfield is to specify the IP address of the LAN IP.
Enable N/A Then checlEnablebox to enable this rule.

Save N/A Click theSavebutton to save the settings.
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2.5.3 DMZ & Pass Through

DMZ (De Militarized Zone) Host is a host that is exposed tolrtexnet cyberspace but still within the
protection of firewall by gateway device. So, the function allows a computer to exeentsy Zommunication

for Internet games, Video conferencing, Internet telephony and other special applications. In some case
when a specific application is blocked by NAT mechanism, you can indicate that LAN computer as a DMZ h

to solve this problem.

The DMZ functionallows you to ask the gateway pass through all normal packets to the DMZ host behind the
NAT gateway only wheinése packets are not expected to receive by applications in the gateway or by other
client hosts in the Intranet. Certainly, the DMZ host is also protected by the gateway firewall. Activate the

feature and specify the DMZ host with a host in the Intranbew needed.

Item

+# Enable

r DMz OZ Host -

» Pass Through Enable v IPSec
DMZScenario

Global IP:118.18.81.33

Local IP: 10.0.75.2
~ Gateway
\/"’ - *‘-E@ ___________ o,

Remote User

1.5et X Server as DMZ Host

2.Request X server service by Gateway Global IP
3.Gateway redirect service request to DMZ host:
10.0.75.100

Al

10.0.75.100
¢ FFTF @ L2TP

X Server

Setting

WAAN-2 WAAN-3 WA

When the network administrator wants to set up
some service daemonsnia host behind NAT
gatewayto allow remote uses request for services
from server activelyyou just have to enfigurethis
hostasDMZ Host As shown in theliagram,there
is an X server installeds DMZ host whose IP
address is 10.0.75.100Then, remote use& can
request services fronX serveljust as it is provided
by the gateway whose global IP address is
118.18.81.33 The gateway will forward those
packets not belonging to any configured virtual
server or applications, directly to the DMZ host.
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VPN Pass througBcenario

_ Since VPN traffic is different from that of TCP or
Gatowny yithout UDP connection, it will be blocked by NAT gateway.

Network-A @ HQ Data Center

VPN Pass Through
S i ) To support the pass through fation for the VPN

APM{J s Failto establish VPN tunnel — connections initiating from VPN clients behind NAT
Sl B ] P R gateway, the gateway must implement some kind
i3 m@ of VPN pass through function for such application.
4 v | N The gateway support the pass through function for

— L S IPSec, PPTP, and L2TP connections, usithiave
with a “Static|p” |  Establish VPN tunnel to check the corresponding checkbox to activate it.

successfully VPN Pass Through behind NAT Gateway
Global IP: 203.95.80.22
Local IP: 10.0.76.2

DMZ & Pass Through Setting

Go toBasic Network *Port Forwarding> DMZ& Pass Throughab.

TheDMZhost is a host that is exposed to the Internet cyberspace but still within the protectifireafall by
gateway device.

Enable DMZ and Pass Through

Item Setting
Enable All WA WAN-2 WAAN-3 WAN-4
» DMz DMZ Host -
» Pass Through Enable # IPSec & PFTP & LZTF
DMZ 1. A Must filled setting Check theEnablebox to activate tie DMZfunction
2. Default isALL Define the selected interface to be the paclattering interface of the

gateway, and fill in théP address of Host LAN if?PDMZ Hosffield

If the packets to be filtered are coming fromAN-x then selectWAN-x for
this field.

SelectALLfor packetscoming into the router from any interfaces.

It can be selectelVANx box whenWAN-x enabled.
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Note: The available check boxa&AN-1 ~WAN-4) dependon the number
of WAN interfaces for the product.

Pass Through Enabl' The boesarechecked by Ched the box toenable the pasthroughfunction for thelPSecPPTRand

default L2TP

With the pasghroughfunction enabled, the VPN hosts behind the gatew:
still can connect to remote VPN servers.

Save N/A Clickthe Savebutton to save the settings.

Undo N/A Clickthe Undo button to cancel the settings
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2.6 Routing

y i g : g g Widget
' . Status W Dynamic Routing Routing Information

o
Ba NeDWO

= WAN & Uplink ltem Setting

E—— » Static Routing [} Enable

- Add .

[v] Destination IP Subnet Mask Gateway IP Interface Metric Enable Actions

= WiFi

- IPv6

- Port Forwarding

- DNS & DDNS

If you have more than one router and subnet, you will need to enable routing function to allow packets to finc

x

proper routing path and allow different subnets to communicate with each otReuting is the process of

selecting best paths in a network. It is performed for many kinds of networks, like electronic data networks
(such as the Internet), by using packet switching technology. The routing process usually directs forwarding
the bass of routing tables which maintain a record of the routes to various network destinations. Thus,
constructing routing tables, which are held in the router's memory, is very important for efficient routing. Most

routing algorithms use only one network patha time.

The routing tables record your paefined routing paths for some specific destination subnets. Htasic

routing. However, if the contents of routing tables record the obtained routing paths from neighbor routers by
using some protocols, such as RIP, OSPF and BGyniamsic routing These both routing approaches will be
illustrated one after oneln addition, the gateway also built in one advanced configurable routing software

Quaggdor more complex routing applications, you can configure it if required via Telnet CLI.
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2.6.1 Static Routing

JI Enable

Static No
Routing?

Yes
Setup

4 Static Routing
Rule List

‘L Check

Finish?
¢ No

Static Routing
Rule Configuration
db

» Gateway IP
b Interface
b Wltric

¥ Rule

Item Setting
’ outng # Enable
Add | Delete
I Destination IP Subnat Mask Fateveny IP Interface Matriz  Enable Actions
[tam Satting
¥ Destination IP
¥ Subnet Mask 555 F50(/M) r

T

Enahle

"Static Routing" function lets you define the routing paths $mme dedicated hosts/servers or subnets to
store in the routing table of the gateway. The gateway rautecoming packets to different peer gateways
based on the routing table. Yoeed todefine the static routing information in gatewaguting rule list

1) Google(173.194.72.94): -> WAN-1
Yahoo(188.125.73.108): -> WAN-2

ISP-DSLAM

u ( EE oogle

192.168.121.253

))} (@ Yahoo LAN

Af\ 192.168.22.1

| Static Routing: Enable |

[Static Routing]-[Static Routing Rule List]

Cellular {((&

((9)) Gateway

ID1:
Destination IP: 173.194.72.94
Subnet Mask: 255.255.255.255
Gateway: 192.168.121.253
Metric: 255
Rule: Enable

ID2:
Destination IP: 188.125.73.108
Subnet Mask: 255.255.255.255
Gateway: 192.168.22.1
Metric: 255
Rule: Enable

When the administrator of the gateway wants to
specify what kinds of packets to be transferred via
which gateway interface and which peer gateway to
their destination. It can be carried out by the "Static
Routing" feature.Dedicated packetflows from the
Intranet will berouted to their destination via the pre
defined peer gateway and corresponding gateway
interface that are defined in the system routing table
by manual.

As shown inthe diagram,when the destination is
Googleaccess,rule 1 setinterface as ADSL, routing
gateway as HDSLAM gateway 192.168.121.253. All the
packets toGooglewill go through WANL. And the
same way applied to rule 2 of access Yahoo. Rule 2 sets
3G/4G asnterface
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Static Routing Setting

Go toBasicNetwork > Routing> Static RoutingTah

There are three configuration wadows for static routing feature, includinConfiguration "Static Routing

Rule List" and "Static Routing Rule Configuration" wirgld\@onfiguration" window lets you activate the
global static routingeature. Eventhere arealreadyrouting rules, if you want to disableuting temporarily,

just uncheck the Enable box to disable it. "Static Routing Rule List" window lists all your defined static routir
rule entries. Using "Add" or "Edit" button to adthd create one new static routing rule or to modify an
existed one.

When "Add" or "Edit" button is appliedthe "Static Routing Rule Configuration" window will appear to let you
define a static routing rule.

Enable Static Routing

Just check th&nablebox to activate the "Static Routing" feature.

ltem Setting

¥ Static Routing # Enable

The box is unchecked by

Check theEnablebox to activate this function
default

Static Routing

Create / Edit Static Routing Rules

The Static Routing Rulest shows the setup parameters of all stabaiting rule entriesTo configurea static
routing rule, you must specify related parameters including the destination IP address and subnet mask ¢
dedicated host/server or subnet, the IP address of peer gateway, the metric and the rule activation.

Add || Delete

1D Destination IP Subnet Mask Gateway IP Interface Metric Enable Actions

Thegatewayallows you to custom youstatic routing rules. It supports up to a maximum of 64 rule Satisen
Add button is applied Static Routing Rule Configuratioscreen will appeamwhile the Edit button at the end
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of each static routing rule can let you modify the rule.

% |Pvd4 Static Routing Rule Configuration

Iltem Setting

v Destination IFP | |
» Subnet Mask 12552552550 (/24) v |

b Gateway 1P | |

¥ Interface
¥ Metric I:l

» Rule [ Enable

IPv4 StatidRouting

Item Value setting Description

Destination IP L.1Pva For.mat . Specify he Destination IP of this static routing rule.
2. A Must filled setting

255.255.255.0 (/24) is set by

default

1. IPv4 Format

Gateway IP ! i Specify he Gateway IP of this static routing rule.
Y 2. A Must filled setting pecity y d

Subnet Mask Specify he Subnet Mask of this static routing rule.

Select be Interface of this static routing rulé.can beAuto, or the available
WAN / LAN interfaces.
1. Numberic String Format  The Metric of this static routing rule.

Interface Auto is set by default

Metric
2. A Must filled setting Value Ranged ~ 255.
Th i heck
Rule e box s unchecked by ClickEnablebox to activate this rule.
default.
Save NA Click theSavebutton to save the configuration
Undo NA Click theUndo button to restore what you just configured back to the previou
setting.
When theBackbutton is clicked the screen will return to the Static Routing
Back NA

Configuration page.
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2.6.2 Dynamic Routing

= RIP Configuration ’ n
Item Setting
RIP » RIP Enable Disable -~
Configuration « OSPF Configuration [~ | x|
Item Setting
» OSPF [ Enable
» Router ID |
» Authentication None ~
» Backbone Subnet I
OSPF Area List? S '
ID Area Subnet Area ID Enable Actions
OFPF Are_a = OSPF Area Configuration . u
Configuration
Item Setting
» Area Subnet |
» Area ID [
» Area [~ Enable
_Save |
BGP Network BGP Configuratio NE
Configuration Item Setting
» BGP [ Enable
BGP  ASN |
Network List? » Router ID |
=) BGP Netwaork List
BGP NEIgh bor ID Network Subnet Enable Actions
Configuration
8 = BGP Neighbor List ‘
ID Neighbor IP Remote ASN Enable Actions

Dynamic Routing, also called adaptive routing, describes the capability of a system, through which routes a
characterized by their destination, to alter the path that the route takes through the system in respoase to
change in network conditions.

Thisgateway supports dynamic routing protospincludingRIPv1/RIPv2 (Routing Information Protocol), OSPF
(Open Shortest Path Firstand BGP (Border Gateway Protogofpr you to establish routing table
automatically. The feature of dynamic routing will beryw useful when there are lots of subnets in your
network. Generally speaking, RIP is suitable for small network. OSPF is more suitable for medium netwo
BGP is more used for big network infrastructure.
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Thesupporteddynamic routing protocols are described as follows.

RIP Scenario

Network-A
@RoutingTable#1 | 7 "
TODSAM @ o
£ RIPEnabled
— - —JWAN-L: ADSL
\;@ | 118188133 Gateway
1818811 ! s $ - =
: ' | sssnz ORouting Table#1 +#2
@ Basic Network-Routmr; { —
[DynamicRouting]-[RIP §onfiguration] ((( ))] .,l‘ l A "
RIP:RIPVA or RIPV2 | \ 2 J
- ' "{& 20395801 a “ “ 9 y
' G Intranet )

CellularNetwork \

ORoutingTable#2 =~ _

OSPF Scenario

GatewaySettings:

[Dynamic Routing]-{0SPF Configuratig

OSPF:Enable
Backbone Subnet: 192.168.0.0/16

[Oynamic Routing]-{OSPF Area List]

D1:
Area Subnet: 192.168.101.0/24
Area ID: 192.168.101.254
Area: Enable

D2
Area Subnet: 192.168.102.0/24
Area ID: 192.168.102.254
Area: Enable

Area Subnet: 192,168,101,/ \
ArealD:192.168.101.254

6

The Routing Information Protocol (RIP) is one of the
oldest distancevector routing protocols, which
employs the hop count as a routing metric. RIP
prevents routing loops by implementinglianit on the
number of hops allowed in a path from the source to a
destination. The maximum number of hops allowed
for RIP is 15. This hop limit, however, also limits the
size of networks that RIP can support. A hop count of
16 is considered an infiniteistance, in other words
the route is considered unreachable. RIP implements
the split horizon, route poisoning and hettbwn
mechanisms to prevent incorrect routing information
from being propagated

Open Shortest Path First (OSPFR rsuting protocol
that uses link state routing algorithmlt is the most
widely used interior gateway protocollGP)in large
enterprise networkslt gathers link state information
from available routers and constructst@pology map

of the network.Thetopology is presented as a routing
table which routes datagrams based solely on the
destination IP address.

Network aministrator can deploy OSPF gateway in
large enterprisenetwork to getits routing talde from
the enterprise backbone and frward routing
information to other roders, which are ndinked to
the enterprise backboneJsually,an OSPF networis
subdivided into routing areas to simplify
administration and optimize traffic and resource
utilization.

As shown irthe diagram,OSPF gateway gatlserouting information from the backbone gateways in area O
andwill forward its routing informatiorno the routers inarea 1 and area @hich are not in the backbone.
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BGP Scenario

Border Gateway ®tocol (BGP) is a standaskterior
gateway protocol designed to exchange routing and
reachability information between autonomous system
(AS)on the Internet.It usuallymakes routing decisions
based on paths, network policies, or ridets

Most IS8 use BGP to establish routing between one
another (espemlly for multi-homed). Very large private
IP networksalso use BGP internallyThe najor BGP
gateway within one AS will links with some other
border gateways for exchanging routing informatioh
will distribute the collecteddatain ASto all routers n
other AS

As shownn the diagram, BGB is gateway todominate

A (self IP is 1000.0.1 and self ID is 100 links with other BGP gateways in the Internet. Heoenario is
like Subnetin one ISP to be linked with the ones in other 1SBsoperatig wih BGP protocol, BG® can
gatherrouting information from other BGP gateways in the Internet. And thdariwvards the routingdatato

the routers in its dominated A&inally, the routersesidedin ASO know how to route packets to otheAS
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Dynamic Routing Setting

Go toBasicNetwork > Routing> Dynamic Routingrah

The dynamic routing setting allows user to customize RIP, OSPF, and BGP protocol through the router ba:
on their office setting.

In the "Dynamic Routing" page, there a@verdconfiguration windows for dynamic routing feature. They are
the "RIP Configuration" window, "OSPF Configuration" window, "OSPF Area List", "OSPF Area Configuratic
"BGP Configuration”, "BGP Neighbor List" and "BGP Neighbor Configuration" windowSRFP a BGP
protocols can be configured individually.

The "RIP Configuration” window lets you choose which version of RIP protocol to be activated or disable
The "OSPF Configuration” window can let you activate the OSPF dynamic routing protocol @hditspe
backbone subnet. Moreover, the "OSPF Area List" window lists all defined areas in the OSPF netwo
However, the "BGP Configuration" window can let you activate the BGP dynamic routing protocol and speci
its self ID. The "BGP Neighbor List" vawdists all defined neighbors in the BGP network.

RIP Configuration

The RIP configuration setting allows user to customize RIP protocol through the router based on their offic
setting.

Item Setting

» RIP Enable IDTsable -I

SelectDisablewill disable RIP protocol.
RIPEnable Disable is set by default ~ SelectRIP viwill enable RIPv1 protocol.
SelectRIP vawill enable RIPv2 protocol.

OSPF Configuration

The OSPF configuration setting allows user to customize OSPF protocol througlutdrebased on their
office setting
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* OSPF Configuration ’ ®
Item Setting

» OSPF [~ Enable

» Router ID |

» Authentication None ~

+ Backbone Subnet |

OSPF Configuration

Item Value setting Description

OSPF Disable is set by default ~ ClickEnablebox to activate the OSPF protocol.
1. IPv4 F

Router ID vé Format The Router ID of this router on OSPF protocol

2. A Must filled setting

The Authentication method of this router on OSPF protocol.

SelectNonewill disable Authentication on OSPF protocol.

SelectTextwill enable Text Authentication witentered the Key in this field on
OSPF protocol.

SelectMD5 will enable MD5 Authentication with entered the ID and Key in
these fields on OSPF protocol.

Authentication  None is set by default

1. Classless Inter Domain

Routing (CIDR) Subnet

Mask Notation. (Ex: The Backbone Subnet of this router on OSPF protocol.
192.168.1.0/24)

2. A Must filled setting

Backbone
Subnet

Create / Edit OSPF Area Rules

Thegatewayallows you to custom your OSPF Area List rules. It supports up to a maximum of 32 rule sets.
= OSPF Area List | .|

Area Subnet

WhenAdd button is applied OSPF AreRule Configuratiorscreen will appear.
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& OSPF Area Configuration ’ ®

Setting

» Area Subnet

» Area ID

» Area

OSPFAreaConfiguration

Item

Area Subnet

Value setting Description

1. Classless Inter Domain

Routing (CIDR) Subnet

Mask Notation. (Ex: The Area Subnet of this router @SPF Area List.
192.168.1.0/24)

2. A Must filled setting

1. IPv4 Format

Area ID The Area ID of this router on OSPF Area List.
2. A Must filled setting

Area The box is unchecked by ClickEnablebox to activate this rule.
default.

Save N/A Click theSavebutton to save the configuration

70



M2M Cellular Gateway

BGPConfiguration

The BGP configuration setting allows user to customize BGP protocol through the router. setting

# BGP Configuration ®

Item Setting

» BGP [ Enable

» ASN |

» Router ID |

BGP NetworkConfiguration

Item Value setting Description

BGP The box is unchecked by Check theEnablebox to activate the BGprotocol.
default

ASN 1. Numberic String Formar TheASNNumber of this router on BGP protocol.
2. A Must filled setting Value Rangel ~ 4294967295.

Router ID 1. IPv4 Format The Router ID of this router on BGP protocol.
2. A Must filled setting

Create / EdiBGP Network Rules

Thegatewayallows you to custom your BGP Network rules. It supports up to a maximum of 32 rule sets.

= BGP Network List | /- [s]

Network Subnet

WhenAdd button is applied BGP NetworkConfigurationscreen will appear.

= BGP Network Configuration . %

Item Setting

» Network Subnet P |255.255.255.0 (/24)  -|

» Network [ Enable

_Save |

ltem Value setting Description

1. IPv4Format The Network Subnet of this router on BGP Network List. It composes of ent
2. A Must filled setting the IP address in this field and the selected subnet mask.

Network Subnet
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Network The box is unchecked by ClickEnablebox to activate this rule.
default.
Sawe N/A Click theSavebutton to save the configuration

Create / Edit BGP Neighbor Rules

Thegatewayallows you to custom your BGP Neighbor rules. It supports up to a maximum of 32 rule sets.

% BGP Neighbor List -

Actions

Neighbor IP Remote ASN

WhenAdd button is appliedBGP Neighbo€onfigurationscreen will appear.

« BGP Neighbor Configuration B ®

Item Setting

» Neighbor IP |

» Remote ASN |

» Neighbor [” Enable

BGP Neighbo€onfiguration
ltem Value setting | Description
1. IPv4 Format

Neighbor IP i i i ist.
g 2. A Must filled setting The Neighbor IP of this router on BGP Neighbor List

1. Numberic String Format TheRemote ASN of this router on BGP Neighbor List.

Remote ASN ) :
2. A Must filled setting Value Rangel ~ 4294967295.
. Th i heck
Neighbor e box is unchecked by ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
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2.6.3 Routing Information

The routing information allows user to view the routing table and policy routing information. Policy Routing
Information isonly available when the Load Balanftenction is enabled and the Load Balance Strategy is By

User Policy

Go toBasic Network > Rding > Routing InformationTah

% Routing Table

Destination IP Subnet Mask Gateway IP Metric Interface
100105167 72 255255 255 252 0000 0 WAN-2
192 168 66.0 255 255 2550 0000 0 LAN
1921681270 255255 2550 0000 0 WAN-1
169.254.0.0 255.255.0.0 0.0.00 0 LAN
127000 255000 0000 0 lo
Routing Table
Item Value setting Description

Destination IP N/A Routing record of Destination IP. IPv4 Format.
Subnet Mask N/A Routing record of Subnet Mask. IPv4 Format.
Gateway IP N/A Routing record of Gateway IPPv4 Format.

Metric N/A Routing record of Metric. Numeric String Format.
Interface N/A Routing record of Interface Type. String Format.

= Policy Routing Information

Policy Routing Source

Source IP

Destination IP

Destination Port

WAN Interface

Load Balance

Policy Routing Informaon

ltem

Value setting

Description

Policy Routing Source N/A Policy Routing of Sourc8tring Format.

Source IP N/A Policy Routing of Source IP. IPv4 Format.
Destination IP N/A Policy Routing of Destination IP. IPv4 Format.
Destination Port N/A Policy Routing of Destination Port. String Format.
WAN Interface N/A Policy Routing of WAMterface. String Format.
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2.7 DNS& DDNS

How does user access your server if your WAN IP address changes all the time? One way is to register a
domain name, and maintain your own DNS server. Another simpler way is to apply a domain nathgdeo a

party DDNS service provider. The service can be free or charged. If you want to understand the basic conce
of DNS and Dynamic DNS, you can refer to Wikipedia wé&hsite

2.7.1 DNS & DDNS Configuration

Dynamic DNS

Inform
@ DDNS Server

Network-A -

__ Global IP:118.18.81.33 > .44 (D WAN IP
=4 < _FQDN: mygw.no-ip.org Changed

Gateway
— Local IP: 10.0.75.2

No-IP
DDNS Server

3
E-mail Server )‘

Local IP: 10.0.75.101 N
File Server

Local IP: 10.0.75.102
Global IP: 118.18.81.44.

Remote User

Access E-mail Server
(mygw.no-ip.org) from Internet

To host your server on a changing IP address, you
have to use dynamic domain name service (DDNS).
Therefore, anyone wishing to reach your host only
needs to know the domain name. Dynamic DNS will
map the name of your host to your current IP
address, whiclthanges each time you connect your
Internet service provider.

The Dynamic DNS service allows the gateway to alias
a public dynamic IP address to a static domain name,
allowing the gateway to be more easily accessed

from various locations on the InterneAis shown in

the diagram,user registeed a domain name toa

third-party DDNS service providéNGOIP)to use DDNS functiorOnce the IP address afesignatedWAN
interface has changed, the dynamic DNS agent in the gateway will inform the DDNS servéewidwt IP
address. The server automaticallymeps your domain name with the changed IP address. So, other ¢tvosts
remote usersn the Internet worldare able to link to your gateway by using your domain name regardless of

the changing global IP address.

6 http://en.wikipedia.org/wiki/Domain_Name_System
7 http://fen.wikipedia.org/Mwiki/Dynamic_DNS
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DNS & DDNS Setting

Go toBasicNetwork >DNS & DDNS ConfigurationTah

The DNS & DDNS setting allows user to setup Dynamiéetug and DNS redirect rules

Setup Dynamic DNS

Thegatewayallows you to custom your Dynamic DNS settings.

= Dynamic DNS ' x
ltem Setting

» DDNS [ Enable

» WAN Interface IWAN‘l 'I

» Provider [ DynDNS.org(Dynamic) -]

» Host Name I

» User Name / E-Mail |

» Passward / Key I

DDNSDynamic DNS) Configuration

Item Value setting Description
DDNS ;—2;3:: X is unchecked by Check theEnablebox to activate this function

WAN Interface  WAN 1 is set by default ~ Selectthe WAN Interface IP Address of thateway
DynDNS.org (Dynamit3  Select pyur DDNS provider of Dynamic DIN®an beDynDNS.org(Dynamic)

Provider
set by default DynDNS.org(CustomNO-IP.com etc..
1. String format can be an
g Your registered host name of DynarlidlS.
Host Name text

Value Range0 ~ 63 characters.
2. A Must filled setting ~alue xang

1. String format can be an
text Enter your User name or-ail addresss ddynamic DNS.

User Name / E

Malil
2. A Must filled setting
1. String format can be an

Password / Key text Enter your Password or Key @dynamic DNS.
2. A Must filled setting

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings
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Setup DNS Redirect

DNS redirect is a special function to redirect certain traffics to a specified Adstinistator can manage the
internet / intranet traffics that are going to access some restricted DNS and force those traffics to be redirecte:

to a specified host.

# DNS Redirect ®

ltem Setting

» DNS Redirect [ Enable

DNSRedirect Confjuration

Item Value setting Description

DNSRedirect ZZ;EE X isinchecked by Check theEnablebox to activate this function
Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings

If youenabled the DNS Redirect function, you have to further specify the redirect rules. According to the rules
the gateway can redirect thiaffic that matched the DNS to corresponding fitefined IP address.

# Redirect Rule | .0/i Delete ' ®

Condition Description

Mapping Rule

WhenAdd button is applied Redirect Rulescreen will appear.

= Redirect Rule m ’ %
ltem Setting
Domain Name P
Mapping Rule
| (* for Any)
Condition I Always - |
Description |
Enable [ Enable

Redirect Rule Corduration

ltem Value setting Description
Domain Name 1. String format can be an Enter a domaimameto be redirect The traffic to specified domain name will
text be redirect to the following IP address.
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2. A Must filled setting Value Rangeat least 1 character is requireCfor any.
IP L 1Pvd format _ Enter an IP Addresss the target for the DNS redirect.
2. A Must filled setting
Specify when will the DNS redirect action can be applied.
1. A Must filled setting It can beAlways or WAN Block
Condition 2. Always is selected by  Always:TheDNS redirect function can be applied to matched DNS all the tir
default. WAN Block TheDNS redirect function can be applied to matched DNS only
when the WAN connection is disconneced, ofraachable.
1. String format can be an
Description text
2. A Must filled setting

The box is unchecked by

Enter a brief description for this rule
Value Range0 ~63 characters.

Enable Click theEnablebutton to activate this rule.
default

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings

77



M2M Cellular Gateway

Chapter3 Object Definition

3.1 Scheduling

Schedulingrovides ability of adding/deleting time schedule rules, which can be applied to other functionality.

3.1.1 Scheduling Configuration

Go toObject Definition> Scheduling €onfigurationtab.

= Time Schedule List | /.%| Delete

ID Rule Name Actions

Button description

Item Value setting Description
Add N/A Click theAdd button to configure time schedule rule
Delete N/A Click theDeletebutton to delete selected rule(s)

WhenAdd button is applied Time Schedule Céigurationand Time Period Definitioscreers will appear.

= Time Schedule Configuration

- | )
Item Setting

» Rule Name |

» Rule Policy Inactivate =| the Selected Days and Hours Below.

Time Schedul€onfiguration

Item Value Setting Description
Rule Name String: any text Set rule name
Rule Policy Default Inactivate Inactivate/activate the function been applied to in the time period below

78



M2M Cellular Gateway

D Week Day Start Time (hh:mm) End Time (hh:mm)
1 | -- choose one — +| |— I—
2 | -- choose one -- j |— |—
3 | -- choose one — +| |— I—
4 | -- choose one -- j |— I—
5 | — choose one — | I— |—
6 | — choose one — | I— |—
7 | -- choose one — j I— |—
8 | — choose one — | I— |—

Time Period Definition

Item Value Setting Description

Week Day Select from menu Select everyday or one of weekday

Start Time Time format (hhkmm) Start time in selected weekday

End Time Time format (hitmm) End time in selected weekday

Save N/A Click Saveto save the settings

Undo N/A Click Undo to cancel the settings

Refresh N/A Click theRefreshbutton to refresh théme scheduldist.
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3.2 User(not supported)

Not supported feature for the purchased product, leave it as blank.
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3.3 Grouping

The Groupindunction allows user to make group for some services.

3.3.1 Host Grouping

Go toObject Definition>Grougng >Host Groupingab.

The Host Groupingfunction allows user to makehost group for some servicesuch as QoS, Firewall, and
Communication Bus. The supportservice types could be different for the purchased product.

@« Host Group List [ .5/ Delete -
ID Group Name Group Type Member List Bound Services Enable Actions

WhenAdd button is appliedHost Group Configuratioscreen will appear.

' Host Group Configuration

Item Setting
¥ Group Name |
» Group Type |IP Address-based EI
» Member to Join | Join
» Member List
» Bound Services I Firewall
» Group | " Enable

Host Group Configuration

Item Value setting Description

1. String format can
Group Name be any text Enter a groumame for therule. It is aname that is easy for you to understand
2. A Mustffilled setting

Selectthe grouptype for the hostgroup.It can belP Addresshased MAC
Addressbased or HostNamebased

WhenlIP Addressasedis selected, only IP address can be addddémber to
Join.

WhenMAC Addressasedis selected, only MAC address can be added in
Member to Join.

1. 1P Addresshasedis
GroupType selected by default.
2. A Must filled setting
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Member to Join

Member List

Bound Services

Group

Save
Undo

N/A

NA

The boxes are
unchecked by default

The box is unchecked
by default

N/A

N/A

WhenHost Namebasedis selectedpnly host name can be addedlitember

to Join.

Note: The available Group Typan be different for the purchased model.
Addthe membeisto the group in this field.

You can entethe memberinformation as specified in thilember Typeabove,
and press thedoinbutton to add.

Only one membecan be addat a time, so you have to add the members to th
group one by one.

This fieldwill indicate the hostsniemberg contained inthe group.

Binding the services thdle hostgroup can be applied. you enable the
Firewall, the produced group can be used in firewall service. Same as by en
QoS orother available service types

Note: Thesupportedservice type can be different for the purchased product.
Check theEnablecheckbox to activate the host group rulg that the group
can be bound to selected service(s) for further configuration.

ClickSa to save the settings

ClickUndoto cancel the settings
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3.4 External Server

Go toObject Definition> External Server > External Servab.

The External Server setting allows user to add external server.

CreateExternal Server

= External Server List

Server IPIFQDN

Server Name Server Type Server Port

Actions

WhenAdd button is applied External Server Configuratioscreen will appear.
* External Server Configuration

ltem Setting
r Server Name |
IEmaiI Server j
» Server Type User Name: |
Password: |
» Server IPFFQDN |
» Server Port |25
» Server [ Enable
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Sever Name

1. String format can be
any text
2. A Must filled setting

Enter a servename. Enter a name that is easy for you to understand.

Server Type

A Must filled setting

Specifythe Server Typef the external server, and enter the required settings

for the accessing the server

Email ServefA Must filled setting)

WhenEmailServeris selectedlUser Name andPasswordare also required.

User NamgString format: any text)
Password(String format: any text)

RADIUS ServéA Must filled setting)

WhenRADIUS Serveas selectedthe following settings are also required.

Primary:

Shared KeyString format: any text)

Authentication Protocol (By default CHAP is selected)
Session TimeoyBy defaultl)

The values must be between 1 and 60.

Idle Timeout: (By default 1)

Thevalues must be between 1 arid.

Secondary

Shared KeyString format: any text)

Authentication Protocol (By default CHAP is selected)
Session TimeoyBy defaultl)

The values must be between 1 and 60.

Idle Timeout: (By default 1)

Thevalues must be between 1 arid.

Active Directory ServefA Must filled setting)

WhenActive Directory Serveis selectedPomainsetting is also required.

Domain(String format: any text)

LDAP ServefA Must filled setting)

WhenLDAP Serves selectedthe following settings are also required.
Base DNString format: any text)

Identity (String format: any text)

Password(String format: any text)

UAM Server(A Must filled setting)

WhenUAM Serveiis selectedthe following settings are also required.
Login URIString format: any text)

Shared SecrefString format: any text)

NAS/Gateway IOString format: any text)

Location ID(String format: any text)

Location NamgString format: any text)
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TACACS+ Servigk Must filled setting)

WhenTACACS+ Servierselectedthe followingsettings are also required.

Shared KeyString format: any text)
Session TimeoufString format: any number)
The values must be between 1 and 60.

SCEP ServéA Must filled setting)

WhenSCEP Servés selectedthe following settings are alsequired
Path (String format: any text, By defaudgibin is filled)

Application (String format: any text, By defayikiclient.exeis filled)

FTP(SFTRerver(A Must filled setting)

WhenFTP(SFTBerveris selectedthe following settings aralso required
User NamgString format: any text)

Password(String format: any text)

Protocol(Select-TPor SFTP

Encryprion(SelectPlain, Explicit FTR& Implicit FTFS

Transfer modeg(SelectPassiveor Active)

ServerlP/FQDN

A Must filled setting

Specify the IP address or FQDadd for the external server.

ServerPort

A Must filled setting

Specify the Portised for the external server. If you selected a certain server

type, the default server port number will be set.
ForEmailServer25 will be set by default;
ForSyslogServer port 514 will be setby default
ForRADIUSServer port 1812 1823will be setby default
ForActive DirectoryServer port 389 will be seby default
ForLDAPServer port 389 will be seby default

ForUAM Server port 3990, 4990will be setby default
ForTACACSServer port 49 will be seby default
ForSCERerver port 80 will be seby default
ForFTP(SFTRerver port 21 will be setby default
Value Rangel ~ 65535

Account Port

1. A Mustfilled setting
2. 1813 is set by default

Specify theaccountingport used if you selectedexternalRADIUServer.
Value Rangel ~65535

The box is checked by

Server ClickEnable toactivatethis External Server.
default
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings
Refresh N/A Click theRefreshbutton to refresh the external server list.
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3.5 Certificate

In cryptography, a public key certificate (also known as a digital certificate or idemitificate) is an
electronic document used to prove ownership of a public key. The certificate includes information about the
key, information about its owner's identity, and the digital signature of an entity that has verified the
certificate's contentsare genuine. If the signature is valid, and the person examining the certificate trusts the
signer, then they know they can use that key to communicate with its ctner

In a typical publikey infrastructure (PKI) scheme, the signer is a certificate ailyh@A), usually a company
such as VeriSign which charges customers to issue certificates for them. In a web of trust scheme, the signe
either the key's owner (a seffigned certificate) or other users ("endorsements™) whom the person examining
the cetificate might know and trust. The device also plays as a CA role.

Certificates are an important component of Transport Layer Security (TLS, sometimes called by its older nar
SSL), where they prevent an attacker from impersonating a secure websiteesrsaitver. They are also used

in other important applications, such as email encryption and code signing. Here, it can be used in IPS
tunneling for user authentication.

3.5.1 Configuration

The configuration setting allows user to create Root Certdidsuthority (CA) certificate and configure to set
enable of SCERoot CA is the tomost certificate of the tree, the private key of which is used to "sign" other
certificates.

Go toObject Definition> Certificate > Configuratiotab.

Create Root CA

J Generate |

ID Name Subject Issuer Vaild To Action

When Generate button is applied,Root CA Certificate Configuratioscreen will appearThe required
information to be filled for the root CA includes the name, key, subject name and validity.

8 http://en.wikipedia.org/wiki/Public_key_certificate
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= Root CA Certificate Configuration

Item Setting

» Name I
» Key Key Type : I RSA .l Key Length : |512—blt5 ,,I Digest Algorithm : I MD5 ,,l

Country(C) - | State(ST) - | Location(L) - |
» Subject Name Organization(O) | Organization Unit(QU) - |
Common Name(CHN) : | E-mail - |

» Validity Period I 20-years 'I

Root CA Certificate Configuration

Item Value setting Description
1. String format can be an
Name text Enter aRoot CA Certificate namk.will be a certificate file name

2. A Must filled setting

This field is to specify the key attribute of certificate.
Key Typeo setpublickey cryptosystemdt only supports RSA now.
Key Lengtho setsthe size measured ibits of the keyused in a cryptographic
algorithm.
Digest Algorithmto setidentifier in the signature algorithm identifier of
certificates
Thk field is to specify the information of certificate.
Country(C)isthe twoletter ISO code for the country where your organization
located
State(ST)s the statewhere your organization is located
Subject Name A Must filled setting Location(L)s the locatiorwhere your organizatiors located
Organization(O)s the name of your organization.
Organization Unit(OUjs the name of your organization unit.
Common Name(CN$ the name of your organization.
Emailis the email of your organization. It has to be email address style.
Validity Period A Must filled setting This field is to specify the validity period of certificate.

Key A Must filled setting
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Setup SCEP
= SCEP Configuration . x

ltem Setting

» SCEP [~ Enable

» Automatically re-enroll aging [T Enable
certificates

SCEP Configuration

ltem Value setting Description
SCEP gz;:::x 's unchecked by Check theeEnablebox to activate SCEP function.

WhenSCEms activated, tieck theEnablebox to activate this function.
It will be automatically check which certificate is aging. If certificaseging, it

Automatically

. The box is unchecked by
re-enroll aging

default

certificates will activateSCERunction to re-enroll automatically.
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings
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3.5.2 My Certificate

My Certificateincludes a Local Certificate List. Local Certificate List shows all generated certificates by the roo
CA for the gateway. And it also stores the generated Certificate Signing Requests (CSR) which will be signe:
other externalCAs. The signed certificates caninported as the local ones of the gateway.

Seltsigned Certificate Usage Scenario

Network-A @ HQ Data Center Network-B @ Branch Office

& o~
J N ACS
I3k h&“ S

R erver > {:
s Internet X
S ’ Database \ ~) 3§ ‘

>
=[] server

Application
Server

VPN Tunnel (IPSec IKE+X.509) 0 mport Hd Root CA

@ Import SLapth GBI 5 | ® Create IPSec (IKE + X.509) ~©) lportH CRT
. M—t . VPN Tunnel )
Security Gateway 1 Security Gateway 2
with Root CA and Trusted with Trusted CA &
Client Certificates Client Certificates
Global IP: 203.95.80.22 Global IP: 118.18.81.33
Local IP:10.0.76.2 Local IP: 10.0.75.2

Scenario Application Timing

When the enterprise gateway owns the root CA and VPN tunneling function, it can generate its owr
local certificates by being signed by itself import any local certificates that are signed by other
external CAs. Also import the trusted certificates for other CAs and Clients. In addition, since it has th
root CA, it also can sign Certificate Signing Requests (CSR) to form correspondiogtestiofi others.
These certificates can be used for two remote peers to make sure their identity during establishing ¢
VPN tunnel.

Scenario Description

Gateway 1 generates the root CA and a local certificate (HQCRT) signed by itself. Import a truste
certificate (BranchCRTa BranchCSR certificate of Gateway 2 signed by root CA of Gateway 1.

Gateway 2 creates a CSR (BranchCSR) to let the root CA of the Gateway 1 sign it to be the Branch
certificate. Import the certificate into the Gateway 2 as a latificate. In addition, also import the
certificates of the root CA of the Gateway 1 into the Gateway 2 as the trusted ones. (Please also ref
to following two subsections)

Establish an IPSec VPN tunnel with IKE and X.509 protocols by starting fiempetr, so that all
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client hosts in these both subnets can communicate with each other.
Parameter Setup Example
For NetworkA at HQ

Following tables list the parameter configuration as an example for the "My Certificate” function used
in the user authentation of IPSec VPN tunnel establishing, as shown in above diagram. The
configuration example must be combined with the ones in following two sections to complete the
whole user scenario.

Use default value for those parameters that are not mentioned @nttbles.

Configuration Path

[My Certificate}[Root CA Certificate Configuration]

Name

HQRootCA

Key

Key TypeRSA Key Length1024bits

Subject Name

Country(C)TW State(ST)Taiwan Location(L)Tainan
Organization(O)AMITHQ Organization Unit(OUHQRD
Common Name(CNHQRootCAEmail: hgrootca@amit.com.tw

Configuration Path

[My Certificate}[Local Certificate Configuration]

Name

HQCRTSelfsigned:y’

Key

Key TypeRSA Key Length1024bits

Subject Name

Country(C)TW State(ST)Taiwan Location(L)Tainan
Organization(O)AMITHQ Organization Unit(OU}QRD
Common Name(CNHQCRTEmail: hgcrt@amit.com.tw

Configuration Path

[IPSec]Configuration]

IPSec

y Enable

Configuration Path

[IPSec] Tunnel Configuration]

Tunnel y Enable
Tunnel Name s2s101
Interface WAN 1
Tunnel Scenario Site to Site
Operation Mode Always on

Configuration Path

[IPSec]Local & Remote Configuration]

Local Subnet 10.0.76.0
Local Netmask 255.255.255.0
Full Tunnel Disable
Remote Subnet 10.0.75.0
Remote Netmask 255.255.255.0
Remote Gateway 118.18.81.33
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Configuration Path

[IPSec]Authentication]

Key Management

IKE+X.509 ocal CertificatelQCRTRemote CertificateBranchCRT

Local ID

User Name Network-A

Remote ID

User Name NetworB

Configuration Path

[IPSec]IKE Phase]

Negotiation Mode Main Mode

X-Auth None

For NetworkB at Branch Office

Following tables list the parameter configuration as an example for the "My Certificate” functemh

in the user authentication of IPSec VPN tunnel establishing, as shown in above diagram. Tr
configuration example must be combined with the ones in following two sections to complete the
whole user scenario.

Use default value for those parameters ttaak not mentioned in the tables.

Configuration Path

[My Certificate}[Local Certificate Configuration]

Name

BranchCRTSelfsigned:]

Key

Key TypeRSA Key Length1024bits

Subject Name

Country(C)TW State(ST)Taiwan Location(L)Tainan
Organization(O)AMITBranch Organization Unit(OUBranchRD
Common Name(CNBranchCRTEmail: branchcrt@amit.com.tw

Configuration Path

[IPSec]Configuration]

IPSec

y Enable

Configuration Path

[IPSec] Tunnel Configuration]

Tunnel y Enable
Tunnel Name s2s5102
Interface WAN 1
Tunnel Scenario Site to Site
Operation Mode Always on

Configuration Path

[IPSec]Local & Remote Configuration]

Local Subnet 10.0.75.0
Local Netmask 255.255.255.0
Full Tunnel Disable
Remote Subnet 10.0.76.0
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Remote Netmask

255.255.255.0

Remote Gateway

203.95.80.22

Configuration Path

[IPSec]Authentication]

Key Management

IKE+X.509 ocal CertificateBranchCRTRemote CertificateHHQCRT

Local ID

User Name NetworB

Remote ID

User Name NetworA

Configuration Path

[IPSec]IKE Phase]

Negotiation Mode

Main Mode

X-Auth

None

Scenario Operation Procedure

In above diagram, "Gateway 1" is the gateway of Netwdrinh headquarters and the subnet of its
Intranet is 10.0.76.0/24. It has the IP addre$4.0.0.76.2 for LAN interface and 203.95.80.22 for WAN
1 interface. "Gateway 2" is the gateway of Netw@kn branch office and the subnet of its Intranet is
10.0.75.0/24. It has the IP address of 10.0.75.2 for LAN interface and 118.18.81.33 fdr Wiéiface.
They both serve as the NAT security gateways.

Gateway 1 generates the root CA and a local certificate (HQCRT) that is signed by itself. Import t
certificates of the root CA and HQCRT into the "Trusted CA Certificate List" and "Trusted Cliel
Cettificate List" of Gateway 2.

Gateway 2 generates a Certificate Signing Request (BranchCSR) for its own certificate (BranchC
(Please generate one not saifgned certificate in the Gateway 2, and click on the "View" button for
that CSR. Just download$. iTake the CSR to be signed by the root CA of Gateway 1 and obtain the
BranchCRT certificate (you need rename it). Import the certificate into the "Trusted Client Certificate
List" of the Gateway 1 and the "Local Certificate List" of Gateway 2.

Gateway Zan establish an IPSec VPN tunnel with "Site to Site" scenario and IKE and X.509 protocols
Gateway 1.

Finally, the client hosts in two subnets of 10.0.75.0/24 and 10.0.76.0/24 can communicate with eact
other.
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My CertificateSetting

Go toObjectDefinition > Certificate > My Certificatéab.

The My Certificate setting allows user to create local certificaltes’My Certificate” page, there arvo
configuration windows for the "My Certificate" functiofihe "Local Certificate Liswindow shows he stored
certificates or CSRfor representing the gatewayhe"Local Certificate Configuratibnvindow can let you fill
required information necessary for corresponding certificate to be generated by itself, or corresponding CS
to be signed by other GA

Create Local Certificate

- Add | Import | Delete

ID | Name Subject Issuer Vaild To Actions

When Add button is appliedLocal Certificate Configuratioacreen will appeaiThe required information to be
filled for the certificate or CSR includes the name, key and subject name. It is a certificatéSiltregned”
box is checked; otherwise, it is a CSR.

Item Setting

b Name | Self-signed - [T

b Key Key Type : I RSA .l Key Length : I 1024-hits .l Digest Algorithm : ISHA‘I ,,l
Country(C) : I State(ST) : I Location(L) : I

» Subject Name Organization(O} : I Organization Unit(OU) : I
Common Name(CHN) - | E-mail - |

Challenge Password: | Unstructured Name:
» Extra Attributes I

Enable: [ SCEP Server I___ Option — j Add Object |

CA Certificate: I amit-IDG761AM-1H.crt j CA Encryption Certificate:
| Option --- j (Optional) CA Identifier: | (Optional)

» SCEP Enroliment
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Name 1. String format can be an Enter acertificate namelt will be a certificate file name
text If Seltsignedis checked, it will be signed by root CASéffsignedis not
2. A Must filled setting checked, it will generate a certificate signing request (CSR).

Key A Must filled setting This field is to specify the key attributes of certificate.

Key Typédo setpublickey cryptosystemsCurrently, only RSA is supported.
Key Lengtho setthe length inbits of the keyused in a cryptographic algorithm
It can be 512/768/1024/1536/2048.
Digest Algorithmto setidentifier in the signature algorithm identifier of
certificates. Itcan be MD5/SHA.
Subject Name A Must filled setting This field is to specifhe information of certificate.
Country(C)isthe two-letter ISO code for the country where your organizatior
located
State(ST)s the statewhere your organization is located
Location(L)s the locationwhere your organization is located
Organizatior(O)is the name of youorganization
OrganizationUnit(OU)is the name of youorganizationunit.
Common Name(CN3 the name of youorganization
Emailis the email of youorganization It has to be email address setting only.
Extra Attributes A Must filled setting This field is to specifiyhe extra information for generating a certificate.
Challenge Passwdr for the passwordyou can use to request certificate
revocatia in the future.
Unstructured Namefor additional information
SCEP Enrollmen A Must filled setting This field is to specifye information of SCEP.
If user wants to generata certificate signing request (CSRY then signed by
SCEP server online, user can checkahablebox.

Select &SCEP Servéw identify the SCEP server for use. The server detailed
information could be specified in External Servers. Ref@lject Definition>
External Server External ServerYou may clickdd Objectbutton to

generate and the settings are the same as those definefection 3.4 External
Server

Select &CA Certificatdo identify which certificate could be accepted by SCEI
server for authentication. It codlbe generated in Trusted Certificates.

Select an optionaCA Encryption Certificatef it is required.to identify which
certificate could be accepted by SCEP server for encryption data informatio
could be generated in Trusted Certificates.

Fill in optionalCA Identifierto identify which CA could be used for signing

certificates.
Save N/A Click theSavebutton to save the configuratian
Back N/A When theBackbutton is clickedthe screen wilteturn to previouspage.
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When Import button is applied, an Import screen will appear. You can import a certificate from an existed
certificate file, or directly paste a PEM encoded string as the certificate.

Apply | Cancel

B | FEIFER -

= = - Apply | Cancel

Import
Item Value setting Description
Import A Must filled setting {StSOG I OSNIAFTAOFKGS FAftAplybitBdrvo dza ¢

import the specified certificate file to the gateway.
PEM Encoded 1. String format can be an This is an alternative approach to import a certificate.

text You can directly fill in (Copy and Paste) the PEM encoded certificate atohg,
2. A Must filled setting click theApply button to import the specified certificate to the gateway

Apply N/A Click theApply button to import the certificate.

Cancel N/A Click theCancebutton to discard the import operation and the screen will

return to the My Certificates page.
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3.5.3 Trusted Certificate

Trusted Certificate includeTrusted CA Certificate Listrusted ClienCertificate Listand Trusted Client Key
List The Trusted CA Certificate List places the certificates of external trustedTASrusted Client

Certificate List places the others' certificates what you trdsd the Trusted Client Key List places thieeosQ

keys what you trusted.

Seltsigned Certificate Usage Scenario

Network-A @ HQ Data Center Network-B @ Branch Office

- .
Ak S . ACS

: : @?ﬁﬁ" Server

e :
Application fex ] Database \\

Server =} server

(D Creatg HQ Root (14

S

VPN Tunnel (IPSec IKE+X.509)O

@ Create Localt RootCA
@Import Sranth (® Create IPSec (IKE + X.509) CRT
—— VPN Tunnel .
Security Gateway 1 Security Gateway 2
with Root CA and Trusted with Trusted CA &
Client Certificates Client Certificates
Global IP: 203.95.80.22 Global IP: 118.18.81.33
Local IP: 10.0.76.2 Local IP: 10.0.75.2

Scenario Application Timing (same as the one described in "My Certificate” section)

When the enterprise gateway owns the root CA and VPN tunneling function, it can generate its owr
local certificates by being signed by itself. Also imports the trusted certificates for other CAs and Client
These certificates can be used for two remote peers to make sure their identity during establishing ¢
VPN tunnel.

Scenario Description (same as three described in "My Certificate™” section)

Gateway 1 generates the root CA and a local certificate (HQCRT) signed by itself. Import a truste
certificate (BranchCR€a BranchCSR certificate of Gateway 2 signed by root CA of Gateway 1.

Gateway 2 creates @SR (BranchCSR) to let the root CA of the Gateway 1 sign it to be the BranchCI
certificate. Import the certificate into the Gateway 2 as a local certificate. In addition, also imports the
certificates of the root CA of Gateway 1 into the Gateway 2 adrtisted ones. (Please also refer to
"My Certificate" and "Issue Certificate" sections).

Establish an IPSec VPN tunnel with IKE and X.509 protocols by starting from either peer, so that
client hosts in these both subnets can communicate with each other

Parameter Setup Example (same as the one described in "My Certificate" section)
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For NetworkA at HQ

Following tables list the parameter configuration as an example for the "Trusted Certificate” function
used in the user authentication of IPSec VPN turesthblishing, as shown in above diagram. The
configuration example must be combined with the ones in "My Certificate” and "Issue Certificate”
sections to complete the setup for the whole user scenario.

Configuration Path

[Trusted Certificate]TrustedClient Certificate List]

Command Button

Import

Configuration Path

[Trusted Certificate]Trusted Client Certificate Import from a File]

File

BranchCRT.crt

For NetworkB at Branch Office

Following tables list the parameter configuration as an exanimdhe "Trusted Certificate” function
used in the user authentication of IPSec VPN tunnel establishing, as shown in above diagram. T
configuration example must be combined with the ones in "My Certificate" and 'ds€eetificate"
sections to completehte setup for the whole user scenario.

Configuration Path

[Trusted Certificate[Trusted CA Certificate List]

Command Button

Import

Configuration Path

[Trusted Certificate]Trusted CA Certificate Import from a File]

File

HQRootCA.crt

ConfigurationPath

[Trusted Certificate[Trusted Client Certificate List]

Command Button

Import

Configuration Path

[Trusted Certificate]Trusted Client Certificate Import from a File]

File

HQCRT.crt

Scenario Operation Procedure (same as the one described itCévtificate” section)

In above diagram, the "Gateway 1" is the gateway of Netwdik headquarters and the subnet of its
Intranet is 10.0.76.0/24. It has the IP address of 10.0.76.2 for LAN interface and 203.95.80.22 for WAI
1 interface. The "Gateway 25 ithe gateway of NetworB in branch office and the subnet of its
Intranet is 10.0.75.0/24. It has the IP address of 10.0.75.2 for LAN interface and 118.18.81.33 for WAI
1 interface. They both serve as the NAT security gateways.

In Gateway 2 import the caficates of the root CA and HQCRT that were generated and signed by
Gateway 1 into the "Trusted CA Certificate List" and "Trusted Client Certificate List" of Gateway 2.
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Import the obtained BranchCRT certificate (the derived BranchCSR certificate affegGat M Q &
CA signature) into the "Trusted Client Certificate List" of the Gateway 1 and the "Local Certificate Lis
of the Gateway 2. For more details, refer to the Netw8rloperation procedure in "My Certificate"
section of this manual.

Gateway 2 ca establish an IPSec VPN tunnel with "Site to Site" scenario and IKE and X.509 protocols
Gateway 1.

Finally, the client hosts in two subnets of 10.0.75.0/24 and 10.0.76.0/24 can communicate with eact
other.
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Trusted CertificateSetting

Go toObjectDefinition > Certificate > Trusted Certificatab.
The Trusted Certificate setting allows user to import trusted certificatebkeys

Import Trusted CA Certificate

#* Trusted CA Certificate List |1 [s¢/5¢

Vaild To

When Import button is applied, aTrusted CA importscreen will appearYou can importa Trusted CA
certificate from an existed certificate file, or directly paste a PEM encoded string as the certificate.

= Trusted CA Certificate Import from a File | Vi7i]ol\0 | L85 e

BEE. | FEEEE .

* Trusted CA Certificate Import from a PEM | 1ol | 10505

Trusted CA Certificate List

ltem Value setting Description

Importfroma A Must filled setting {StSOG /! OSNIAFAOIFGS T AdpBbutohl® Y

File import the specified CA certificate file to the gateway.

Import from a 1. String format can be an This is an alternative approach to import a CA certificate.

PEM text You can directly fill in (Copy and Paste) the PEM encoded CA certificate str
2. A Must filled setting and click theApply button to import the specified CA certificate to the gatewa

Apply N/A Click theApply button to import the certificate.

Cancel N/A Click theCancebutton to discard the import operation and the screen will

return to the Trusted Certificates page.
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Instead of importing a Trusted CA certificate with mentioned approaches, you can aldedef certificate
from the SECP server.

If SCEWs enabled (Refer t@®bject Definition> Certificate > Configuratior), you can clickset CAbutton, a Get
CA Configuration screen will appear.

= Get CA Configuration

Item Setting
» SCEP Server | — Option — v | | Add Object |
» CA Identifier [ | (Optional)

Get CA Configuration

ltem Value setting Description

SCEBerver A Must filled setting Select &SCEP Servéo identify the SCEP server for use. The server detailed
information could be specified in External Servers. Ref@Hhject Definition>
External Server External ServerYou may clickdd Objectbutton to

generate.
CA Identifier 1. String format can be an Fill in optionalCA Identifierto identify which CA could be used for signing
text certificates.
Save N/A ClickSaveto save the settings.
Close N/A Click theClosebutton to return to theTrusted Certificates page.

Import Trusted Client Certificate

= Trusted Client Certificate List

Subject Vaild To

When Import button is applied, aTrusted Client Certificate Imporscreen will appearYou can import a
Trusted Client Certificate from an existed certificate file, or directly paste a &idded string as the

certificate.

100



M2M Cellular Gateway

e | FIEIEIEE ¢

# Trusted Client Certificate Import from a PEM | /:7s)e} 7| Lo [ex]

TrustedClient Certificate List

ltem Value setting Description

Import from a A Must filled setting {StSOG + OSNIAFTAOLFGS TAfApplybiBEnYo irdpar&he a

File specified certificate file to the gateway.

Import from a 1. String format can be an This is an alternative approach to import a certificate.

PEM text You can directly fill in (Copy and Paste) the PEM encoded certificate afrohglick the
2. A Must filled setting Apply button to import the specified certificate to the gateway

Apply N/A Click theApply button to import certificate.

Cancel N/A Click theCancebutton to discard the import operation and the screen will return to th

Trusted Certificates page.

Import Trusted Client Key

® Trusted Client Key List (/g [0

1D Name Actions

When Import button is applied, arrusted Client Key Imporscreen will appearYou can import a Trusted
Client Key from an existdde, or directly paste a PEM encoded string as the key.
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e

* Trusted Client Key Import from a PEM | /:1e]o\ 2 [L18=][¢E]

TrustedClient Key List

ltem Value setting Description

Import from a A Must filled setting {StSOUG I+ OSNIAFTAOFGS 1Sé& TpplyButioh téEnyportdza

File the specified key file to the gateway.

Import from a 1. String format can be an This is an alternative approach to import a certificate key.

PEM text You can directly fill in (Copy and Paste) the PEM encoded certificate key atidinglick
2. A Must filled setting the Apply button to import the specified certificate key to the gateway

Apply N/A Click theApply button to import the certificate key.

Cancel N/A Click theCancebutton to discard the import operation and the screen will return to th

Trusted Certificates page.
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3.5.4 Issue Certificate

When you have a Certificate Signing Request (CSR) that needs to be certificated by the root CA of the dev
you canissue the request here and let Root CA sign it. There are two approaches to issue a certificate. One
from a CSR file importing from the managing PC and another islchpgt 1 S G KS / {w O02-RSa
based utility, and then click on the "Sign" barit

If the gateway signs a CSR successfully, the "Signed Certificate View" window will show the resulted certifice
contents. In addition, a "Download" button is available for you to download the certificate to a file in the
managing PC.

Seltsigned Celificate Usage Scenario

Network-A @ HQ Data Center Network-B @ Branch Office

\/

3 g Acs
g‘@' Server
N Internet \.\~ L
Application R \ -~ Q«[j

X ‘ Database
Server

_';D Server

(VPN Tunnel (IPSec IKE+X.509) O

@ Create Loca e SJmport HQ Root CA
‘ - N\
@ Import BrapthCRTH o | ® CreatePSec (IKE + X.509) \\Qﬁ PPotHQCRT
R < " | " VPN Tunnel S
Security Gateway 1 Security Gateway 2
with Root CA and Trusted with Trusted CA &
Client Certificates Client Certificates
Global IP: 203.95.80.22 Global IP: 118.18.81.33
Local IP: 10.0.76.2 Local IP: 10.0.75.2

Scenario Application Timing (same as the one described in "My Certificate" section)

When the enterprise gateway owns the root CA and VPN tunneling function, it can generate its owr
local certificates by being signed by itself.cAlmports the trusted certificates for other CAs and Clients.
These certificates can be used for two remote peers to make sure their identity during establishing ¢
VPN tunnel.

Scenario Description (same as the one described in "My Certificate" section)

Gaeway 1 generates the root CA and a local certificate (HQCRT) signed by itself. Also imports a trust
certificate (BranchCR€a BranchCSR certificate of Gateway 2 signed by root CA of Gateway 1.

Gateway 2 creates a CSR (BranchCSR) to let the root 684 Gateway 1 sign it to be the BranchCRT
certificate. Import the certificate into the Gateway 2 as a local certificate. In addition, also imports the
certificates of the root CA of the Gateway 1 into the Gateway 2 as the trusted ones.e(Blsagefer
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to "My Certificate" and "Trusted Certificdtsections).

Establish an IPSec VPN tunnel with IKE and X.509 protocols by starting from either peer, so that
client hosts in these both subnets can communicate with each other.

Parameter Setup Example (santethe one described in "My Certificate" section)
For NetworkA at HQ

Following tables list the parameter configuration as an example for the "Issue Certificate™ function
used in the user authentication of IPSec VPN tunnel establishing, as shown in abgrandiThe
configuration example must be combined with the ones in "My Certificate" and "Trusted Certificate"
sections to complete the setup for whole user scenario.

Configuration Path

[Issue Certificate]Certificate Signing Request Import from a File]

Browse

C:/BranchCSR

Command Button

Sign

Configuration Path

[Issue Certificate]Signed Certificate View]

Command Button

Download(default name is "issued.crt")

Scenario Operation Procedure (same as the one described in "My Certificate" section)

In above diagram, the "Gateway 1" is the gateway of Netw®rik headquarters and the subnet of its
Intranet is 10.0.76.0/24. It has the IP address of 10.0.76.2 for LAN interface and 203.95.80.22 for WAI
1 interface. The "Gateway 2" is the gateway of NetwBrkn branch office and the subnet of its
Intranet is 10.0.75.0/24. It has the IP address of 10.0.75.2 for LAN interface and 118.18.81.33 for WAI
1 interface. They both serve as the NAT security gateways.

Gateway 1 generates the root CA and a local ceatdidHQCRT) that is signed by itself. Import the
certificates of the root CA and HQCRT into the "Trusted CA Certificate List" and "Trusted Cliel
Certificate List" of Gateway 2.

Gateway 2 generates a Certificate Signing Request (BranchCSR) for its dwateeBranchCRT to be
signed by root CA (Please generate one notsglied certificate in the Gateway 2, and click on the
"View" button for that CSR. Just downloads it). Take the CSR to be signed by the root CA of tt
Gateway 1 and obtain the BranchCeg€Ftificate (you need rename it). Import the certificate into the
"Trusted Client Certificate List" of the Gateway 1 and the "Local Certificate List" of the Gateway 2.

Gateway 2 can establish an IPSec VPN tunnel with "Site to Site" scenario and IKID@updoXocols to
Gateway 1.

Finally, the client hosts in two subnets of 10.0.75.0/24 and 10.0.76.0/24 can communicate with eact
other.
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Issue Certificatesetting

Go toObject Definition> Certificate > Issue Certificatab.
The Issue Certificate settirmdiows user to import Certificate Signing Request (CSR) to be signed by root CA.

Import and Issue Certificate

~' Certificate Signing Request (CSR) Import from a File [EE)

Choose File | No file chosen

« Certificate Signing Request (CSR) Import from a PEM S R

Certificate Signing Request (CSR) Import from a File

Item Value setting Description
Certificate Signing

Request (CSR) Import AMust filled setting
from a File

Select acertificate signing requestie @ 2 dzQNB @
computer for importing tahe gateway

Certificate Signing

Request (CSR) Import 1. String fo'rmat car? be any text Enter (copyp.a\'ste)the certificate signing requefREM
from a PEM 2. A Must filled setting encodedcertificateto the gateway

. When root CA is exist, click ti#gnbutton signand
Sign N/A I%eg g

issue the imported certificatby root CA
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Chapter4 Field Communication

4.1 Busé& Protocol

Thegatewaymay equipa serial portfor various serial communication use through connecting th8%Sor
RS$S485 serial device to an 4ased Ethernet LAN. These communication protocols make user access seria
devices anywhere over a local LAN or the Internet easily.

4.1.1 Port Configuration

Before using thesupported field communicatiofunction, likeVirtual COM, yomeed to configure thehysical
communicationport first.

The port configuratiorscreenallows user to configure the operation mode and physical layer settings for each
serial interfaceandalso can quickwitch from one communication protocol to another for the serial pdtie
number of ports andype of the supported protocolsould be dferent for the purchasedjateway model.

Port ConfigurationSetting

Go toField Communicatiorr Bus & Protocob Port Configuratiortab.

In "Port Configuration" page, there is only one configuration window for the serial port settings. The
"Configuration” window can let you specify serial port parameters including the operation mode being
"Virtual COM" or disabled, the interface, the baud rate, the data bit length, the stop bit length, the flow
control being "RTS/CTS", "DTS/DSR" or "None", and the .parity

Serial Port Operation Mode Interface Baud Rate Data Bits Stop Bits | Flow Control Parity Action
SPort-0 Disable v || [RS-232+| [9600 ~ g v 1v None v None v | Edit [\
Serial Port N/A It displays the serial poID of the serial port.

Operation Mode Disableis set by default
Interface RS232is set by default

The number of serial ports varies from the purchased model.

It displays the current selectazberationmode for the serial interface.

Selectthe physical interfaceéype for connecting to the access device(s) with th

same interface specification

Depending on the@urchasemodel the supported interface type could be RS
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232 or RSI85.
Baud Rate 19200is set by default Select the appropriate baud rate for serial device communication.
RS232: 1200 / 2400 / 4800 / 9600 / 19200 / 38400 / 57600 / 115200
R$485 can use higher baudite for 230400 and 460800. It depends on t
cable length and the installed environment. The longer cable, the lower

rate for it.

Data Bits 8 is set by default Select 8 or 7 for data bits.

Stop Bits lis set by default Select 1 or 2 for stop bits.

Flow Control Noneis set by default Select None / RTETS / DTS, DSR for Flow Control i8323node.
The supporting of Flow Control depends on the purchased model.

Parity Noneis set by default Select None / Even / Odd for Parity bit.

Action N/A Click Edit button to change the operation mode, or modify the paramete
mentioned above for the serial interface communication.

Save N/A ClickSavebutton to save the settings.

Undo N/A ClickUndo button to cancel the settings
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4.1.2 Virtual COM

/I NBFGS | @ANIidzr€f /ha LER2NI 2y dzaSNQa t /teels&id port an2 L
gateway. Therefore, users can access, control, and math@geonnectedserial device through Internet (fixed
line, or cellular network) anywheré& his application iglsoknown as Ethernet pagirough communication.

Serial | Operation | Listen | Trust Max Connection Connection ldle Alive Check
Enable | Action
Port Mode Port Type | Connection Control Timeout Timeout
SPort-0 Disable N/A N/A N/A N/A N/A N/A Edit

Virtual COM setting screen enables user to connect a Virtual COM port based device to the Internet. It allov
user to access serial data remotely. There Bisable, TCP ClienffCP Server, UDP, and RFC2217 modes for
remote accessing the connected serial devideese operation modes are illustrated as below.

TCP ClienvMode
_ - When the administrator expects the gateway to
Intranet & Internet AMIT Product Operation Mode ; ; ; _ :
actively establish a TCP co_nnectlon to a_@eéned
M2M-loT host canputer when serial data arrives, the
' Gateway( P

' operation mode for the "Virtual COM" function is
et} A ! required to be "TCP Client" am¢hen the connection
% """ £ 7Y/ | control of virtual COM s "Odemand”, once the
IP-based Ethernet : ‘ | gateway receives data from the connected serial
!

oo™ communiation A device, it will estalish a TCP connection to transfer
- @- -=-=9 the received serial data to the remote host. Besides,
T Remote o EEIConnectionControl: after the_ data h_as been transferred, th_e gateway
| uP:140.116.82.98 | { *On-demand . automatically disconnects the established TCP
Port:4001 | : UConnectionldle Timeout: | sessjon from the host computer by using the TCP
: " 5 min i alive check timeout or idltimeout settings.

) Gateway get Data received from Serial Device.
@) Establish a TCP Connection and Transmit Data to Remote Host.

€ Terminate this TCP Connection once Idle Timeout reached 5 mins.
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TCP Servdviode

AMIT Product Operation Mode
:TCP Server

M2l P e

\
1
I
1
""" 1
I
1
1
!

i O Trust Type :

P Specific IPs:

i 140.116.82.98

i O Connection Idle Timeout:
! *5min

..........................................

i OHostIP: !
| 1140.116.82.98 ;i 140.113.71.125

) Gateway remain Listening and Host will Establish a TCP Connection withit.
) Host Send Data then Gateway Transmit it to the Serial Device.

€) Terminate this TCP Connection once Idle Timeout reached 5 mins.

UDPMode

Intranet & Internet

AMIT Produc

Operation Made
:UDP

N

mwiﬁb@;%

Data is Transferred between Remote Host and Serial Device Directly

Gateway IP:
140.113.71.125
i OlListen Port : 4001

U Remote Host:
*|P:140.116.82.98
i =Port: 4001

When the administrator expects the gateway to wait
passively for the serial data requests from tHest
Device @sually we use a computer to play aslost),

and the Host will establish a TCP connection to get
data from the serial device, the operation mode for
the "Virtual COM" function is required to be "TCP
Server". In this mode, the gateway provides a unique
"IP: Port" address on a TCP/IP network. It supports up
to 4 simultaneous connections, so that multiple tes
can collect data from the same serial device at the
same time.After the data has been transferred, the
TCP connection will be automatically disconnected
from the host computer by using the TCP alive check
timeout or idle timeout settings.

If both the Remote Host Computer and the serial
device are expected to initiate a data transfer when it
requires doing that, the operation mode for the
"Virtual COM" function in the gateway is required to
be "UDP". In this mode, the UDP data can be
transfered between the gateway and multiple host
computers from either peer, making this mode ideal
for message display applications.

The remote host computer can directly send UDP
data to the serial device via the gateway, and also
receive UDP data from the & device via the
gateway at the same time. The gatewaypports up

to 4 legal hostto connectsimultaneouslyto the serial device via the gateway.
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RFE2217Mode
RF&217 defines general COM port control

options based on telnet protocol. A host
M2M-ioT (()) prees ~ computer with RFE217 driver installed can
monitor and manage the remote serial device
Fdadr OKSR G2 (GKS 3L GSgl e
they were connected to the local serial
port. When a virtual serial port on the local

4 Gateway

IP-based Ethernet
Host c -
ommunication \
with RFC-2217 o

\
—_—

T

Virtual COM g 8 + ® serial device is being created, # fequired to
driver installed ¢ o o m o - S o--------- > specify the IFaddress of the host computers to
DHostIPm Gateway IP: OTrust Type : establish connection with.
| +140.116.8298 || 140.113.71.125 i "SpecificIPs:140.116.82.98 1 A1y 3¢ party driver supporting RFC2217 can be
SO ! OListenPort:4001 i UConnectionldle Timeout: . : .
= a5 min used to install in the host computer, the driver

establishes a transparent connection between
host and serial device iyapping the IP:Port of
GKS 3JIFdSel&Qa aSNRAIE LR

&) Send datato each other directly viaa transparent connection established

) Terminate this Connection once Idle Timeout reached 5 mins.

port on the host computer.

Thehost computer can directly send data to the serial device via the gateway, and also receive data from th
serial device via the gateway at the same tinibe gateway supports up to 4 Internet host computers.
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Virtual COM Setting

Virtual COM setting screen enables user to connect a Virtual COM port based device to the Internet. It allov
user to access serial data remotely. There Bigable, TCPClient, TCP Server, UDP, and RFC2217 modes for
remote accessing the connected serial devigg default, it is configured in Disable mode.

To use the Virtual COM function, you have to specify the operation mode for thefomudtion serial port first.
Go toField Communicatior» Bus & Protocob> Port Configuratiortab, select the Virtual COM as expected
operation mode, and finish the relatgzbrt configuration as well.

After that, go toField Communicatior» Bus & Protocob Virtual COMab for detailed configuration of Virtual
COM setting.

EnableTCP Client Mode

Configure the gateway as the TCP (Transmission Control Protocol) Client. In TCP Client mode, device initiat
TCP connection with a TCP server when there is data to transmit. Device disconnects from the server when 1
connection is Idle for a specifigebriod. You may also enable full time connection with the TCP server.

Serial Max Connection Connection Idle | Alive Check
Operation Mode Listen Port Trust Type Enable | Action
Port Connection Control Timeout Timeout
SPort0 | [TCP Client v| | (4001 Allow All v 1 Alwayson v 0 O 0 JO Edit
(1~65535) 3600secs) 3600secs)

Operation Mode
Connection Control

Connection Idle
Timeout

Alive Check Timeout

Enable

Save

A Must filled setting
Always onis set by
default

1. O is set by default
2. Range 0 t8600 sec

1. 0 is set bylefault
2. Range 0 t8600 sec

The box is unchecked by
default.
N/A

SelectTCP Client

ChooseAlwayson for a TCP full time connection. Otherwise, choGse
Demandto initiate TCP connection only when required to transmit and
disconnect at idle timeout.

Enter the idle timeout iminutes.

The idle timeout is used to disconnect the TCP connection when idle time
elapsed .

Idle timeout is only available wheDn-Demandis selected in th&€€onnection
Controlfield.

Value Range0 ~3600 second.

Enter the time period of alive check timeout. The TCP connection will be
GESNXAYFGSR AF Al R2 S-3hgcRibngetthahénis & S
timeout setting

Alive checkimeout is only available whe®n-Demandis selected in the
Connection Controfield.

Value Range0 ~3600 second.

Check theEnablebox to activate the corresponding serial port in specified
operation mode.

Click theSavebutton to save theconfiguration
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SpecifyData Packindg?arameters

% Data Packing (for TCP Client, TCP Server and UDP operation mode) . ®

Serial Port Data Buffer Length Delimiter Character 1 Delimiter Character 2 Data Timeout Transmit
oD | B |men o
SPort-0 (0~1024) ICI ( (0~1000ms)
o] ™ =™ o]

Data Packing Configuration

ltem

Value setting

Description

Data Buffer 1.An optionalfilled setting Enter the data buffer length for the serieal port
Length 2.Default value is 0 Value Range0 ~ 1024.
Delimiter 1.An optionalfilled setting Check theEnablebox to activate the Delimiter character 1, and enter the Hex

Character 1

2.Default value is 0

code for it.
Value Range0x00 ~ OxFF.

Delimiter
Character 2

1.An optionalfilled setting
2.Default valugs 0

Check theEnablebox to activate the Delimiter character 2, and enter the Hex
code for it.
Value Range0x00 ~ OxFF.

Data Timeout

1.An optionalfilled setting

Enter the data timeout interval for transmitting serial ddtaough the port

Transmit 2.Default value is 0 By default, it is set to 0 and the timeout function is disabled.
Value Range0 ~ 1000ms.
Save N/A Click theSavebutton to save the configuration
Specify Remote TCP Server

ID To Remote Host Remote Port Serial Port Definition Enable | Action
1 4001 SPort-0
2 4001 SPort-0
3 4001 SPort-0
4 4001 SPort-0

Specify TCP Server Window

Item
ToRemoteHost

Value setting
A Must filled setting

Description
PressEditbutton to enter IP address or FQDN of the remote TCP server to
transmit serial data.

Remote Port

1.A Must filled setting
2.Default value is 4001

Enter the TCP port number. This is the listen port ofréraote TCP server.
Value Rangel ~ 65535.

Serial Port SPort0 is set by default ~ Apply the TCP server connection for a selected serial port. Up to 4 TCP ser
can be configured at the same time for each serial port.

Definition The box isinchecked by ~ Check theEnablebox to enable the TCP server configuration.

Enable default

Save N/A Click theSavebutton to save the configuration
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EnableTCP Server Mode

Configure the gateway as the TCP (Transmission Control Protocol) Server. The TGaBefeeconnections

to be initiated by a remote TCP client device to receive serial data. The setting allows user to specify speci
TCP clients or allow any to send serial data for serial data transmission bandwidth control and access contr
The TCBerver supports up th28simultaneous connections to receive serial data from multiple TCP clients.

Serial
Operation Mode

Port
SPort-0 | | TCP Server v

Operation Mode
Listen Port

Trust Type

Max Connection

Connection Idle
Timeout

Alive ChecKimeout

Enable

Save

Max Connection Connection Idle | Alive Check
Listen Port Trust Type Enable | Action
Connection Control Timeout Timeout
4001 AllowAll v 1 Always on v 0 @ [0 J© Edit
(1~65535) 3600secs) 3600secs)

A Must filled setting
4001 is set bylefault

Allow Allis set by
default

1. Max.128connections
2. 1 is set by default

1. 0 is set by default
2. Range 0 t8600 sec

1. 0 is set by default
2. Range 0 t8600 sec

The box is unchecked by
default.
N/A

SelectTCP Servanode.

Indicate the listening port of TCP connection.

Value Rangel ~ 65535.

ChooseAllow Allto allow any TCP clients to connect. Otherwise choose
Specific IRo limit certain TCP clients.

Set the maximum number of conrrent TCP connections. Up 188
simultaneous TCP connections can be established.

Value Rangel ~128

Enter the idle timeout in minutes.

The idle timeout is used to disconnect the TCP connection when idle time
elapsed .

Idle timeout is only available wheDn-Demandis selected in th&€€onnection
Controlfield.

Value Range0 ~3600 second.

Enter the time period of alive check timeout. The TCP connection will be
GSN¥AYFGSR AT Al R2 S-shgRibngidahdnis oS
timeout setting

Alive checkimeout is only available whe®n-Demandis selected in the
Connection Controfield.

Value Range0 ~3600 second.

Check theEnablebox to activate the corresponding serial port in specified
operation mode.

ClickSavebutton to save the settings.
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Specify TCP Clients for TCP Server Access

If you selectedSpecific IPss the trust Typethe Trusted IP Definition window appears. The settings are valid
for both TCP Server and REZ17 modes.

ID Host Serial Port Definition Enable Action
1 O
: O
; O
: O
: O
: O
7 O
’ O

SpecifyTCP Clients Window

Item Value setting Description

Host A Must filled setting Enter the IP address range of allowed TCP clients.

Serial Port The box is unchecked by Check the box to specify the rule for selected Serial Port.

default

Definition The box is unchecked by Check theEnablebox to enable the rule.

Enable default

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings
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Enable UDP Mode

UDP (User Datagram Protocol) enables applications using UDP socket primgcamsnunicate with the serial
ports on the serial serverh& UDP mode provides connectionless communications, which enable you to multicast
data from the serial device to multiple host computers, and vice versa, making this mode ideal for message displ
applications.

% Operation Mode Definition for each Serial Port
Serial Max Connection Connection Idle | Alive Check
Operation Mode Listen Port Trust Type Enable | Action
Port Connection Control Timeout Timeout
sPort.0 | [UDP v AiowAl +]| [ | [Awason v @ 1@ | p_Je Edit
(1~65535) 3600secs) 3600secs)
Enable UDP Mode Window
Item Value setting Description
Operation Mode A Must filled setting SelectUDPmode.
Listen Port 4001 is set by default Indicate the listening port of UDP connection.
Value Rangel ~ 65535
Enable The box isinchecked by Check theEnablebox to activate the corresponding serial port in specified
default. operation mode.
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings

Specify Remote UDP

= Legal Host IP Definition (for UDP operation mode) -
D Remote Host Remote Port Serial Port Definition Enable | Action
1 4001 SPort-0
2 4001 SPort-0
3 4001 SPort-0 Edit
4 4001 SPort-0 Edit

Specify Remote UDP hosts Window

Item Value setting Description

Host A Must filled setting PressEditbutton to enter IP address range of remote UDP hosts.

Remote Port 4001 is set by default Indicate the UDP port of peer UDP hosts.
Value Rangel ~ 65535

Serial Port SPort0 is set bydefault Apply the UDP hosts for a selected serial port. Up to 4 UDP servers can be
configured at the same time for each serial port.

Definition The box is unchecked by Check theEnablebox to enable the rule.

Enable default

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings
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Enable RFQ2217 Mode

RFE2217 defines general COM port control options based on telnet protocol. With the2 RFECmode,
remote host can monitor and manage remote serially attached devices, as though they were connected to th
local serial port.When a virtual serial port othe local serial device is being created, it is required to specify
the IRaddress of the remote hosts to establish connection with.

Serial Max Connection Connection Idle | Alive Check
Operation Mode Listen Port Trust Type Enable | Action
Port Connection Control Timeout Timeout
SPort0 | |RFC-2217 v 4001 Allow Al v 1 Always on v 0 O 10 J@ Edit
(1~-65535) 3600secs) 3600secs)
Operation Mode A Must filled setting SelectRFE2217mode.

Listen Port 4001 is set by default Indicate the listening port of RFZ217 connection.
Value Rangel ~ 65535
Trust Type Allow Allis set by ChooseAllow Allto allow any clients to connect. Otherwise cho&eecific IP

Connection Idle
Timeout

Alive Check Timeout

default
1. 0 is set by default
2. Range 0 t8600 sec

1. 0 is set by default
2. Range 0 t8600 sec

to limit certain clients.

Enter the idle timeout in minutes.

The idle timeout is used to disconnect the TCP connection when idle time
elapsed .

Idle timeout is only available wheDn-Demandis selected in th&€€onnection
Controlfield.

Value Range0 ~3600 second.

Enter the time period of alive check timeout. The TCP connection will be
G§SNXNA YL (S Rreckile reapdnsdog aivehgcR ibnger than this
timeout setting

Alive checkimeout is only available whe®n-Demandis selected in the
Connection Controfield.

Value Range0 ~3600 second.

Enable The box is unchecked by Check theEnablebox to activate the corresponding serial port in specified
default. operation mode.

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings
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Specify Remote Host for Access

If you selectedSpecific IPss the trust Typethe Trusted IP Definition window appears. The settings are valid
for both TCP Server and REZ17 modes.

ID Host Serial Port Definition Enable Action
1 O
: O
; O
: O
: O
: O
7 O
’ O

Specify RF@217 Clients for Access Window

Item Value setting Description

Host A Must filled setting Enter the IP address range of allowdibnts.

Serial Port The box is unchecked by Chek the box to specify the rule for selected Serial Port.

default

Definition The box is unchecked by Check theEnablebox to enable the rule.

Enable default

Save N/A ClickSaveto save the settings

Undo N/A ClickUndoto cancel the settings
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Chapter5 Security

5.1 VPN

A virtual private network (VPN) extends a private network across a public network, such as the Internet.
enables a computer to send and receive data across shared or public netoifkis were directly connected

to the private network, while benefitting from the functionality, security and management policies of the
private network. This is done by establishing a virtual pApoint connection through the use of dedicated
connections, encryption, or a combination of the two. The tunnel technology supports data confidentiality,
data origin authentication and data integrity of network information by utilizing encapsulation protocols,
encryption algorithms, and hashing algorithms.

: @ | VPN Concentrator M2M-loT
6 : Gateway

Hqst..Cbrhputer‘

Serial Cable
RS 232/485

( see |

Data over IP Packet

. viaVPN Tunnel ¢
VPN Servic f
L2TP > .:]L_“? @
Digital

I
|
|
|
|
VPN Servic : :
% PPTP i | Signage
Ethernet Cable '

IPCAM
Ap lication ! 0
\

Access & Control Ethernet-based devices

N e -

o
=
‘:Fg\{_

Control Room

~
x>
|
=
-
(o]
w
I
o
@
~
-

[ S

The product series supporifferent tunneling technologies to establish secure tunnels between multiple
sitesfor data transferringsuch adPSecQOpenVPNL2TP (over IPSe®PTRand GREBesides, somedvanced
functions like Full Tunnel, Tunnel Failover, Tunnel Load Balance, NetBIOS over IPSec, NAT Traversal
Dynamic VPNare also supported
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5.1.1 IPSec

Internet Protocol Security (IPSec) is a protocol suite for securing Internet Protocol (IP) communications |
authenticating and encrypting each IP packet of a communication session. IPSec includes protocols f
establishing mutual authentication between agents at the beginning of the session and negotiation o
cryptographic keys to be used during the session.

An IPSecPN tunnel is established between IPSec client and server. Sometimes, we call the IPSec VPN clier
the initiator and the IPSec VPN server as the resporidas gateway can be configured as different roles and
establish number of tunnels with various rete devicesBefore going to setup the VPN connections, you may
need to decide the scenario type for the tunneling.

IPSeclTunnel Scenarig

To buildIPSedunnel, you needo fill in
Network-8 @ remote gateway global IP, and optional

Remote Site @} subnet if the hosts behindPSecpeer

10276 M2M Sbnet 192.168.01 can access to remote site or hosts.

; s Sareway P patewsy Under such configuration, there are
e - - rb e TR < foUr Scenafis:
s - 4. Host to Host SR . )
o pansasioss [T o G s ™| Site to Site You needo setup remote
ocal IP:10.0.76. esponder nitiator R,
Local IP:10.0.76.253 {se’f’er) {cﬁent) Local IP: 192.168.1.253 gateway IP and Subnet Of both
N gateways After the IPSec tunnel
€-——== > Site to Site: Tunnel between M2M gateway /w 192.168.1.x subnetand UTM /w 10.0.76.x subnet | h d b t b h d b th
Grrvrnrenes > Siteto Host: Tunnel between M2M gateway /w 192.168.1.x subnet and Host-DC under UTM eStab Ishe ! Sts enin 0

€— - —> Host to Site: Tunnel between Host-Re under M2M Gateway and UTM /w 10.0.76.x subnet gatewa}s can Commun|cat|0n G&]
<€— — > Hostto Host: Tunnel between Host-Re under M2M Gateway and Host-DC under UTM Other through thetunnel

Site to Host:Ste to Host is suitable for tunneling between clients in a subnet and an application server (host).
As in thediagram the clients behind the M2M gateway can access to the host “B@&st located in the
control center through Site to Host VPN tunnel

Host to Ste: On the contrast, for a single host (or mobile user to) to access the resources located in ar
intranet, the Host to Site scenario can be applied.

Host toHost Host to Host is a special configuration for building a VPN tunnel between two single hosts.
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IPSec Setting

Go toSecurity> VPN > [PSeab.

The IPSec Setting allows user to create and config@eclRinnels.

Enabk IPSec
= Configuration . -
Item Setting
» IPSec [J Enable
¥ Max. Concurrent IPSec Tunnels 16

ConfigurationWindow

Item _ Value setting _ Descripton ...
IPsec Unchecked by default Click theEnablebox to enabldPSedunction.
Max. Concurrent Depends orProduct Thespecified @alue will limit the maximum number of simultaneous IPSec
IPSec Tunnels specification. tunnel connection.The default value can be different for the purchased modk
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings

Create/Edit IPSec tunnel

Ensure that the IPSec enablexis checked to enable befoferther configuring thelPSedunnel settings

= IPSec Tunnel List

Tunnel Name Remote Gateway Remote Subnet Actions

WhenAdd/Edit button is applieda series of configuration screswill appear.They are Tunnel Configuration,
Local & Remote Configuration, Authentication, IKE Phase, IKE Proposal Definition, IPSec Phase¢ and |
Proposal Definition. You have to configure the tunnel details for both local and remote VPN devices.
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Item

+ Tunnel

+ Tunnel Name

+ Interface

+ Tunnel Scenario
+ Tunnel TCPF MSS

+ ICMP Keep alive

+ Encapsulation Protocol

+ IKE Version

Tunnel

Tunnel Name

Interface

Tunnel Scenario

Tunel TCP MSS

ICMP Keep Alive

Encapsulation
Protocol

IKE Version

Setting
Enable
IPSec #1
WAMN-1 ¥
Site-to-Site(Tunnel mode) v
Auto Y| |0 (64~1500 Bytes)

Enable Max. fail times |3

ESF ¥
viw

Unchecked by default
1. A Must fill setting

2. String format can be
any text

1. A Must fill setting
2.WAN 1is selected
by default

1. A Must fill setting
2. Site to siteis
selected by default

1. An optional setting
2.Autois set by
default

1. An optional setting
2.Uncheckedby
default

1. A Must fillsetting
2.ESRs selected by
default

1. A Must fill setting
2.vlis selected by
default

Interval |30 (secs.) Source Addr. Destination Addr.

Check theEnablebox to activate the IPSec tunnel

Enter a tunnel name. Enter a name that is easy for you to identify.
Value Rangel ~ 19 characters.

Selectthe interface an which IPSec tunnel is to be establishikdan be the
available WAN and LAN interfaces.

Selectan IPSec tunneling scenario from the dropdown box for your applicati
SelectSite-to-Site, Site-to-Host, Hostto-Site, or Hostto-Host If LAN interface
is selected, onljHostto-Hostscenario is available.

With Site-to-Siteor Site-to-Hostor Hostto-Site, IPSec operates in tunnel mod
The difference among them is the nber of subnets. WitiHostto-Host, IPSec
operates in transport mode.

Selet from the dropdown box talefine the size of Tunel TCP MSS
SelectAuto, and all devices will adjust this paramegartomatically
SelectManual, andspecify an expected vaule for Tunel TCP.MSS

Value Range64~1500bytes

Check theEnablebox to activate thdCMP keep alive function for thannel.

If the keep alive function is enabled, you have to define the numner of fail tr
check interval, andourcédestination IP address for the ICMP packets.
Value Range1~999 for fall trials and time interval.

Select the Encapsulation Protocol from the dropdown box for this IPSec tur
Available encapsulations aEESRand AH.

Specify the IKE version for this IPSec tunnel. Selemtv2.
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» Local & Remote Configuration

Item Setting
1D Subnet IP Address Subnet Mask Actions
» Local Subnet List 1 [192.168.66.0 | [ Delete |
Add
D Subnet IP Address Subnet Mask Actions
» Remote Subnet List 1 . [ Delete |
» Remote Gateway [ 1 up addressiFoDN)

Local & Remote Configuration Window

Item Value setting

Description

Local Subnet List A Must ill setting

Specify the Local Subnet IP address and Subnet Mask.
Click the Add or Deletieutton to add or delete a Local Subnet.

Note_1: When Dynamic VPN option in Tunnel Scenario is selected, there w
only one subnet available.

Note_2: When Hosto-Site or Hosto-Host option in Tunnel Scenario is
selected, Local Subnet will not be dahle.

Note_3: When Hub and Spoke option in Hub and Spoke is selected, there v
only one subnet available.

Remote Subnet List A Must fill setting

Specify the Remote Subnet IP address and Subnet Mask.
Click the Add or Delete button to add or deléemote Subnet setting.

1. A Must fill setting.
Remote Gateway 2. Format can be a
ipv4 address or FQDN

Specify the Remote Gateway.

ey

ltem Setting
» Key Management |IKE+Pre-shared Key v | | | (Min. 8 characters)
» Local ID Type: |UserMName | ID: (Opfional)
» Remote 1D Type: [UserMame v | D: [ |

Authentication Configuration Window

Item Value setting

1. A Must fill setting
Key Management 2. Preshared Key8 to
32 characters.

Description

Selectkey Management from the dropdown box for this IPSec tunnel.
IKE+Preshared Keyuser needto set a key§ ~ 32characters).
IKE+X.50Quser need Certificate to authenticate. IKEK.509 will be available
only when Certificate has been configured properly. Refer to Certificate sec
of this manual and als@bject Definition> Certificatein web-based utility.

Local ID An optional setting

Specify the Local ID for this IPSec tunaeluthenticate.

SelectUser Namédor Local ID and enter the username. The username may
Ay Of dzRS o6dzi OFyQi o06S Ittt ydzYoSNRO®
SelectFQDNfor Local ID and enter the FQDN.

SelectUser@FQDNbr Local ID and enter the User@FQDN.
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SelectKey IDfor Local ID and eet the Key ID (English alphabet or number).

Remote ID An optional setting

Specify the Remote ID for this IPSec tunnel to authenticate.

SelectUser Namdor Remote ICand enter the username. The username may
Ay Of dzRS o6dzi OFyQi o6S Fff ydzYoSNR®

SelectFQDNfor Local ID and enter the FQDN.

SelectUser@FQDNbr Remote ID and enter the User@FQDN.

SelectKey IDfor Remote IDand enter the Key ID (English alphabet or numbe
Note: Remote ID will be not available when Dynamic VPN option in Tunnel
Scenario is setted.

ltem Setting
+ Megotiation Mode Main Mode v
v X-Auth MNone ¥ || X-Auth Account |(Opfional)

User Name :

Password :

» Dead Peer Detection (DFD) [# Enable

Timeout : (seconds) Delay : [30 (seconds)

+ Phase1 Key Life Time |3Bl}n (seconds) (Max. 86400)

IKE Phas®&Vindow
Item Value setting
Main Mode is set by

Negotiation Mode
default default

Description
Specify the Negotiation Mode for this IPSec tunnel. Sélsh Mode or
Aggressive Mode

None is selected by
default

X-Auth

Specify theX-Auth role for this IPSec tunnel. Select Server, Client, or None.
Selected None no-Kuth authentication is required.

Selected Server this gateway will be aAuth server. Click on the-Xuth
Account button to create remote-Ruth client account.

Selectel Client this gateway will be anAath client. Enter User name and
Password to be authenticated by theAXith server gateway.

Note: XAuth Client will not be available for Dynamic VPN option selected in
Tunnel Scenario.

1. Checked by default
2. Default Timeout
180s andDelay 30s

Dead Peer Detection
(DPD)

ClickEnablebox to enableDPDfunction. Specify th@imeoutand Delaytime in
seconds.
Value Range0 ~ 999 seconds fatimeoutand Delay:.

1. A Must fill setting
2. Default 3608
3. Max. 86400s

Phasel Key Life
Time

Specify the Phasel Key Life Time
Value Range30 ~ 86400.

= IKE Proposal Definition

[[n] Encryption Authentication DH Group Definition
1 [AES-128 7] SHAT v [Group2 v] [# Enable
2 MD5 v ¥ Enable
3 SHAT v 4 Enzble
4 [3DES | [SHA1 v [Group2 v # Enable

IKE Proposal Definition Window
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Item Value setting Description
Specify the Phase 1 Encryption methticcan beDES 3DES AESL28/ AES
192/ AES256.
Specify the Authentication methodt. can beNone/ MD5/ SHAY SHAZ2256.
IKE Proposal A Must fill setting
Definition

Specify the DH Groujit can beNone/ Groupl/ Group2/ Group5/ Groupl4/
Grouply Groupl6/ Groupl7/ Groupl8

Checkenablebox to enable this setting

» Phase2 Key Life Time |288{]I] | (seconds) (Max. 86400)

IPSec Phase Window

Item Value setting Description

1. A Must fill setting
Phase2 Key Life 2.28800s is set by Specify the Phase2 Key Life Time in second.
Time default Value Range30 ~ 86400.

3. Max. 86400s

[[n]} Encryption Authentication PFS Group Definition

1 AES-128 v SHA1 A # Enable

2 AES-128 v MD5 v Enable
‘

3 DES v SHA1 v # Enable

4 3DES v SHA1 v # Enable

IPSed’roposal Definition Window

ltem Value setting Description

Specify the Encryption methott.can beDES 3DES AES128/ AES192/ AES
256.
Note: None is available when Encapsulation Protocol is séHas

Specify the Authentication methodt. can beNone/ MD5/ SHAY SHAZ2256.
IPSec Proposal . . Note: None and SHAZ56 are available only when Encapsulation Protocol is
o A Must fill setting . .
Definition asESPthey are not available fokH Encapsulation.

Specify thePFSGroup It can beNone/ Groupl/ Group2/ Group5/ Groupl14/
Groupls Groupl16/ Groupl7/ Groupl8

ClickEnableto enable this setting

Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings
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‘ Back N/A ClickBackto return to the previous page.

Create/EditDynamic VPN Server List

o0 SR Add || Delete | Refresh .n

Similar to create an IPSec VPN Tunnel for site/host to sitewestario when Add/ Edit button is applied a
series of configuration screen will appedihey are Tunnel Configuration, Local & Remote Configuration,
Authentication, IKE Phase, IKE Proposal Definition, IPSec Phase, and IPSec Proposal Definition. You ha
configure the tunnel details for the gateway as a Dynamic VPN server.

Note: For the purchased gateway, you can configure one Dynamic VPN semacfio/NVAN interface.

= Tunnel Configuration

Item Setting
» Tunnel J Enable
» Tunnel Name |Dynamic IPSect |
» Interface
+ Tunnel Scenario
+ Encapsulation Protocol
+ IKE Version [viv]|

Tunnel Configuration Window

Item Value setting Description
Tunnel Unchecked by default Check theEnablebox to activate theDynamic IPSec VRdhnel.
1. A Must fill settin . . .
. d Enter atunnel name. Enter a name that is easy for you to identify.
Tunnel Name 2. String format can be Value Rangel - 19 characters
any text ~+elue mang '
1. A Must fill setting
Interface 2.WAN 1is selected  Select WAN interface on which IPSec tunnel is to be established.
by default
1. A Must fillsetting . . .
Tunnel Scenario 2 Tunnel Modeis Select he DynamidPSec tunneling scenariti can beTunnel Modeor

Transport Mode
selected by default P

1. A Must fill setting
2.ESRHs selected by

Encapsulation Select the Encapsulation Protocol from the dropdown box for this IPSec tur

Protocol Available encapsulations aESRand AH
default
1. A Must fill setting

IKE Version 2.vlis selected by Specify the IKE versidor this IPSec tunnel.
default
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Item Setting
» Local Subnet 192.168.66.0
» Local Netmask |255.255.255.00/24) v |

 Local & RemoteéConfiguration Window

Item Value setting Description
Local Subnet A Must fill setting Specify the LocaluBnet IP address
LocalNetmask A Must fill setting Specifithe Local Subné¥lask.

ltem Setting
» Key Management | IKE+Pre-shared Key v | | (Min. & characters)
» Local ID Type: [UserName ¥|ID:[ | (Cptional)
» Remote ID Type: [User Name ¥ | ID: | |

Authentication Configuration Window

Item Value setting Description
1. A Must fill setting

Key Management 2. Preshared Key8 to
32 characters.

Selectkey Management from the dropdown box for this IPSec tunnel.
IKE+Preshared Keyuser needto set a key& ~ 32characters).

Specify the Local ID for this IPSec tunnel to authenticate.

SelectUser Naméor Local ID and enter the username. The username may
Ay Of dzRS o6dzi OFyQi o6S Fftf ydzYoSNRERO®
SelectFQDNfor Local ID and enter the FQDN.

SelectUser@FQDNbr Local ID and enter the BiK@ FQDN.

SelectKey IDfor Local ID and enter the Key ID (English alphabet or number
Specify the Remote ID for this IPSec tunnel to authenticate.

SelectUser Nameor Remote ICand enter the username. The username may
Ay Of dzRS o6dzi OFyQi o06S Fff ydzYoSNRO®

Select-FQDNor Local ID and enter the FQDN.

SelectUser@FQDNbr Remote ID and enter the User@FQDN.

SelectKey IDfor Remote ICand enter the Key ID (English alphabet or numbe
Note: Remote ID will be not available when Dynamic VPN option in Tunnel
Scenario is selected.

Local ID An optional setting

Remote ID An optional setting

For the rest IKE Phase, IKE Proposal Definition, IPSec Phase, and IPSec Proposal Definition settings, they a
same as that of creating an IPSec Tunnetudesd in previous section. Please refer to the related description.
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5.1.2 OpenVPN

OpenVPN is an application that implememnistual private network(VPN) techniques for creating secure
point-to-point or siteto-site connections in routed or bridged configurations and remote access facilities. It
uses a custom security protocol that utiliz8SL/TL®r key exchange. It is capable of traversimgtwork
address translator@NATs) andirewalls

OpenVPN allowpeersto authenticateeach other using &tatic Key (prshared key)r certificates When
used in a multclientserver configuration, it allows the server tolease anauthentication certificatefor
every client, usingignatureand certificate authority. It uses theOpenSSkncryptionlibrary extensively, as
well as theSSLv3/TLSwtotocol, and contains many security and control features.

OpenVPN Tunneling is a Client and Server based tunneling technology. The OpenVPN Server must ha
Static IP or a FQDN, and maintain a Client list. OpenVPNClent may be a mobile user or mobile sitgth

public IP or private |Pand requesting the OpenVPN tunnel connectibhe product supports both OpenVPN
Server and OpenVPN Client features to meet different application requirements.

There are two OpenVPN coeetion scenarios. They are the TAP and TUN scenarios. The product can creat
either alayer3based IP tunnel (TUN), or a laygased Ethernet TAP that can carry any type of Ethernet
traffic. In addition to configuring the device as a Server or Cliant,have to specify which type of OpenVPN
connection scenario is to be adopted.

OpenVPNIUNScenario

[ NetworkA@ Gontrol Ceter | J—— The term TUN' mode is referred to routing mode and
B =2t operates with layer 3 packet&n routing mode, the VPN
‘ . | client is given an IP address on a differsobnet than
o oy, | Mmten | Enabled _.-""" | . ~ | the local LANunder the OpenVPN serveiThis virtual
subnet is created for connecting to any remote VPN
computers. In routing mode, e OpenVPN server

Wb e o rODN | Accematrom MMAST Gty creates a TUN' interface with its own IP address pool
and RootCA. with “Public/Private IP” 1 1 1
oePNTUN Server opanyPATON Clent w_hlc_h is differentto the local LAN eEm_ote hosts that
GW  Global IP: 60.249.211.108 GW: WAN IP; 192.168.168.111 diakin will get an |IP address inside thlvtual network

FODN : main-gw.ddns.net LAN IP: 192.168.123.254 VPN IP: 10.8.0.2 .

Local IP: 192.168.100.100 ne: 10216812321 venieitoso22  and will have access On|y to the server where OpenVPN
1. M2M-loT Gateway (as OpenVPN TUN Client) connects to peer VPN resldes

Gateway/Concentrator (as OpenVPN TUN Server).
2. M2M-loT Gateway will be assigned 10.8.0.2 IP Address after OpenVPNTUN

Connection estabished. (10.8.0.xisa virtual subnet) If you want tooffer remote access to & PNserverfrom

3. local networked device will get a virtual IP 10.8.0.x if its trafficgoes through the

OpenVPNTUN connection (when NAT disabled & Redirect Internet Trafficenabled). CIlent(S), and |n h | b|t th eaccess to remote LAN resources
4. SCADA Serverin Control Center can access remote attached device(s) with the

assigned IP Address 10.8.0.2. under VPN serverOpenVPN TUN mode is the simplest
solution.

As shown in the diagram, the M2MT Gateway is configured as an OpenVPN TUN Client, and connects to a

OpenVPN UN Server. Once the OpenVPN TUN connection is established, the connected TUN client wil
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assigned a virtual IP (10.8.0.2) which is belong wirtual subnet that is different to the local subnet in Control
Center. With such connection, the local networked devices will get a virtual IP 10.8.0.x if its traffic goe
through theOpenVPNIUN connection when Redirect Internet Traffic settings idkth Besides, the SCADA
Server in Control Center can access remote attached serial device(s) with the virtual IP address (10.8.0.2).

OpenVPNIAPScenario

y 1| serial cable

X
SCADA
nne Application
\ Servers (( ))
8
Admin U;
min User {_ - _OpenVPN TAP D S
VPN Gateway/Concentrator
with a “Static IP” or “FQDN” M2M-loT Gateway
and RootCA. with a “Public or
OpenVPN TAP Server Private IP”
GW  Global IP: 60.249.211.108 OpenVPN TAP Client
FQDN : main-gw.ddns.net WAN IP: 192.168.168.111

Local IP: 192.168.100.100 Local IP: 192.168.123.254

1. M2M-loT Gateway (as OpenVPN TAP Client) connects to peer VPN
Gateway/Concentrator (as OpenVPN TAP Server).

2. M2M-loT Gateway will be assigned 192.168.100.210 IP Address after
OpenVPNTAP Connection estabilshed. (same subnetasin Control Center)

3. SCADA Serverin Control Center can access remote attached device(s) with
the assigned IP Address 192.168.100.210.

The term TAP isreferred to bridge mode and operates
with layer 2 packetsin bridge mode, the MR client is

given an IP address on the same subastthe LAN
resided under the OpenVPN server. Under such
configuration,the OpenVPN clientan directly access to

the resources iLAN If you want tooffer remote access

to the entire remote LANor VPNclient(s), you haveto
aS0hdzld hLISy+tb Ay dac¢!té o0NAR

As shown in the diagram, the M2MT Gateway is
configured as an OpenVPN TAP Client, and connects to an
OpenVPN TAP Server. Once the OpenVPN TAP connectior
is established, the connected TAP cliwiilt be assigned a
virtual 1P (192.168.100.210) which is the same subnet as

that of local subnet in Control Center. With such connection, the SCADA Server in Control Center can acc
remote attached serial device(s) with the virtual IP address (192.16210).
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Open VPN Setting

Go toSecurity VPN >0OpenVPNtab.

TheOpenVPNetting allows user to create and configu@@enVPNunnels.

Enable OpenVPN

Enable OpenVPN and select an expected configuration, either server or client, for the gat®payate.

R |

[tem

Setting

v OpenVPN

# Enable

v Server / Client

Configuration

Item

 Value setting ' Description

OpenVPN The box is unchecked by Check theEnablebox to activatethe OpenVPN function.

default
Server/ Server Configuration it WhenServeris selected, as the name indicated, server configuration will be
Client selected by default. displayed below for further setup.

WhenClientis selected, you can specify the client settings in another client
configuration window.
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As an OpenVPIServer

If Serveris selected, arOpenVPN Server Configuration screen will app@aenVPN Server Configuration
window can let you enable the OpenVPN server function, specify the virtual IP address of OpenVPN serv
when ramote OpenVPN clients dial,iand the authentication protocol.

Configuration

[tem Setting
» OpenVPN # Enable
v Server f Client
» OpenVPN Configuration file Enable] Export | client.ovpn

ltem Value setting Description

OpenVPN 1. An Optionalsetting
Configuration
File default.

Click theEnablebox to activate the export feature of OpenVPN Client

the configuration file.

2.The box isinchecked by configuration to a .ovpn file. You have to further click Ergortbutton to get

The OpenVPN Server supports up to 4 TUN / TAP tunnels at the same time.

#= OpenVPN Server Configuration

» Authorization Mode

Item Setting
» OpenVPN Server [) Enable
» Protocol
» Port 14430 |
» Tunnel Scenario
TLS v

CA Cert.: |amit—|DG761AM—JH_crt v | Server Cert.: | LocalCert1

» Server Virtual IP

|1[]_8_[]_U |

» DHCP-Proxy Mode

+ Enable

» IP Pool Starting Address: | - Ending Address:
» Gateway | |

» Netmask |255.255.255.0(/24) v |

» Redirect Default Gateway [[) Enable

» Encryption Cipher Blowfish

» Hash Algorithm SHA-1 v

¥ LZO Compression

» Persist Key Enable

» Persist Tun Enable

» Advanced Configuration
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OpenVPN Servel The box is unchecked by | Click theEnableto activate OpenVPN Server functions.

default.
Protocol 1. A Must filled setting | Define the selecte@rotocolfor connecting to the OpenVPN Server.
2. By defaultTCHs 1 SelectTCP , oUDP
selected. -> The TCP protocol will be used to access the OpenVPN Servegrandll be
set as 448 automatically.
1 SelectUDP
-> The UDP protocol will be used to access the OpenVPN Serveopimdll be
set as 1194 automatically.
Port 1. A Must filled setting | Specify thePort for connecting tathe OpenVPN Server.
2. By defauld4is set. | Value Rangel ~ 65535.
TunnelScenario | 1. A Must filled setting | Specify thetype of Tunnel Scenariofor connecting tothe OpenVPN Servet
2. By defaulfTUNis can beTUNfor TUN tunnebkcenarig or TAPfor TAP tunnescenario
selected.
Authorization 1. A Must filled setting | Specifythe authorization moddor the OpenVPN Server
Mode 2. By defaulfTLSs 1 TLS
selected. ->The OpenVPN will use TLS authorization mode, and the following @&ms
Cert, Server Certand DH PEMill be displayed.
CA Certcould be generated in Certificate. Refer@bject Definition>
Certificate> Trusted Certificate
Server Certcould be geerated in Certificate. Refer ©©bject Definition>
Certificate> My Certificate
9 Static Key
->The OpenVPN will use static Kpye-shared)authorization mode, and the
following itemsLocal Endpoint IP AddresRemote Endpoint IP Addressd
Static Keywill be displayed.
Note: Static Kewill be available only whemUN ischosen inTunnel Scenario
Local Endpoint | A Must filled setting Specify thevirtual Local Endpoint IP Address this OpenVPN gateway
IP Address Value RangeThe IP format is 18.0x, the range ofis 1~254
Note: Local Endpoint IP Address will be available only when Static Key is cl
in Authorization Mode.
Remote A Must filled setting Specify thevirtual RemoteEndpoint IP Addressf the peerOpenVPN gateway
Endpoint IP Value RangeThe IP format is 18.0.x, the range ofis 1~254
Address Note: Remote Endpoint IP Address will be available only when Static k
chosen in Authorization Mode.
Static Key A Must filled setting Specify theStatic Key
Note: Static Key will bavailable only when Static Key is chosen in Authoriza
Mode.
Server Virtual IP | A Must filled setting Specify theServer Virtual IP
Value RangeThe IP format is 10.y@.the range of y is 1~254
Note: Server Virtual IP will be available only wiérEs chosen in Authorizatiol
Mode.
DHCPProxy 1. A Must filled setting Check theenablebox to activate theDHCFProxy Mode
Mode 2.The box is checked by | Note: DHCHProxy Mode will be available only when TAP is chosen in Tu
default. Device.
IPPool A Must filled setting Specify tle virtuallP poolsettingfor the OpenVPN servelrou have to specify

the Starting Addresand Ending Addresas the IP address pool for the
OpenVPN clients.
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Gateway

Netmask

Redirect Default
Gateway

Encryption
Cipher

Hash Algorithm
LZO

Compression
Multicast

Persis Key

Persis Tun

Advanced

Configuration

Save
Undo

A Must filled setting

By default- select one-is
selected.

1. An Optionalsetting

2. The box isinchecked by

default.

1. A Must filled setting

2. By defaulBlowfishis
selected.

By defaultSHAL is
selected.

By defaultAdaptiveis
selected.

1. An Optionalsetting
2.The box is checked by
default.

1. An Optionalsetting
2.The box is checked by
default.

1. An Optionalsetting
2.The box is checked by
default.

N/A

N/A
N/A

Note: IP Poolwill be available only wheMAPis chosen in Tunnel Devicand
DHCHProxy Modes uncheckeddisabled)

Specify theGateway setting for the QoenVPN serveit will be assigned to the
connected OpenVPN clients.

Note: Gateway will be available only wh&AP is chosen in Tunnel Deviard
DHCFProxy Modes uncheckeddisabled)

Specify theNetmasksetting for the enVPN servelt will be assigned to the
connected OpenVPN clients.

Value Range255.255.255.0/24 (only support class C)

Note_1: Netmask will be available when TAP is chosen in Tunnel Danét
DHCPProxy Modes uncheckeddisabled)

Note_2: Netmask wilblsobe available whenUNis chosen in Tunnel Device
Check theEnablebox to activate theRedirect Default Gatewajunction.

Specify theEncryption Ciphefromthe dropdown list
It can beBlowfish/AES256/AES192/AES128/None.

Specify theHash Algorithmfrom the dropdown list

It can beSHA1/MD5/MD4/SHA2-256/SHA2512/None/Disable.
Specify thd.ZO Compressioscheme.

It can beAdaptive/YES/NODefault.

Check theEnablebox to activate theMulticast function.

Note: Multicast function is onlgvailable for TAP tunnel scenario.
Check theEnablebox to activate thePersis Keyunction.

Check theEnablebox to activate theéPersis Turfunction.

Click theEdit button to gecify the Advanced Configurationsetting for the
OpenVPN server
If the button isclicked Advanced Configurationvill be displagd below.

ClickSaveto save the settings.
ClickXto cancel the changesnd return to last page
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WhenAdvanced Configuratiofis selected, an OpenVE¢rverAdvanced Configuration screen will appear.

% OpenVPN Server Advanced Configuration *®

Item Setting
» TLS Cipher 'None v |
b TLS Auth. Key )
(Optional)
» Client to Client ¥ Enable
» Duplicate CN ¥ Enable
» Tunnel MTU 1500 |
» Tunnel UDP Fragment 0 ‘
» Tunnel UDP MSS-Fix Enable

¥ CCD-Dir Default File

¥ Client Connection Script

» Additional Configuration

OpenVPN Server Advanced Configuration

ltem
TLS Cipher

' Value setting
1. A Must filled setting
2. TLSRSAWITHAES128
SHAis selectedby default

' Description

Specify thelfLSCipherfrom the dropdown list

It can beNone / TLSRSAWITHRC4MD5 / TLSRSAWITHAES12&HA / TLS
RSAWITHAES256HA |/ TLSDHEDSSAES28SHA /| TLOHEDSSAER56-
SHA

Note: TLSCipherwill be available only wheLSis chosa in Authorization
Mode.

TLS Auth. Key 1. An Optionalsetting

2. String format: any text

Specify thelTLS Auth. Key
Note: TLSAuth. Keywill be available only wheiLSs chosa in Authorization
Mode.

Client to Client  The box is checked by

default

Check theEnablebox toenablethe traffics among different OpenVPGliens.
Note: Client to Clientwill be available only when TLS is chogeAuthorization
Mode

Duplicate CN The box is checked by Check theEnablebox toactivatethe Duplicate CNunction.
default Note: Duplicate CNwill be available only when TLS is choseAuthorization
Mode
Tunnel MTU 1. A Must filled setting Specify theTunnel MTU
2. The value i4500by Value Range0 ~ 1500.
default
Tunnel UDP 1. A Must filled setting Specify theTunnel UDP FragmenBydefault, it is equal tarunnel MTU
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Fragment 2.The value i4500by Value Range0 ~ 1500.

default Note: Tunnel UDP Fragment will be available only whéDPis chose in
Protocol

Tunnel UDP 1. An Optionalsetting Check theEnablebox toactivatethe Tunnel UDP MSEixFunction.

MSSFix 2.The box is unchecked b Note: Tunnel UDP MSSx will be available only whebDPis chosa in
default. Protocol

CCEDDir Default 1. An Optionalsetting Specify theCCDBDir Default File

File 2. String format: any text  Value Range0 ~256 characters

Client 1. An Optionalsetting Specify theClient Connection Script

Connection 2. String format: any text  Value Range0 ~256 characters

Script

Additional 1. An Optionalsetting Specify theAdditional Configuration

Configuration 2. String format: any text Value Range0O ~256characters
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As an OpenVPN Client

If Clientis selecte¢the configuration screen will be changed as below a@ndOpenVPN Client Listcreen
appear.

Item Setting
» OpenVPN #| Enable
» Server / Client Client v
» OpenVPN Configuration file Enablel Upgrade
OpenVPN The box is unchecked Check theEnablebox to activatehe OpenVPN function.

by default

Server/ Server Configuration it WhenServeris selected, as the name indicated, server configuration will be
Client selected by default. displayed below for further setup.

WhenClientis selectedyou can specify the client settings in another client
configuration window.
OpenVPN 1. An Optionalsetting  Click theEnablebox to activate the OpenVPN Client configuration via a pre
Gonfiguration file 2.The box is defined configuration file. You have to further click thegradebutton to
unchecked by default. upload the configuration from a .ovpn file.

If you enabled this function, you c@add any OpenVPN clients manually.

j Add || Delete
: Redirect - )
Client Tunnel | Remote | Remote Authorization | Encryption| Hash .
ID Name Interface Protocol| Port Scenario | IP/FQDN | Subnet I?-trig'igt NAT Mode Cipher |Algorithm Enable | Actions

WhenAdd button is applied OpenVPN Client Configuratisnreenwill appear.OpenVPN Clien€onfiguration
window let you specify the required parameters for @penVPN VPN client, such as "OpenVPN Client Name"
"Interface", "Protocol”, Tunnel Scenari, "Remote IP/FQDN", "Remote Subnet", "Authorization Mode",
"Encryption Cipher", "Hash Algorithm" and tunnel activation.
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Item

» OpenVPN Client Name
b Interface
+ Protocol
» Tunnel Scenario
» Remote IP/FQDN

Remote Subnet
+ Redirect Internet Traffic

¥ MAT
» Authorization Mode

» Encryption Cipher

¥ Hash Algorithm

¥ LZ0 Compression

7]
5]

rsist Key

P
P

2]
5]
o

t Tun
» Advanced Configuration

» Tunne|

Setting

OpenVPN Client #1
WAN1 v

TCP ¥
TUN v

Enable

Port: (443

Enable

# Enable

TLS

CACert: | ¥

v

Client Cert: | ¥ | Client Key: | ¥ | Please set the Certificate.

Blowfish ¥

SHA-1

v

Adaptive ¥

# Enable

¥ Enable

Edit

Enable

OpenVPN Client
Name
Interface

Protocol

Port

TunnelScenario

Remote IP/FQDN

Remote Subnet

Redirect Internet

Traffic

NAT

A Must filled setting

1. A Must filled setting
2.By defaultWAN-1 is
selected.

1. A Mustfilled setting
2.By defaultTCHs
selected.

1. A Must filled setting
2.By default443is
set.

1. A Must filled setting
2.By defaultTUNis
selected.

A Must filled setting

1. An Optionalsetting
2.The box is
unchecked by default.
1. An Optionalsetting
2.The box is
unchecked by default.
1. An Optionalsetting

TheOpenVPN Clientiamewill be used to identify the client in the tunnel list.
Value Rangel ~ 32 characters.
Define the physical interface to be used for this OpenVPN Client tunnel.

Define theProtocolfor the OpenVPN Client.

1 SelectTCP

->The OpenVPN will use TCP protocol, Bod will be set agt43automatically.
1 SelectUDP

-> The OpenVPN will use UDP protocol, Bod will be set as 1194
automatically.

Specify thePort for the OpenVPN Client ose

Value Range 1 ~ 65535.

Specify tle type of Tunnel Scenariofor the OpenVPN Client tose It can be
TUNfor TUN tunnekcenarig or TAPfor TAP tunnescenario

Specify theRemote IP/FQDNf the peer OpenVPN Server for this OpenVPN
Client tunnel.

Fill in thelP address or FQDN.

Check theEnablebox to activate remote subnédunction, and pecify Remote
Subnetof the peer OpenVPN Server for this OpenVPN Client tunnel.

Fillin the remote subnet addresandremote subnet mask.

Check theenablebox to activate theRedirect Internet Traffidunction.

Check theEnablebox to activate theNATfunction.
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Authorization Mode

Local Endpoint IP
Address

Remote Endpoint IP
Address

StaticKey

Encryption Cipher
Hash Algorithm
LZO Compression

Multicast

Persis Key

Persis Tun

Advanced
Configuration

Tunnel

Save
Undo

2.The box ishecked
by default.

1. A Must filled setting
2.By defaulfTLSs
selected.

A Must filled setting

A Must filled setting

A Must filled setting

By defaultBlowfishis
selected.

By defaultSHAL is
selected.

By defaultAdaptiveis
selected.

1. An Optionalsetting
2.The box is checked
by default.

1. An Optionalsetting
2.The box is checked
by default.

1. An Optionalsetting
2.The box is checked
by default.

N/A

The box is unchecked
by default

N/A

N/A

Specifithe authorization moddor the OpenVPN Server

1 TLS

->The OpenVPN will use TLS authorization mode, and the following T
Cert, Client CertandClient Keywill be displagd.

CA Cert.could be selected in Trusted CA Certificate List. Refelject
Definition > Certificate> Trusted Certificate

Cliert Cert.could be selected in Local Certificate List. Refeédlgect Definition
> Certificate> My Certificate

Client Keycould be selected in Trusted Client key List. Ref@hgect Definition
> Certificate> Trusted Certificate

i Static Key

->The OpenVPN will use static key authorization mode, and the following ite
Local Endpoint IP AddresRemote Endpoint IP Addressd Static Keywill be
displayed.

Specify thevirtual Local Endpoint IRddressof this OpenVPN gateway

Value RangeThe IP format is 18.0x, the range ofxis 1~254

Note: Local Endpoint IP Address will be available only when Static Key is cl
in Authorization Mode.

Specify thevirtual RemoteEndpoint IP Addresef the peerOpenVPN gateway
Value RangeThe IP format is 18.0x, the range ok is 1~254

Note: Remote Endpoint IP Address will be available only when Static k
chosen in Authorization Mode.

Specify theStatic Key

Note: Static Key will be available only when Static Key is chosen in Authori
Mode.

Specify theEncryption Cipher.

It can beBlowfish/AES256/AES192/AES128/None.

Specify theHash Algorithm.

It can beSHA1/MD5/MD4/SHA2-256/SHA2512/None/Disable.

Specify thd.ZO Compressiascheme.

It can beAdaptive/YES/NODefault.

Check theenablebox to activate theMulticast function.

Note: Multicast function is only available for TAP tunnel scenario.
Check theEnablebox to activate thePersis Keyunction.

Check theEnablebox to activate theéPersis Turfunction.

Click theEdit button to ecify the Advanced Configuratiorsetting for the
OpenVPN server

If the button isclicked Advanced Configuratiomvill be displagd below.

Check theEnablebox toactivatethis OpenVPN tunnel.

ClickSaveto save the settings.
ClickXto cancel the changeand return to last page
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WhenAdvanced Configuratiofis selected, an OpenVPN Client Advanced Configuration screen will appear.

Item Setting
» TLS Cipher None T
» TLS Auth. Key(Opfional)
#\(Optional)
¥ User Name(Optional) (Optional)
v Password(Optional) (Optional)
¥ Bridge TAP to VIAN 1 v
+ Firewall Protection Enable
b Client IP Address Dynamic IP v
» Tunnel MTU 1500
b Tunnel UDF Fragment 1500
¥ Tunnel UDP MS5-Fix Enable
r nsCertType Verification Enable
» TLS Renegotiation Time(seconds) 3600 (seconds)
+ Connecfion Refry(seconds) -1 (seconds)
» DNS Automatically ¥
» Additional Configuration
e

TLS Cipher

TLS Auth. Key

User Name

Password

Bridge TAP to

Firewall Protection

1. A Must filled setting
2. TLSRSAWITH
AES12&HAis selected
by default

1. An Optionalsetting
2. String format: any text

An Optionalsetting

An Optionalsetting

By defaultVLANL is
selected

The box is unchecked by

default.

Specify theTLCipherfrom the dropdown list

It can beNone / TLSRSAWITHRC4MD5/ TLSRSAWITHAES128&HA /TLS

RSAWITHAES256HA / TLSDHEDSSAES28-SHA /| TLOHEDSSAER56-

SHA

Note: TLSCipherwill be available only whefLSis chos@ in Authorization
Mode.

Specify theTLS Auth. Kefor connecting to an OpenVPN server, if the ser
required it.

Note: TLSAuth. Keywill be available only whefmLSs chosa in Authorization
Mode.

Enter theUser accountfor connecting to an OpenVPN server, if the ser
required it.

Note: User Namewill be available only whefLSis chos@ in Authorization
Mode.

Enter the Passwordfor connecting to an OpenVPN server, if the ser
required it.

Note: User Namewill be available only wheflLSis chos@ in Authorization
Mode.

Specify thesetting oféBridge TAP této bridge the TAP interface to a certa
local network interfacer VLAN

Note: Bridge TAP to will be available only whBAPis chose in Tunnel
Scenaricand NATis unchecked

Check the box tactivate theFirewall Protectionfunction.

Note: Firewall Protectionvill be available only when NASenabled
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Client IP Address By defaultDynamic IHs  Specify thevirtual IP Addres$or the OpenVPN Client

selected It can beDynamic IPStatic IP.
Tunnel MTU 1.A Must filled setting Specify thevalue ofTunnel MTU
2.The value is 1500 by  Value Range0 ~ 1500.
default
Tunnel UDP The value is 1500 by Specify thevalue ofTunnel UDP Fragment
Fragment default Value Range0O ~ 1500.
Note: Tunnel UDP Fragment will be available only whHDPis chosa in
Protocol
Tunnel UDP MSS  The box is unchecked by Check theEnablebox toactivatethe Tunnel UDP MSEixfunction.
Fix default. Note: Tunnel UDP MZ3x will be available only whebDPis chose in
Protocol
nsCerType The box isinchecked by Check theEnablebox toactivate thensCerType Verificatiofunction.
Verification default. Note: nsCerType Verificatiowill be available only whemLSis chosa in
Authorization Mode
TLRenegotiation  The value i8600by Specify thaime interval ofTLS Renegotiation Time
Time (seconds) default Value Range-1 ~86400.
Connection The value isl by default Specify thegime interval ofConnection Retry
Retry(seconds) Thedefault-1 means that it is no need to execute connection retry.
Value Range-1~86400, and-1 means no retry is required
DNS By defaultAutomatically Specify thesetting ofDNS
is selected It can beAutomaticallyManually.
Additional An Optionalsetting Enter optional configuration string here. Up to 256 characters is allowable,
Configuration Value Range0 ~256characters
Save N/A ClickSaveto save the settings.
Undo N/A ClickXto cancel the changesnd return to last page
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5.1.3 L2TP
Item Setting
» L2TP [ Enable
» Client/Server
= L2TP Server Configuration [ -] ]
Item Setting
» LZTP Server Enable
» Interface
» LZTP over IPsec Enable Preshared Key | | (Min. 8 characters)
v Server Virtual IP |1!]2.168_1I]_1 |
» IP Pool Starting Address
+ IP Pool Ending Address
+ Authentication Protocol PAF ' CHAP © MS-CHAP ' MS-CHAF v2
+ MPPE Encryption Enable
» Service Port [1701 |
= L2TP Server Status [ -] =]
User Name Remote IP Remaote Virtual IP Remote Call 1D Actions
Mo connection from remote
= User Account List [[TT] [ - ] )
D User Name Password Enable Actions

Layer 2 Tunneling Protocol (L2TP) is a tunneling protocol used to support virtual private networks (VPNSs) or
part of the delivery of services by ISPs. It does not provide any encryption or confidentiality by itself. Rather,
relies on an encryptioprotocol that it passes within the tunnel to provide privacy. This Gateway can behave
as a L2TP server and a L2TP client both at the same time.

L2TP Servertt must have a gatic IP or a FQDIor clients to create L2TP tunnel.also maintaingx | & S NJ
Accountlisté (user namé password)for client login authentication; There is a virtual IP pool to assign virtual IP
to each connected L2TP client.

L2TP Client It can be mobile users or gateways in remoféces with dynamic IP. To setup tunnel, it skabu
get duser namé, gpassword and serve® global IP. In addition, it is required to identify the operation mode
for each tunnel asnain connection, failover for another tunnel, or load balance tunnel to increase overall
bandwidth. It needs to decidéDefauli DI (@@ wW8 Y 2 (i S fdr paokgt 8otv£Moreover, you can also
define what kind of traffics will pass through the L2TP tunnel indbefault Gateway / Remote Submet
parameter.
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Network-A @ HQ Data Center

Application
Server
>

Security
Gateway
“StaticIP”

a N
Global IP: 203.95.80.22

Local IP:10.0.76.2

[L2TP]-[L2TP Server Configuration]

Database

Network-B @ Remote Office

L2TP over IPSec:

Enable Preshare Key, 12345678
Server Virtual IP: 192.168.101.253
IP Pool Starting Address: 10
IP Pool Ending Address: 50
Authentication Protocol: MS-CHAP
MPPE Encryption: Enable, 128 bits
Service Port: 1701

ID1:
User Name: Client-1
Password: 1234

M2M

Create tunnel by Client,
Authentication by Server.

Server assign Virtual IP,
Tunnel created.

Client subnet can access
HQ server via tunnel.

Internet packets go through
Tunnel if “Default Gateway”
option Is enabled.

S Gateway
> “Dynamic IP”
Server Cijen v
________ 1~ = Global IP: 118.18.81.33

Local IP:10.0.75.2

[L2TP]-[L2TP Client Configuration]

Operation Mode: Always on

L2TP over IPSec: Enable

Preshare Key: 12345678

Remote LNS IP/FQDN: 203.95.80.22
Remote LNS Port: 1701

User Name: Client-1

Password: 1234

Remote Subnet: 10.0.76.0/24
Authentication Protocol: MS-CHAP
MPPE Encryption: Enable,128 bits
Service Port: Auto

Besides, for the L2TP client peer, a Remote
Subnetitem is required It is for the Intranet
of L2TPserverpeer. So, atL2TPclient peer,
the packets whose destination is in the
dedicated subnewill be transferred via the
L2TPunnel. Others will be transferred based
on current routing policy ofhite gateway &
L2TRclient peer. But, if yoentered 0.0.0.0/0
in the Remote Subnet field, it will be treated
as a"Default Gateway"setting for the L2TP
client peer,all packets includingthe Internet
accessing oEL2TP leent peer, will go through
the established_2TP tunnel. That means tk
remote L2TPserverpeer controls the flowof
any packets from he L2TP client peer.
Certainly, hose packets come through the
L2TRunnel.

141



M2M Cellular Gateway

LZTP Setting

Go toSecurity VPN > L2TRb.

TheLZTP setting allowsser to create and configudeZTP tunnels.

Enable L2TP
= Configuration ‘ %
Item Setting
» L2TP () Enable
» Client/Server

EnableL2TPWindow
Item
L2TP

Value setting

Description
Unchecked by default Click theEnablebox to activatel 2TP function.

Client/Server

A Must filed setting

Specify the role of2TP. Selecgerveror Clientrole your gateway will take.
Below are the configuration windows fe2TP Server and far2 TRClient.

Save

N/A

ClickSavebutton to save the settings

As a LZP Server

When selecServerin Client/Server, the L2TP server Configuration will appear.

= L2TP Server Configuration

Item

Setting

¥ L2TP Server

Enable

¥ Interface

WANT

» L2TP over IPsec

() Enable Preshared Key 1234567890 | (Min. 8 characters)

» Server Virtual IP |192-153.13.1 |

¥ |IP Pool Starting Address

» IP Pool Ending Address

» Authentication Protocol < PAP v CHAP | MS-CHAP | MS-CHAPv2
» MPPE Encryption Enable

» Service Port

1701 |

142



M2M Cellular Gateway

L2TP Server Configuration

Item Value setting Description

The box is unchecked When click theEnablebox
L2TP Server ) .

by default It will active L2TP server

1. A Must fill i

ust I. setting Selectthe interface on whicHh.2TRunnel is to be establishedt can be the
Interface 2. All WANsis selected . .
available WAN interfaces.

by default

The box is unchecked When click theEnablebox.
L2TP over IPSec It will enable L2TP over IPSec and nexfill in the Preshared Key8~32

by default
y detau characters)

Specify the L2TP server Virtual IP

Server Virtual IP A Must filled settin i . .
g It will set as this L2TP server local virtual IP

Specify the L2TP server starting IP of virtual IP pool

IP Pool Starting 1. A Must filled setting . . . . .
Address 2.10is set by default. It will set as the starting IP which assign to L2TP client
Value Rangel ~ 254
. Specify the L2TP server ending IP of virtRgool
IP Pool Ending 1. A Must filled setting Itr\)/vill ];yet as the ending IP Whicgh assign toépIiZTP client
Address 2.17is set by default. .g g .
Value Range>= Starting Address, and < (Starting Address + 2pér
Authentication Select single or multiplauthentication Protocols for th&2TP serer with
Protocol A Must filled setting ~ which to authenticatd_2TP clients. Available authentication protocols B/

CHAR MSCHAR MSCHAR/2.

Secify whether to support MPPE Protocol. Click Bmablebox to enable
MPPE and from dropdown box to seldét bits/ 56 bits/ 128 bits

Note: when MPPE Encryption is enabled, the Authentication ProtBl
CHAPRoptions will not be available.

MPPE Encryption A Must filled setting

Specify theService Porivhich L2TP server use.

Service Port A Must filled settin

g Value Rangel ~ 65535.
Save N/A Click theSavebutton to save the configuration.
Undo N/A Click theUndobutton to recovery the configuration.

= L2TP Server Status Br{zjfs=]

User Name Remote IP Remote Virtual IP Remote Call ID Actions

Mo connection from remote

L2TP Server Status

Item Value setting Description
It displays thdJser Name, Remote IP, Remote Virtual IP, and Remote @éll |
L2TP Server Status N/A the connected_2TP clients

Click theRefreshbutton to renew the L2TP client information.
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= User Account List (R0 [ ] =]
D User Name Password Enable Actions
User Name Password Account
| | [ | 01 Enable
[Save

User Account List Window

Item Value setting Description

This is the.2ZTP authentication user account entry. You can create and add
accounts fo remote clients to establishZTP VPN connection to the gateway
device.

ClickAdd button to add user account. Enter User name and password. Then
User Account List check he enablebox to enable the user.

Max.of10 user

accounts .
ClickSavebutton to save new user account.

The selected user account can permanently be deleted by clickinDelete
button.
Value Rangel ~ 32 characters.
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As a LZPClient

When select Client in Client/Serversaries L2TP Client Configuration will appear.
= L2TP Client Configuration

Item Setting

¥ L2TP Client Enable

L2TP Client Configuration

Item Setting Value setting Description

L2TP Client i
The box is unchecked Check theEnablebox to enabldL2TP client role of the gateway.
by default

Save N/A ClickSavebutton to save the settings.

Undo N/A ClickUndobutton to cancel the settings.

Create/EditLZTP Client

= L2TP Client List & Status m ®

ID Tunnel Name Interface Virtual IP IIR;.?I-E?}DE:?I Remote Subnet Status Enable Actions
1 L2TP #1 WAN 1 0000 |192.168.127.72 (] Select

When Add/Edit button is applied a series of configuration screen will appediou can add up to 8 L2TP
Clients.

= LZTP Client Configuration

Item Setting
» Tunnel Name |L2TP #1 |
» Interface WANT v
» L2TP over IPsec [ Enable Preshared Key | | (Min. 8 characters)
» Remote LNS IP/FQDN L ]
» MTU
» Remofe LNS Port [1701
» User Mame |:|
» Password |:|
» Tunneling Password (Optional) | |
» Remote Subnet |:|
» Authentication Protocol ) PAP [ CHAP [ MS-CHAP [ MS-CHAP v2
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» MPPE Encryption Enable
» NAT before Tunneling Enable
Auto v
 LCP Echo Type nterval |30 seconds Max. Failure Time |6 times
» Service Port Auto |0
» Tunnel Enable
Tunnel Name A Must filled setting Enter a tunnehame. Enter a name that is easy for you to identify.

Value Rangel ~ 32 characters.

Define the selected interface to be the used for this L2TP tunnel
Interface A Must filled setting (WAN-1is available only when WANinterface is enabled)

The same app#s to other WAN interfaceg @.WAN-2).

L2TP over IPSec The box is unchecked Checkhe Enablebox to ativate L2TP over IPSeand further specify &re

by default shared Key8~32 characters)
Remote LNS . . .
IP/EQDN A Must filled setting Enter the publidP address or the FQDN of th&TP server.
1.A Must filled setting .
. Specify theMTU.
MTU 2.The value is 1500 by pecify

default Value Range0 ~ 1500.

1. A Must fikkd setting
Remote LNS Port 2.1701is sethy
default

Enter theRemote LNS Pofor this L2TP tunnel.
Value Rangel ~ 65535.

Enterthe UserName for this LZTP tunnel to bewuthenticated when connect to
Use Name A Must filled setting LZTP server.
Value Rangel ~ 32 characters.
) . Enterthe Passwordfor thisLZTP tunnel to beuthenticated when connect to
Password A Must filled setting LITP server.

l;rs]g\?vlg;g (Optional) :;t(i)np;onalfllled Enterthe Tunneling Passworébr this L2TP tunnel to authenticate.
Specifythe remote subnefor thisL2TP tunnel to reach2TP server.

The Remote Subnet format must be IP address/netmask (e.g. 10.0.0.2/24).
It is for the Intranet oL2TP VPN server. So,l#HTP client peer, the packets
whose destination is in the dedicated subnet willtbensferred via the.2TP
VPN tunnel. Others will be transferred based on current routingcpalf the
security gateway alt2TP client peer.

If you entered 0.0.0.0/0 in the Remote Subnet field, it will be treated as a
default gateway settindpr the LZTP client peer, all packetscludingthe
Internet accessing df2ZTP Client peewill go through the established?2TP VPN
tunnel. That means th remoteL2TP VPN serveontrols the fow of any
packets from theL2TP client peer. Certainlyjhose packets come through the
L2TP VPN tunnel.

Authentication 1. A Must fikkd setting  Specify one ore mitiple Authentication Protocolfor thisLZTP tunnel.

Protocol 2. Unchecked by Available authentication methods aRAP/ CHAR MS-CHAR MSCHAR/2.
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MPPE Encryption

NAT before
Tunneling

LCP Echo Type

Service Port

Tunnel
Save
Undo

default

1. Unchecked by
default

2. an optional setting

1. A Must filed setting
2. Unchecked by
default

1. Auto is set by
default

A Must filled setting

Unchecked by default
N/A
N/A

Spedy whetherLZTP server supportglPPE ProtocolClick theEnablebox to
enable MPPE.

Note: when MPPE Encryption is enabled, the Authentication Prot&Bl
CHAPRoptions will not be available.

Spedy whetherNAT is required or not for thi2TP tunnel.

Specify the LCBcho Type for this2TP tunnellt can beAuto, Userdefined, or
Disable

Auto: the system sets the Interval and Max. Failure Time.

Userdefined: enter the Interval and Max. Failuiéme.The default value for
Interval is 30 seconds, and Maximum Failure Times is 6 Times.

Disable disable the LCP Echo.

Value Rangel ~ 99999 for Interval Time, 1~999 for Faillinme

Specify theService Porfor thisL2TP tunnel to usdt can beAuto, (1701) for
dsco), or Userdefined.

Auto: The systendetermines the service port

1701 (for Cisco)The system use port 1701 for connecting with CISCO L2TP
Server.

Userdefined: Erter the service port The default valués 0.

Value Range0 ~ 65535.

Check theEnablebox to enable thi¢ 2TP tunnel.

ClickSavebutton to save the settings.

ClickX button to cancel the settingand back to last page

147



M2M Cellular Gateway

5.1.4 PPTP

Item Setting
» PPTP Enable
» Client/Server Server ¥

Item Setting
» PPTF Server Enable
» Interface All WANS
» Server Virtual IP 192.168.0.1
» IP Pool Starting Address 10
» IP Pool Ending Address 17
» Authenfication Protocol PAP 0 CHAP [0 MS-CHAP 11 MS-CHAP v2
» MPPE Encryption Enable 40 bits v

Refresh
User Name Remote IP Remote Virtual IP Remote Call 1D Actions

Mo connection from remote

Add || Delete
D User Name Password Enable Actions

Pointto-Point Tunneling Protocol (PPTP) is a method for implementing virtual private networks. PPTP uses
control channel over TCP and a GRE tunnel operating to encapsulate PPP piacketslientserver based
technology. There argarious levels oauthentication and encryptioior PPTP tunneling, usualiatively as
standard features of the Windows PPTP staltle security gateway can play either "PPTP Server" role or
"PPTP Client" roltor a PPTP VPN tunnel, both at the same timdor different tunnels PPTP tunnel process

is nearly the same as L2TP.

PPTP Servelt must have a datic IP or a FQDfor clients to create PPTP tunnels.also maintaing | & S NJ
Accountlisté (user name’ password)for client login authentication; There is a virtuald®ol to assign virtual
IP to each connected PPTP client.

PPTP Clientit can be mobile users or gateways in remotéces with dynamic IP. To setup tunnel, it should
get duser namé, gpassword and serve® global IP. In addition, it is required to identify the operation mode
for each tunnel asnain connection, failover for another tunnel, or load balance tunnel to increase overall
bandwidth. It needs to decidéDefauli DI (@ &W8 ¥ 2 (i S fdr packy fEwi. #oreover, you can also
define what kind of traffics will pass through the PPTP tunnel indbefault Gateway / Remote Subiget
parameter.
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Network-A @ HQ Data Center

Network-B @ Remote Office

Application

Ser\ter Database

O .
+F | 10.0.76.0/24 5 e
r:\,/ / :‘;: J 4 e k
S, “

Security M2M
Gateway Gateway
“StaticIP” “Dynamic IP”
; \_oerver Cl Y
Global IP: 203.95.80.22 — = = = — = — — — 1~~~ Global IP: 118.18.81.33

Local IP: 10.0.76.2

Create tunnel by Client,
Authentication by Server.

[PPTP]-[PPTP Server Configuration] 1

Server Virtual IP: 192.168.101.253
IP Pool Starting Address: 10

IP Pool Ending Address: 50 2
Authentication Protocol: MS-CHAP
MPPE Encryption: Enable, 128 bits 3

Server assign Virtual IP,
Tunnel created.

Client subnet can access
HQ server via tunnel.

ID1:
User Name: Client-1 4
Password: 1234

Internet packets go through
Tunnel if “Default Gateway”
option Is bled

Local IP: 10.0.75.2

[PPTP]-[PPTP Client Configuration]

Operation Mode: Always on
Remote IP/FQDN: 203.95.80.22
User Name: Client-1

Password: 1234

Remote Subnet: 10.0.76.0/24
Authentication: MS-CHAP

MPPE Encryption: Enable, 128 bits

Certainly, hose packets come through

tHRPTRunnel.

Besides, for the PPTP client peer, a Remote
Subnetitem is required It is for the Intranet
of PPTRservea peer. So, atPPTRlient peer,
the packets whose destination is in the
dedicated subnewill be transferred via the
PPTRunnel. Others will be transferred based
on current routing policy ofhte gateway at
PPTRlient peer. But, if yoentered 0.0.0.0/0
in the Remote Subnet field, it will be treated
as a"Default Gateway"setting for the PPTP
client peer,all packets includingthe Internet
accessing oPPTP lent peer, will go through
the establishedPPTRunnel. That means th
remote PPTRserverpeer controls the flowof
any packets from e PPTP client peer.
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PPTP Setting

Go toSecurity> VPN > PPTRb.

The PPTP setting allows user to create and configure PPTP tunnels.

Enabk PPTP
% Configuration ’ b4
Item Setting
» PPTP () Enable
¥ Client/Server
EnablePPTP Window
Item Value setting Description
PPTP Unchecked by default Click theEnablebox to activatePPTP function.
Client/Server A Must fill setting Specify the role of ‘PPTP'. Selﬁetveror Clientrole your gateway wi-II take.
Below are the configuration windows for PPTP Server and for Client.
Save N/A ClickSavebutton to save the settings

As aPPTP Server

The gateway supports up to a maximuml®f PPTP user accounts
WhenServerin the Client/Server field is selected, the PPTP server configuration window will appear.

% PPTP Server Configuration . ®

ltem Setting
» PPTP Server Enable
¥ Interface
¥ Server Virtual IP ‘192-168'12'1 ‘
* IP Pool Starting Address
¥ |P Pool Ending Address

» Authentication Protocol

PAFP CHAP ¢ MS-CHAP v MS-CHAF v2

» MPPE Encryption

v Enable
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PPTP Server Configuration Window

Item Value setting Description
PPTP Server Unchecked by default Check theEnablebox to enable PPTP server role of the gateway.
1. A Must fill setti
us I. seting Selectthe interface on whiclPPTRunnel is to be establishedt can be the
Interface 2. All WANs s selected . .
available WAN interfaces.
by default
1. A Must fillsetting Specify the PPTP server Virtual IP address. The virtual IP address will serv
Server Virtual IP 2. Default is the virtual DHCP server for the PPTP clients. Clients will be assigned a virt
192.1680.1 address from it after the PPTP tunnel has been estaldishe
. . . CKAA A& GKS ttce¢t aASNIBSNRAEA +ANIdz ¢
P Pool Starting 1 AMustiilseting \ » onBaa F2NJ GKS adoySd FNEY 6KAOK
Address 2. Default islO
Value Rangel ~ 254
CKAA A& GKS tte¢t aSNBSNDRAa +ANIdz €
IPPool Ending 1. A Must fill setting e A A , <
Address > Default i<L7 FRRNB&aa T2NJ UKS &dzoySud FNRY 6KAOK

Value Range>= Starting Address, drx (Starting Address + 8) 864.
1. A Must fill setting Select single or multipl&uthentication Protocols for the PPTP server with
2. Unchecked by which to authenticate PPTP clients. Available authentication protocolBARS
default CHAR MSCHAR MSCHAR/2.
Specify whether to support MPPE Protocol. ClickEhablebox to enable
MPPE and from dropdown box to seldé bits/ 56 bits/ 128 bits
Note: when MPPE Encryption is enabled, the Authentication ProtBl

Authentication
Protocol

1. A Must fill setting
MPPE Encryption 2. Unchecked by

default ) . .
erad CHAPRoptions will not be available.
Save N/A ClickSavebutton to save the settings.
Undo N/A ClickUndo button to cancel the settings.
= PPTP Server Status

User Name Remote IP Remote Virtual IP Remote Call ID Actions

Mo connection from remote

PPTP Server Status Window

Item Value setting Description
It displays théJser Name, Remote IP, Remote Virtual IP, and Remote @éll |
PPTP Server Status N/A the connected PPTP clients

Click theRefreshbutton to renew thePPTP client information.

= User Account List [F¥7] B
1D User Name Password Enable Actions
User Name Passwaord Account
| | | | 1 Enable
[Save]

User Account List Window

Item Value setting Description
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User Account List

This is the PPTP authentication user account entry. You can create and ad
accounts for remote clients to establish PPTP VPN connection to the gatew
device.
ClickAdd button to add user account. Enter User name and password. Then
check theenable box to enable the user.

ClickSavebutton to save new user account.

The selected user account can permanently be deleted by clickinDetete
button.

Value Rangel ~ 32 characters.

Max.of 10 user
accounts

As aPPTP Client

When select Client in Client/Server, a sef®¥TP Client Configuration will appear.
= PPTP Client Configuration

Item

Setting

» PPTP Client

Enable

PPTP Clientonfiguration

Item Value setting Description

PPTP Client Unchecked by default Check theEnablebox to enable PPTP client role of the gateway.
Save N/A ClickSavebutton to save the settings.

Undo N/A ClickUndobutton to cancel the settings.

Create/Edit PPTP Client

= PPTP Client List & Status W10/ I Delete || Refresh
ID Tunnel Name Interface virtual IP “RJ?I%%E‘ Remote Subnet Status Enable Actions

WhenAdd/Edit button is applieda series PPTP Client Configuration will appear.
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Tunnel Name

Interface

Remote IP/FQDN

MTU

UserName

Password

Remote Subnet

Item Setting
b Tunnel Name PPTP #1
b Interface WANT
+ Remote IP/FQDN
» MTU 1500
r User Name
» Password
» Remote Subnet
v Authentication Protocol PAP O CHAP [ MS-CHAP [ M3-CHAP v2
¥ MPPE Encryption Enable
F NAT before Tunneling Enable
Auto v
> LCF Echo Type Interval (30 seconds Max. Failure Time [§ fimes
+ Tunne| Enable
A Must fillsetting Enter a tunnehame. Enter a name that is easy for you to identify.

Value Rangel ~ 32 characters.
1. A Must fill setting Define the selected intgace to be the used for thiBPFTP tunnel
2.WANL1is selected by (WAN-1is available only when WANinterface is enabled)
default The same applies to other WAN@érfaces é.g WAN-2).
1. A Must fill setting.  Enter the public IP address or the FQDN of the PPTP server.
2. Format can be a
ipv4 address or FQDN
1. AMust filled setting  Specify theMTU.
2.The value is 1500 by Value Range0 ~ 1500.

default

A Must fill setting Enterthe UserNamefor this PPTP tunnel to be authenticated when connect
PPTP server.
Value Rangel ~ 32 characters.

AMust fill setting Enterthe Passwordor this PPTP tunnel to be authenticated when connect tc
PPTP server.

A Must fill setting Specifythe remote subnefor this PPTP tunnel to reaclPPTP server.

The Remote Subnet format must be IP addraeghask (e.g. 10.0.0.2/24).

It is for the Intranet oPPTP VPN server. So,RIETP client peer, the packets
whose destination is in the dedicated subnet willttensferred via thePPTP

VPN tunnel. Others will be transferred based on current routingcpalf the

security gateway aPPTP client peer.

If you entered 0.0.0.0/0 in the Remote Subnet field, it will be treated as a
default gateway settindor the PPTP client peer, all packetscludingthe
Internet accessing dPTP Client peemill go through the establisheBPTP VPN
tunnel. That means th remotePPTP VPN serveontrols the fow of any
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packets from thePPTP client peer. Certainlyjhtose packets come through the
PPTP VPN tunnel.
1. A Must fill setting Specify one ore multipl&uthentication Protocolfor this PPTP tunnel.

éf;?:cngicat'on 2. Unclecked by Available authentication methods aRAP/ CHAR MS-CHAR MS-CHAR/2.
default
1. Unchecked by Specify whether PPTP server supp®BPE ProtocolClick theEnablebox to
default enable MPPE.

MPPE Encryption ) ) o L
2. an optional setting  Note: when MPPE Encryption is enabled, the Authentication ProR&Bl

CHAPRoptions will not be available.
1. A Must filkd setting  Spediy whetherNAT is required or not for this PPTP tunnel.

$§Jn25;2re 2. Unchecke by
default
Auto is set by default  Specify the LCP Echo Type for this PPTP tuhoah beAuto, Userdefined, or
Disable
Auto: the system sets the Interval and Max. Faillirme.
LCP Echo Type Userdefined: enter the Interval and Max. Failure Tinthe default value for
Interval is 30 seconds, and Maximum Failure Times is 6 Times.
Disable disable the LCP Echo.
Value Rangel ~ 99999 for Interval Time, 1~999 for Faillinme
Tunnel Unchecked by default Check theéEnablebox to enable this PPTP tunnel.
Save N/A ClickSavebutton to save the settings.
Undo N/A ClickXbutton to cancel the settingand back to last page
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5.1.5 GRE

Generic Routing Encapsulation (GRE) is a tunnpfiotgcol developed by Cisco Systems that encapssiate
wide variety of network layer protocols inside virtual petotpoint links over an Internet Protocol
internetwork.

Deploy aM2M gateway forremote siteand establish a virtual private network wittontrol center by using
GRE tunneling. So, all client hosts behi@M gateway can make data communication wgbrver hosts
behindcontrol centergateway.

GRE Tunneling is similar to IPSec Tunneling, client requesting the tunnel establishment with éheBsehv
the client and the server must have a Static IP or a F@DXpeer gateway can be worked as either a client
or a server, even using the same set of configuration. rule

GRE Tunnebcenario
NetworkcA @ HQ Data Center ) Network. @ Remote Office To setup a GRE tunnel, each peer needs to
Application %" setup its glob&aIP as tunnel IP and fill in the
server Database < 8a other's global IP as remote IP.
t“/ .0.76.0/28% PP ad . .
t_%jmmméJ 4 -2 m% Besides, each peer must further specify the
RN AN Remote Subneitem. It is for the Intranet of

Security —_m—— == —— — — B M2M K
Gateway 5 --.GRETunnel __[ Gateway GREserver peer. So, atGREclient peer, the
“StaticIP” ,, i 1p* . . . . .
e A it CI static P packets whose destination is in the dedicated
boelPi 00762 . T 77T 17 Rallp oo o subne will be transferred via theGREtunnel.
[GRE]-{GRE Rule Configuration] 1 CrestetunnelbyClient, ~_[SRE-IGRE Rule Configuration] Others will be transferred based on current
Tunnel Name: GRE_A_B Authentication by Server. Tunnel Name: GRE_A_B H H H
i m,:_,;' - j Anypssrgatoweycane narc m_,; - routing policy of he gateway aGRElient peer.
eration Mode: Always on oth Clien Server, an Operation Mode: Always on H 1
'cr)uin:rlp:zm.gs.sa.z;s szihav;Siaiicch;rFQDN- Tu:n:lth:IIB.J&BJ.S;S BUt, If yOU en_tereq OOOO/O in the RemOte
Remote IP: 118.18.81.33 Client subnet can accass | Remote [P:203.95.80.22 Subnet field, it will be treated as @efault
ey: 1234 3 serversubnetvia tunnel. Key: 1234
TIL: 255 TTL: 255 " i i
Remote Subnet: 10.0.75.0/24 4 Inierne_'lp“al:ketsgothruugh" Remote Subnet: 10.0.76.0/24 Gateway Settlng fOf' the GREIlent peer, a"
DMVPN Spoke: Disable e et G2teW2Y" | DMVPN Spoke: Disable packets includingthe Internet accessing dRE
Tunnel: Enable Tunnel: Enable

client peer, will go through the establishe@GRE
tunnel. That means te remote GREserverpeer controls the flowof any packets fromhie GREclient peer.
Certainly, hose packets come throtaghe GREunnel.

If the GRE server supports DMVPN Hub function, like Cisco router as the VPN concentrator, the GRE client
active the DMVPN spoke function here since it is implemented by GRE over IPSec tunneling.

155



M2M Cellular Gateway

GRE Setting

Go toSecurity> VPN > GRab.

The GRE setting allows user to create and configure GRE tunnels.

Enabk GRE
= Configuration ‘ .
Item Setting
» GRE Tunnel () Enable
¥ Max. Concurrent GRE 32
Tunnels

Enable GRE Window

Item Value setting Description
GRETunnel Unchecked by default Click theEnablebox to enableGREunction.
Max. Concurrent Depends orProduct Thespecified alue will limit the maximum number of simultaneoGREunnel
GRE Tunnels specification. connection.The default value can be different for the purchased model.
Save N/A ClickSavebutton to save the settings
Undo N/A ClickUndobutton to cancel the settings

Create/Edit GRE tunnel

# GRE Tunnel List .. --

ID | Tunnel Name Interface Tunnel IP Remote IP MTU Key TTL Remaote Subnet Enahle Actions

WhenAdd/Edit button is applieda GRE Rule Configuratisnreen will appear.
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¥ Tunnel Name

¥ Interface

» Tunnel IP

» Remote IP

¥ MTU

r Key

» TTL

» Remote Subnet

» Tunne

Item

Setting
GRE #1
WANT »
P MASK: | -- select one - ¥ | (Option
(Optional)
Enable

Tunnel Name

Interface

Tunnel IP

Remote IP

MTU

Key

TTL

Remote Subnet

A Must fill setting

1. A Must fill setting
2.WAN 1is selected
by default

An Optionalsetting

A Must fill setting

1. A Must filled setting
2. Auto (value zeroor
blankK) is set by default

An Optionalsetting

1. A Must fill setting
2. 11to 255 range

A Must fill setting

Enter a tunnehame. Enter a name that is easy for you to identify.
Value Rangel ~ 9 characters.

Selectthe interface on which GRE tunnel is to be establishiedan be the
available WAN and LANterfaces.

Enter the Tunnel IP addreasd corresponding subnet mask

Enter the Remote IP address of remote GRE tunnel gateway. Normally this
public IP address of the remote GRE gateway.

MTUrefers to Maximum Transmission Uritspecifies the largest packet size
permitted for Internet transmission.

When set toAuto 6 @ | t delank, th@router selects the best MTidr best
Internet connection performance.

Value Range0 ~ 1500,

Enter theKey for the GRE connection.

Value Range0 ~ 9999999999.

SpecifyTTLhop-countvaluefor this GRE tunnel.

Value Rangel ~ 255.

Specifythe remote subnefor this GREunnel.

The Remote Subnet format must be IP address/netmask (e.g. 10.0.0.2/24).
It is for the Intranet ofGREserverpeer. So, atGRElient peer, the packets
whose destination is in the dedicated subnet willtbensferred via theGRE
tunnel. Others will be transferred based on current routing @obf the security
gateway atGRElient peer.

If you entered 0.0.0.0/0 in the Ren®Subnet field, it will be treated as a
default gateway settindor the GRElient peer, all packetsncludingthe
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Internet accessing dBREclient peer, will go through the establisheBRE
tunnel. That means th remoteGREserverpeercontrols the fow of any packets
from the GREclient peer. Certainly hiose packets come through tleRE

tunnel.
Tunnel Unchecked by default CheckiEnablebox to enable this GRE tunnel.
Save N/A ClickSavebutton to save the settings.
Undo N/A ClickXbutton to cancel the settingand back to last page
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5.2 Firewall

Internet
Sessions | — - - o -
M2M-loT <—— Allow/ Sspecific destination port TCP/UDP
-—
Gateway =.|“" Deny Specific Destination IP Address

(@) |

—_—
E X=X
S e Applicati
3=, Block Lotsof TCP/UDP/ICMP =
I attack packets
IPS

Local
Access & Control

The firewall functions include Bket Filter, URL Blocking, Content FiltdAC Control, Application Filter, IPS
and some firewall optionsThe supported function can be different for the purchased gateway.

5.2.1 Packet Filter

ltem Setting
» Packet Filters ¥ Enahle
v Black List 7 White List Deny those match the following rules.
» Log Alert Log Alert

o Add Delets
LB |

D Rule From To
Name | Interface Interface

Source |Destination Time

Destination | Source .
Port Port Schedule Enable | Actions

Source IP P MAC Protocol
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"Packet Filter" function can let you define some filtering rules for incoming and outgoing packets. So the
gateway can control what packets are allowed or blocked to pass through it. A packet filter rule shoulc
indicate from and to which interface the paatkenters and leaves the gateway, the source and destination IP
addresses, and destination service port type and port numimeaddition the time schedule to which the rule

will be active.

Packet Filterwith White List Scenario

As shownn the diagram,specify "Packet Filter Rule

Denied to pass for non-http packets.

(packets not dest. to TCP port 80 / 443) List" as white list (Allow those match the following
o Ae--- aegess Tl checom /ot rules and define the rules. Rulel is to allow HTTP
. @6._ Ny @l @ & packetsto pass,and Rule2 isto allow HTTPS pleets
Allowed to Puss\"x.\ Getenay % % ~ to pass
{packets with TCP Poft‘&'ﬂ‘/ﬂd&).-___ User Group 192.168.123.2007250 ) ) )
Access “http:/fwww.abc.com/” Under such configuration, the gatewayll allow anly
BlckLit / Wihice Lt Allw those  Rule e : llw HTTP_HTTPS  Destination P Ay HTTP and HTTPS pasketsued from the IP range
match the following rules rom intertace : Any estination Port © .
: e HITP (TCPi80) for Rule-, 192.168.12300 to 250, which are targeted to TCP
Source IP: 192.168.123.200 HTTPs (TCP:443) for Rule-2 )
i) [l s port 80 or 4430 passthe WAN interface.

Packet Filter Setting

Go toSecurity> Firewall 3Packet FiltefTah

The packet filter setting allows usen treate and customize packet filter policies to allow or reject specific
inbound/outbound packets through the router based on their office setting.

Enabk Packet Filter

Item Setting
» Packet Filters Enable
» Black List / WWhite List Deny those match the following rules. »
¥ Log Alert Lag Alert

The boxs unchecked by
default

Packet Filter Check theEnablebox to activate Packet Filter function
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WhenDeny those match the following rules selected, as the name suggest,
. Deny those match the . . . .
Black List / . . packets specifiechithe rules will be blockegblack listed. In contrast, with
o following rules is set by . " o
White List Allow those match the following rulesyou can specifically white list the
default -
packets to pass and the rest will be blocked.
The box is unchecked b .
Log Alert y Check theEnablebox to activae Event Log.
default
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings

Create/EditPacket FiltelRules

Thegatewayallows you to customize your packet filtering rules. It supports up to a maximum of 20 filter rule
sets.

= Packet Filter List Rl [FEECH

Source IP

Destination Source |Destination

IP

Protocol Enable Actions

Schedule

WhenAdd button is applied PacketFilter Rule Configuratiorscreen will appear.

#1 Packet Filter Rule Configuration

Item Setting
» Rule Name |Ru|e1 |
¥ From Interface Any v
» Tolnterface Ay v
» Source P |Aﬂy v |
+ Destination IP |Any v |
» Saource MAC |Aﬂy v |

User-defined Service v

¥ Protocal

¥ Source Port

| |
User-defined Senvice v ||

(0) Ahlways v

[ Enshle

v Destination Paort

¥ Time Schedule

r Rule

Packet FiltelRuleConfiguration
Item Name Value setting

1. String format can be
any text

Description

Enter apacket filter rule nameEnter a name that is easy for you to remembe
Rule Name

2. A Must filled setting

Value Rangel ~ 30 characters.

From Interface

1. A Must filled setting

Define the selected interface to be the packattering interface of the router.
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To Interface

Source IP

Destination IP

Source MAC

Protocol

2. By default Any is
selected

1. A Must filled setting
2. By default Any is
selected

1. A Must filled setting
2. By default Any is
selected

1. A Must filledsetting
2. By default Any is
selected

1. A Must filledsetting
2. By default Any is
selected

1. A Must filled setting
2. By default An)is
selected

If the packets to be filtered are coming frdoAN to WANhen select LANbr
this field. OVLAN1 to WANthen selectVLANLI for this field. Other examples
are VLANL to VLAN2. VLANL to WAN.

SelectAnyto filter packets coming into the router from anyténfaces.

Please note that two identical interfaces are not accepted by the roeter,
VLANL1 to VLANL.

Define the selected interface to be the packeaving interface of the routetf
the packets to be filtered are entering frobAN to WAN therselectWANfor
this field. OVLAN1 to WANthen selectWANfor this field. Other examples art
VLANL1 to VLAN2. VLANL to WAN.

SelectAnyto filter packets leaving the router from any intades.

Please note that two identical interfaces are not accepted by the roeter,
VLANL1 to VLANL.

This field is to specify theource IP address

SelectAnyto filter packets coming from any IP addresses.

SelectSpecific IP Addreds filter packets coming from an IP address.
SelectlP Rangeo filter packets coming from a specified range of IP address.
SelectiP Addresdhased Grougo filter packets comingrém a predefined
group. Note: group must be praefined before this option become available.
Refer toObject Definition>Grouping > Host groupingfou may also access ta
create a group by thédd Ruleshortcut button.

This field is to specify theestination IP address

SelectAnyto filter packets that are entering to any IP addresses.
SelectSpecific IP Addreds filter packets entering to an IP address entered it
this field.

Sekct IP Rangeo filter packets entering to a specified range of IP address
entered in this field.

SelectiP Addresshased Groupo filter packets entering to a prdefined group
selected. Note: group must be pdefined before this selection become
availabe. Refer toObject Definition> Grouping > Host groupingfou may also
access to create a group by tAeld Ruleshortcut button. Setting done through
the Add Rulebutton will also appear in thelost groupingsetting screen.

This field is to specify th®ourceMACaddress

SelectAnyto filter packets coming from any MAC addresses.

SelectSpecific MAC Address filter packets coming from a MAC address.
SelectMAC Addressased Groupo filter packets coming from a prefined
group selected. Note: group must be pdefined before this selection become
available. Refer t@bject Definition> Grouping > Host groupingfou may also
access to create a group by tAeld Ruleshortcut button.

ForProtocol selectAnyto filter any protocol packets

Then forSource Portselect a predefined port dropdown box whevell-known
Services selected, otherwise selethserdefined Servie and specify a port
range.

Then forDestination Port select a predefined port dropdown box whevell-
known Servicds selected, otherwise seletiserdefined Serviceand specify a
port range.

162



M2M Cellular Gateway

Value Rangel ~ 65535 for Source Port, Destination Port

ForProtocol selectt CMPv4to filter ICMPv4 packets
ForProtocol selectTCRo filter TCPpackets
Then forSource Portselect a predefined port dropdown box whevell-known
Serviceis selected, otherwise selettserdefined Serviceand specify a port
range.
Then forDestination Port select a predefined port dropdown box whivell-
known Servicas selected, otherwise seletiserdefined Serviceand specify a
port range.
Value Rangel ~65535 for Source Port, Destination Port
ForProtocol selectUDPto filter UDPpackets
Then forSource Portselect a predefined port dropdown box whevell-known
Services selected, otherwise seletiserdefined Serviceand specify a port
range.
Then forDestination Port select a predefinedort dropdown box wherwell-
known Services selected, otherwise selettserdefined Serviceand specify a
port range.
Value Rangel ~65535 for Source Port, Destination Port
ForProtocol selectGREO filter GREpackets
ForProtocol selecteSRo filter ESPackets
ForProtocol, selectSCTRo filter SCTPackets
ForProtocol selectUserdefinedto filter packets with specified port number.
Then enter a pot number iRrotocol Numberbox.
ApplyTime Scheduleto this rule, otherwise leave it as Always.

Time Schedule A Must filled setting If the dropdown list is empty ensufEme Schedulés preconfigured. Refer to

Object Definition> Scheduling €onfigurationtab.
The box is unchecked by

Rule default ClickEnablebox to activate this rule then save the settings.
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings
When theBackbutton is clicked the screenillvreturn to the Packet Filter
Back N/A

Configuration page.
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5.2.2 URL Blockingnot supported)

Not supported feature for the purchased product, leave it as blank.

164



M2M Cellular Gateway

5.2.3 MAC Control

Item Setting
» MAC Control « Enable
» Black List / White List Deny MAC Address Below. v
» Log Alert Enable
» Known MAC from LAN PC List v || Copytfo
Add Delete
D Rule Name MAC Address Time Schedule Rule Enable Actions

"MAC Control" function allows you to assign the accessibility to the gateway for different users based o
RSOAOSQa aWhen the RdtMiBt@tdr @vants to rejetoe traffics fromsome client hosts with specific
MAC addresses, he can use the "MAC Control" function to rejebtthe black listconfiguration.

MAC Control with Black List Scenario

As shownn the diagram,enable the MAC control
function and specify the "MAC Control Rule List" is
a black list, and configure one MAC control rule for
the gateway to deny the connection request from
the "JP NB" with its own MAC address
20:6A:6A:6A:6A:6B

System will block the connengl from the "JP NB"
to the gateway but allow others.

165


































































































































































































































































































































































