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Chapter 1lintroduction

1.1 Introduction

Congratulations on your purchase of this outstanding prod@&/VAN ExtenderFor M2M (Machineo-
Machine) applications, AMISG WAN Extenders absolutely the right choice. With buitt world-classSGNR
cellular module you just need to insert SIM card from local mobile carrier to get to Internet. The redundant
SIM design provides a more reliable WAN connection for critical applications. By VPN tunneling technoloc
remote sites easily become a part oframet, and all data are transmitted in a secure (ZBBAES encryption)

link.

This DG780 series product is loaded with luxuriant security features including VPN, firewall, NAT, port
forwarding, DHCP server and many other powerful features for congidxdemanding business and2M
(Machineto-Maching applications.

Main Features:
1 Built-in ahigh speedbG NRellularmoduldor high bandwidth and low latency traffic
T Support dual SIMs for the redundant wireless WAN connection.
T ProvideGigabitEthernetports for comprehensive LAN connection and t2pbrt can be configured
to be another WAN interface.
Equip802.11b/g/n 2T2RVIiFi access point.
Feature with VPN and NAT firewall to have powerful security.
Support the robust remote or local managementtmnitor network.
Lowered deployment cost with integratedPower over Etherfwidi LAN2 port) for areas where power
source is unavailable.
1 Designed by solid and eagymount metal body for business andT environment to work with a
variety M2M (Machindo-Machine) applications.

Before you install and use this product, please read this maimudétail for fully exploiting the functions of
this product
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1.2 Contents List

1.2.1 Package Contents
#Standard Package

Quantity

. IDG780-0GP21 A \ Locs
5G WANEXxtender P
2 CellularAntenna 4pcs
e ————

3 WiFiAntenna

2pcs

Power Adapter

4 (DC 12Vv2.5A) 1pcs
9

5 RJ45 Cable 1pcs

6 2 PinTerminal Block 1pcs

7 DIN-Rail Bracket 1pcs

8 Rubber Feet 4pcs

9 Screw 3pcs

1The maximum power consumption of IDG780 series product is 20W.
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1.2.20ptional Accessories
#Optional parts (these parts are sold separately)

items Description

802.3at Compliant
1 PoE Injector
(Gigabit, 30W)

Standard 802.3 af/at compliant

Compatible PassiieoHnjector

(Gigabit, 30W) Passive Poljector

Proprietary PassivéoE Power

Supply (Gigabit) Passive PoE Injector

These parts are sold separately. If necessary, please conta@Esages@amit.com.tw
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1.3 Hardware Configuration

U Front View

WiFi Auto MDI/MDIX RJ45 Ports LED Reset WiFi
Antenna 1x FE LAN to connect local Indicators Button Antenna
devices

J Reset Button
The RESET button provides user with a quick any way to resore the default setting. Press the RESET
button continuously for 6 seconds, and then release it. The device will restore to factory default settings.
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LeftView

Righview
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Power Terminal
Block
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MicroSD

SIM-A
SIM-B
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1.4 LED Indication

Power Source

WiFi

SIMA

SIMB

CellularSignal

LANL~LAN/WAN

Blue

Blue

Blue

Blue

Blue

Green

OFFDevice is poweredff.
Steady ONDevice is powered oand works normally.
Flash(very fast)Device is in Recovery Mode or abnormal

OFFEWireless Radio is disalle

Steady ONWirelessradio isenabled

Flash:Data packet transferreda WiFiLAN interface

OFF SIM cards not inserted, or not used for 5G cellular connection.
Steady QN :Cellular connection already established via &M

Flash(per second)SIMA is selected and connecting to cellular network.
FlasHper 0.5 second)while data packet transferred viaIMA interface.
OFF SIM card is not inserted, or not used for 5G cellular connection.
Steady QN : Cellular connection already established via ®M

Flash(per second)SIMBis selected and connecting to cellular network.
Flash{per 0.5 second)while data packet transferred via SiBinterface.
Steady O\ : Signal Strength is more than 61%

Flash(per 2 seconds) : Signal Strength is 31~60%

Flash(persecond) : Signal Strength is 0~30%

OFF: Not connect to cellular signal

OFF: Ethernet Not connect to the host yet.
Steady ONEthernet connection of LA WANIs established
Flash:Data packetransferredvia Ethernet.

11
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1.5 Installation& MaintenanceNotice

1.5.1 SYSTEM REQUIREMENTS

Network Requirements

Web-based Configuration Utility
Requirements

1.52 WARNING

1 AGigabitEthernetRJ45able
4G5G cellular service subscription
1 |EEE 8021b/g/nwireless network
1 IEEE 802.11f/n wireless clients
1 10/100/1000 Ethernetadapter on PC
Computer with the following:
1 Windows®, Macintosh, or Limpased operating
system
1 Aninstalled Ethernet adapter
Browser Requirements:
1 Internet Explorer 6.0 or higher
1 Chrome 2.0 or higher
1 Firefox 3.0 or higher
1 Safari 3.0 or higher

-

Attention

\_

Only use the power adapter or PoE Injector that \
complys with the power specification of the gateway.
Using anout-of-spec voltage rating power sourceis
dangerous and may damage the product.

Do not open or repair the case yourself. If the

product is too hot, turn off the power immediately

and have it repaired at a qualified service center. /

12
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Federal Communication Commission Interference Statement

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) This device nr
not cause harmful interference, an(@) this device must accept any interference received, including interference that may
cause undesired operation.

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of th
FCC Rules. Tledimits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses and can radiate radio frequency energy and, if not installed and used |
accordance with the instructions, magause harmful interference to radio communications. However, there is no guarantee
that interference will not occur in a particular installation. If this equipment does cause harmful interference to radio or
television reception, which can be determinbg turning the equipment off and on, the user is encouraged to try to correct
the interference by one of the following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the egipment into an outlet on a circuit different from thattowhich the receiver isconnected.
- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible fiancenspuld void the

user's authority to operate this equipment.
This transmitter must not be elmcated or operating in conjunction with any other antenna or transmitter.

FOR PORTABLE DEVICE U&H0BHE from body/SAR needed)

Radiation Exposure Statemeén

The product comply with th&CQportable RF exposure limit set forth for an uncontrolled environment and are safe for
intended operation as described in this manual. The further RF exposure reduction can be achieved if the product can t
kept as far as possible from the user body ortketdevice to lower output power if such function is available.

FOR MOBILE DEVICE USE&@&cm/low power)

Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This
equipment should be installed and operated with minimum distance 20cm between the radiator & your body.

FORCOUNTRY CODE SELECUBRGEWLAN DEVES)

Note: The country code selection is for RD® model only and is not available to all US model. Per FCC regulation, all
WiFi product marketed in US must fixed to US operation channels only.

13
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1.53 HOT SURFACE CAUTION

Burn hazard.

Hot surface inside.

Allow to cool before
servicing.

CAUTION The surface temperature for the metallic enclosure can be very high!
Especially after operating for a long time, installed at a cldsmbinet
without air conditioning support, or in a high ambient temperature

space.
DO NOT touch the hot surface with your fingers while servicing!!

14
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1.54 Product Information for CE RED Requirements

The followingproduct information is required to be presented in product User Manual for latest CE RED
requirements®

(1) Frequency Band &laximum Power
1.a Frequency Band f8GNR/4GLTEonnection (foRXEG1version§

Band number Operating Frequency Max output power

LTES 5G NRBand Uplink:19201980 MHz

Downlink:21102170 MHz

Uplink:17101785 MHz

Downlink:18051880 MHz

LTEX 5G NRBand

LTEBand? Uplink:25002570 MHz
Downlink:26202690 MHz
LTEBand8 Uplink:880915 MHz

25dBm

Downlink:925960 MHz (ENDC 20dBm)

Uplink:832862 MHz
Downlink:792821 MHz
LTES 5G NRBand 28 | Uplink:  758-803MHz
Downlink: 704.5746.5MHz
Downlink: 1454.51493.5MHz
(TDDR572.52617.5MHz
(TDD)3400 ~ 3800MHz
Uplink:19201980 MHz
Downlink:21102170 MHz
Uplink:880915 MHz
Downlink:925960 MHz

LTEX 5G NRBand0

LTEBand 32
LTEBand 38

5G NRBand 78
WCDMA BAND 1

24 dBm

WCDMA BAND 8

1.b Frequency Band for WiFi Connection

Band OperatingFrequency Max. Output Power (EIRP)
2.4G 2.4¢ 2.4835 GHz 100 mW
5G Not supported NA

(2) DoC Information
You can get the DoC information of this product from the following URL:
http://www.amitwireless.com/productsdoc/

(3) RF Exposure Statements
The antenna of the product, under normal use condifiisrat least 20 cm away from the body of user.

2 The information presented in this sectida ONLY valid for the EU/EFTA regional verm&orthose norCE/EFTA versions, please
refer to the corresponding product specification.

3There can be different cellular module intrgrated in the device for EU/EFTA regional version. Refer to the cellularideadfier
printed on the device label for the purchased device.

15
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(4) Unit Mounting Notice
The product isuitablefor mounting at heights <= 2m (approx. 6 ft), or in a cabinet.
Ensure the unit is fixed tighttp reduce the likelyhood of injury due to exposure to mechanical hazards
dropped

(5) Manufacture Information

Manufacture Name: AMMireless Inc.
Manufacture Address: No. 28, Lane 31, Sec. 1, Huandoniighi, Dist., Tainan 74146, Taiwan (R.O.C.)

16
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1.6 Hardware Installation

This chapter describes how to install and configure the hardware

1.61 InsertSIM Card

WARNNING: BEFORBSERTING OR CHANGING SIM CARD, PLEASE MAKE S
GATEWAY IS POWERED OFF.

The SIM card slots alecated at theright side ofthe housing You need to unscrew and remove the outer SIM
card cover before installing or removing the SIM card. Please follow the instructions to insert a SIM card. Afti
SIM card is well placed, screw back the outer SIM card cover.

Step 1: Step 2: Step3:

Loosen the screws as Push the SIM card Push the inserted SIM carc
below and remove the into the slot A (SIM again to eject it from the
SIM cover. A) or slot B (SINB). SIM slot.

1.6.2Mount the Unit

ThdDG780 seriesan be placed on flat surface mounted on the wallvith mounting bracket& *)or mounted
on a DINrail. Themountingbrackets arenot screwed on theproduct when out of factory.lRase screw the
mountingorackes on the productfirst.

4Mounting bracketsareoptional accessaes, and not included in the standard package.
17
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1.6.3Connecting Power

ThdDG780-0GP2tan be powered by connectirgpower source teither 802.3at POE PD via WAN/LANZ port,
or the terminal blockpower connector

(1) For Powering through PoE cablingpetDG7800GP21can be powered by 802.3at complianblPInjector,
PoE Switchor proprietary passive BE Injector that is listed in optional parts iectionl1.2.2. Use other
3rd-partyQ passive BEInjectoris dangerous and may cause damage to the device.

(2) For using an external DC power supply, tB& B0 supports9 to 36VDC power inputFollowing picture is
the power terminal block pin assignments. Please check carefully and connect to the right powe
requirements and polarity.

aNoS
dMd

Thereis aDC12V2.5A power adaptetin the package for you to easily connect DC power adapter to this
terminal block

WARNNING: This commercigitade power adapter is mainly for ease of powering up the purchased

RSOAOS 6KAES AYyAGALE O2yTAIdNI lrd rangetenviranifent. BLRASE T
PREPARE OR PURCHASE OTHER INDUSRRDE POWER SUPPLY FOR POWERING UP THE DEVICE

You can choose the proper one to power the gateway for your application. If both POE power and DC power \
terminal block port are appliedbtthe gatewaysimultaneouslythe PoE power gets higher priority to supply the
required power to the gateway.

5The maximum power consumption of IDG780 series product is 20W.
18
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1.64Connecting to the Network or a Host

The IDG780 series productprovides RJ45 pastto connect 10/100Mbps Ethernet. It can auto detect the
transmission speed on the network and configure itself automatic@lynnect one Ethaet cable to the
RJ4Bort LANR F (G KS RSOAOS FyR L) dz3 Fy23G§KSNI Sy RvorRport. (nK S
GKAA ¢l &z @&2dz Oy dzaS GKS wwnp 90GKSNYySi OFofS ;
device.

1.65 Setup byConfiguring WEB Ul

You can browse web Ul to configure the device.

Type in thedP Addresghttp://192.168.123.254°

‘€ Windows Internet Explorer
uu |é 192.168.123.254 vl > | X '

When you see the login pagenter the user name anghassword and then click2 3 Yyfton.
The default setting for both username and passwordis RY A y Q

Welcome to the device's configuration UI.
Enter your Username & Password, then
click "Login".

Password
[—

For the security consideration, you will be asked to change the loging password while the first
time login to the device.

6 The default LAN IP address of this gateway is 192.168.123.254. If you change it, you need to login by us
the new IP address.
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Change Password

For security consideration, you are being asked to change the password
while the first ime login to the device.

Enter the new password below.

(NOTE: The password must be at least 10 characters long, and must contain at
least 1 English letter and 1 number. The password cannot be the same as the
login account.)

New Password:

MNew Password Confirmation:

I =]
~——

After that, you will be asked to login again with the new password.

Note 1. Keep the login password properly for further dewsoafiguration.

Note 2 If, someday you lose or forget the login password, t@NLYway to remedyis to
recover the device to its factory default settings via lmgssing the Reset button.

Note 3 Under such situation, your device configuration will @@ased accordingly. So, In
addition to keep the login password, you may have to backup the device
donfiguration and keep it properly for any unexpected accidence.
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Chapter2 Basic Network

2.1 WANS Uplink

Physical Interface Connection Setup

[ wang uplink |

Physical Interface = -
Interface Name Physical Interface Operation Mode Action
Internet Setup
WAN-1 Cellular Always on Edit
Loading Balance WAN-2 - Disahle Edit
WAN-3 - Dizable Edit

The gateway providemultiple WAN interfacs to let all client hosts in Intranet of the gateway access the
Internet via ISP. But ISPs in the world apply various connection protocols to let gateways cdeise€s dial
in ISPsand then link to the Internet via different kinds of transmit media.

Sq the WAN Connection lets you specify the WAN Physical Interface, WAN Internet Setup and WAN Lo
Balance for Intranet to access Internet. For each WAN interface, you must specify its physical interface fir
and then its Internet setup to connect to IBesides, sincthe gateway has multiple WAN interfaces, you can
assign physical interface to participate in the Load Balance function.
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2.1.1 Physical Interface

Physical Interface

Physical
Interface List

Interface
Configuration

J, Select

Physical
Interface

)

W Select

Operation Mode
*Always on

P

Interface Name
WAN-1
WAN-2

WAN-3

Item

b Physical Interface
b Operation Mode

r VLAN Taagging

Physical Interface
Ethernet

Cellular

| Ethernet hd

Ahvavs on v

(] Enable 2

Operation Mode
Always on
Always on

Disable

Setting

{1-4095)

Action

Edi

M2M gateways are usuallgquipped with various WAN interfaces to support different WAN connection
scenario for requirementYou can configurthe WAN interfaceone by one to get proper internet connection
setup.Refer tothe product specification fothe available WAN interfaces ithe product you purchasel.

The firststep to configure one WAN interface is to specify which kind of connection media to be used for the
WAN connection, as shown in "Physical Interface" page.

In "Physical Interface" page, there are two configuration windows, "Physical Interface List" amdadat

Configuration”. "Physical Interface List" window shows all the available physical interfaces. After clicking c
the "Edit" button for the interface in "Physical Interface List" window the "Interface Configuration" window
will appear to let you confiure a WAN interface.

Physical Interface

r Ethernet WAN:The gateway has oner more RJ45 WAN paosthat can be configured tdbe WAN
connectiors. You can directly connect &xternal DSL modeir setup behind a firewall device
r CellularWAN: Thegatewayhas onduilt-in5GNR modemsWAN connectionFor eaclcellulaMWAN,there
are 1 or 2 SIM cards to be insertfmt special failover function

-

insert or remove SIM card.

remove SIM card while the gateway is in operation.

PleaseMUST POWER OFF the gateway before you

The SIM card can be damaged if you insert or

~N

J
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r WiFi Uplink WANFor theproduct with WiFi Uplink functionpne WiFi modulean be configured to be
WANCconnections Forthe WiFi module with Uplink function activated, you can further create some uplink
profiles for ease of connecting to an uplink network.

Operation Mode

There are threoptionA 6 Sya a! f g1

eazyésr

Cl Af 2 @%hde Bettihgy R G5 A &I

AlwaysonSet this WAN interface to be active all the tifféhentwo or moreWANare establishecdat "Always
on" mode outgoingdata willthroughthese WAN connections base on load balance policies.

Failover

Diagram For Failover

s

()

(I)Disconnelcted

ISP-DSLAM
WAN-2 Gateway

() /
Cellular *’& @ change Routing to WAN-2

*WAN-2 Failover WAN1

WAN-1
® Failover]

@ Connection Recovery (( )

@__ISQ% Failback to WAN-1 | -

WAN-2 Gatewav

(V)

Cellular £

By WAN-2 Terminate Connection

WAN-1
Physical Interface: Ethernet
Operation Mode: Always on

WAN-2
Physical Interface: 3G/4G
Operation Mode: Failover (WAN-1)

*WAN-1 Failback, WAN-2 Terminate

Seamless Failover

Diagram For Seamless Failover

S lu

ISP-DSLAM

(D)

@Dlsconnected

WAN-1

& Fallover
WAN-2 Gateway

(V)] /
Cellular»’& @ Change Routing to WAN-2

"WAN-2 Failover WAN1

DLW

(5) Failback to WAN-I‘

(V)

Cellular ‘_{

WAN-2 Gateway

-

@ Keep alive, no traffic

"WAN-1 Failback, WAN-2 Keep Alive

A failover interface is a backuponnection to the
primary. That means only when its primary WAN
connection is broken, the backup connection will be
started up to substitute the primary connection.

As shown in the diagramWAN?2 is backup WANor
WAN1. WAN1 serves ashe primary connectiomwith
operation mode "Always on". WAR g 2y Qi 0
activated untilWAN1disconnected When WAN
1connectionis recovered back with a connectioit,
will take overdata trafficagain.At that time, WAN2
connection will be terminated.

In addition, there is a "Seamless" option for Failover
operation mode. When seamless option is activated
by checking on the "Seamless" box in configuration
window, both the primary connection and the
failover connection are startedup after system
rebooting. But only the primary connection executes
the data transfer, while the failover one just kesep
alive of connection line. As soon as the primary
connection is broken, the system will switch,
meaning failover, the routing path to éhfailover
connection to save the dial up time of failover
connection since it has been alive.
Whentheda { S| Y S&daé¢ Sigacivates, itOK ¢
can allow the Failover interfacéo be connected
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continuouslyfrom system booting upFailoverWAN interfacgust keeps connectingiithout data traffic.
The purpose ido shorterthe switch time during failover processso, whenprimaryconnection is
disconnectedfailover interface wiltake over the dataransfer missionnstantlyby only changing routing
path to the failover interface The dialingup time of failover connection is saved since it has been
connected beforehand.

VLAN Tagging

Sometimes, your ISP required a VLAN tag to be inserted into the WAN packets from Gategpsciioc
servicesPlease enable VLAN tagging apecifytag in the WAN physical interface. Please be noted that only
Ethernet and ADSL physical interfaces support the feattwethe device with Cellular WAN only, it is disabled.
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Physical Interfacesetting

Go toBasic Network>WAN Physical Interfac&b.

ThePhysical Interfaceallowsser to setuphe physicaMWANinterface and to adjust WA® behavior.
Note: Numbers of available WAN Interfaaas be different for theourchasedyateway

Interface Name Physical Interface Operation Mode Action
WAN-1 Ethernet Always on Edit
WAN-2 Cellular Always on Edit
WAN-3 - Dizahle Edit

When Edt button is applied an Interface Configurationscreen will appeaWWAN?2 interfaceis used in this
example

Interface Configuration
[tem Setting
» Physical Interface | Ethernet v|
¥ Operation Mode Always on v
F VLAN Tagging [] Enable 2 {1-4085)

Interface Configuration
Item Value setting

Description

Selectone expected interface from the available interface dropdowniltist
can beCellular, Etherentor WiFi Module

Depending on thgatewaymodel, Disableand Failoveroptions will be
available only tanultiple WAN gateways. WARI~WANN interfaces are
only available to multiple WAN gateway

Define the operation mode of the interface.

SelectAlways onto make this WAN always active.

SelectDisableto disable this WA interface.

SelectFailoverto make this WAN a Failover WAN when the primary or t
secondary WAN link failed. Then select the primary or the existed
secondary WAN interface to switch Failover from.

1. A Must fill setting

2. WANL1 is theprimary
interface and is factory
set to Always on.

Physical Interface

Operation Mode A Must fill setting
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VLAN Tagging Optional setting

(Note: for WANL, onlyAlways onoption is available.)
Checkinablebox to enter tag value provided by your ISP. Otherwise
uncheck the box.

Value Rangel ~4095

Note: This feature iBlOTavailable forCellulanVAN connection.
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2.1.2ConnectionSetup

Internet Setup - -
Interface Name Physical Interface Operation Mode WAN Type Action

WAN-1 Ethernet Always on Dynmamic IP

Internet
. . WAN-2 Cellular Always on GCellular Edit
Connection List
WAN-3 - Disable
¢Repeat Edit
- -
WAN-x
Item Setting
Cellular Ethernet WiFi Uplink = .. Type Dynamic IP v
Internet Connect - .
Configure (WAN-x
Item Setting
» Host Name [ | (Optional)
, ISP Registered MAC Address [ | [ Clone | (Optional)
» Connection Control | Auto-reconnect ~ |
EEE DL » MTU Setup (] Enable
Configuration
» MAT Enable
» 1GmP
FWAN IP Alias (] Enable [10.0.0.1

After specifying the physical interface for each WAN connection, administrator must configure their
connection profile tomeet the dial in process of 1S§b that all client hosts in the Intranet of the gateway can
access the Internet.

In "ConnectionSetup' page, there are some configuration windows: "Internet Connection List", "Internet
Connection Configuration", "WAN Type Configuration" and related configuration windows for each WAN type
For the Internet setup of each WAN interface, you must specifiVitdN type of physical interface first and
then its related parameter configuration for that WAN type.

After clicking on the "Edit" button of a physical interface in "Internet Setup List" window, the "Internet
Connection Configuration" window will appear &t you specify which kind of WAN type that you will use for
that physical interface to make an Internet connection. Based on your chosen WAN type, you can configu
necessary parameters in each corresponding configuration window.
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Internet ConnectiorList- Ethernet WAN

= Internet Connection Configuration { WAN -1 ) e

Item Setting
Internet Connection List » WAN Type |Dynamich’ = |
Static IF
= Dynamic IP WAN Type Conn Dynamic IP ~
FPPPoE
Item FFTP Setting
Internet Connect » Host Mame L2TP | (Optional)
Configure .
P T MAE [ | [ Clone | (Optional)
» Connection Control [Auto-reconnect v
; » MTU Setup ) Enable
DynamiclP | » NAT # Enable
Static IP -
» IGMP | Disable * |
» WAN IP Alias [0 Enable [10.0.0.1 |

= Network Monitoring Configuration -

Item Setting
» Metwork Monitoring # Enable
Configuration
Ethernet Connection » Checking Method DNS Query v
Commeon Configure » Loading Check @ Enable
» Query Interval 5 (seconds)
» Latency Threshold 3000 (ms)

WAN Typédor Ethernet Interface:
Ethernetis the most common WAN and uplink interface for M2M gateways. Usually it is connectexdD@th
or cable modem for you to setup the WAN connectidhere are various WAN types to connect with ISP.

A Static IP:Select this option ifSP provides a fixed t& youwhen you subsribe the servicdsually is more
expensive but very importat for cooperate requirement.

A Dynamic IPThe assignedP address fothe WANby a DHCRerveris different every time.lt is cheaper
and usually for consumer use.

A PPP over EthernetAs known as PPPoE. This WAN type is widely used for ADSL conmiedsomsually
different for every dial up.

A PPTPThis WAN type pular insome countries, likRussia.

A L2TPThis WAN type pular insome countries, likésrael.

Configure Ethernet WAN Setting

WhenEditbutton is appliednternet Connection Configuratioscreen will appealWAN1 interfaceis used in
this example



5G WAN Extender
WAN Type HDynamic IP

# Internet Connection Configuration { WAN -1)

ltem Setting

» WAN Type | Dynamic IP v |

When you select it, "Dynamic IP WAN Type Configuration” will apltears and setting is explained below

* Dynamic IP WAN Type Configuration

ltem Setting

| (Optional)

|| Clone | (Optional)

¥ Host Mame |

s ISP Registered MAC |
Address

Dynamic IP WAN Type Configuration

Item Value setting
Host Name An optional setting

Description

Enter the host namerovided by youBervice Provider

Enterthe MAC address that you have registered with ysenvice provider

An optional setting Or Click theClonebutton to cloneé 2 dszJvt /AQé al/ Gz A[
Usuallythisisthet / Qa a!/ I RRNkaa laaAlays

Internet.

ISP Registered MAC
Address

WAN Type= StatitP
# Internet Connection Configuration { WAN -1)

Item Setting

» WAN Type |StaticIP v |
When you select it;StaticlP WAN Type Configuration” will appeldems and setting is explained below

* Static IP WAN Type Configuration

Item

Setting

F WAN IP Address

F WAN Subnet Mask

1255.255.255.0 (/24) v |

F WAN Gateway

¥ Primary DNS

b Secondary DNS

Static IP WAN Type Configuration

Item

Value setting

Description
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WAN [P Address

A Must filled setting

Enterthe WANIP addresgivenby your Service Provider

WAN Subnet Mask

A Must filled setting

Enterthe WAN subnet mask givesy your Service Provider

WAN Gateway

A Must filled setting

Enterthe WAN gatewayP addresgjivenby your Service Provider

Primary DNS

A Must filled setting

Enterthe primaryWAN DN& addresgivenby your Service Provider

Secondary DNS

An optional setting

Enterthe secondaryWAN DN® addresgivenby your Servic@rovider

WAN Type= PPPoE

# Intemet Connection Configuration ( WAN -1)

Item

Setting

k WAN Type

| PPPoE

When you select it,PPPoBVAN Type Configuration" will appe#tems and setting is explained below

* PPPoE WAN Type Configuration ’

Item

Setting

k IP Type

IPvd ~

» PPPoE Account

» PPPoE Password

¥ Primary DNS

| (Optional)

¥ Secondary DNS

| (Optional)

b Service Name

| (Optional)

b Assigned IP Address

| (Optional)

PPPoE WAN Type Configuration

Item Value setting Description

PPPoE Account A Must filled setting Enterthe PPPoEJser Name providely yourService Provider
PPPoE Password A Must filled setting Enterthe PPPoE passwaqrbvidedby yourService Provider
Primary DNS An optional setting Enterthe IP address of Primary DNS server.

Secondary DNS An optional setting Enterthe IP address of Secondary DNS server.

Service Name An optional setting Enter the service name if your ISP requires it

Assigned IP Address  An goptional setting Enter the IP address assigned by your Service Provider.
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WAN Type= PPTP

# Intemet Connection Configuration ( WAN -1)

Item

Setting

k WAN Type

| PPTP

]

When youselect it, PPTRVAN Type Configuration" will appedtems and setting is explained below

« PPTP WAN Type Configuration ’

ltem Setting
» IP Mode 'Dynamic IP Address v |
¥ Server P Address / Name ‘ |
¥ PPTP Account ‘ |
» PPTP Password | |
¥ Connection ID ‘ | {Optional)

» MPPE

(] Enable

PPTP WAN Type Configuration

ltem Value setting Description
Select either Static or Dynamic IP address for PPTP Inesnatction.
s When Static IP Addresss selectedyouwill need toenterthe WAN [P
Address WAN Subnet Maskand WAN Gateway
A WAN IP Addreg#& Must filled settingEnterthe WANIP
i . addresgiven by youService Provide
IP Mode AMustfilled setting A WAN Subnet Masd Must filledsetting): Enterthe WAN
subnet mask given by yo&ervice Provider
A WAN GatewayA Must filled settiny Enterthe WAN gateway
IP addresgiven by youService Provider
WhenDynamic IHs selected there are no above settings required
Server IP ) . Enter the PPTP server name or IP Address.
A Must filled setting
Address/Name
PPTP Account A Must filled setting Enterthe PPTRiIsername provided by yoBervice Provider
PPTP Password A Must filled setting Enterthe PPTP connection passwaubvided by youiService Provider
Connection ID An optional setting Enter a name to identify the PPTP connection.
MPPE An optional setting SelectEnableto en_ableMPPEMicrosoft Pointto-Point Encryptiohsecurity
for PPTP connection.
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WAN Type42TP
# Intemet Connection Configuration { WAN -1

Item

Setting

k WAN Type

|L2TP

]

When you select it,'22TPNAN Type Configuration" will appedtems and setting is explained below

« L2TP WAN Type Configuration ’

ltem

Setting

kP Mode

| Dynamic IP Address v |

¥ Server IP Address / Name |

¥ L2TP Account

¥ L2TP Password

¥ Service Port

User-defined

v | 1702 |

» MPPE

(] Enable

L2TP WAN Type Configuration

Item

Value setting

Description

Select either Static or Dynamic IP address for L2fEmmet connection.
WhenStatic IP Address selectedyouwill need toenterthe WAN IP
Address WAN Subnet Maskand WAN Gateway

B

A WAN IP Addreg# Must filled settingfEnterthe WANIP
i . addresgiven by youService Provide
IP Mode AMustfilled setting A WAN Subnet Masd Mustfilled setting: Enterthe WAN
subnet mask given by yo&ervice Provider
A WAN GatewayA Must filled settinyy Enterthe WAN gateway
IP addresgiven by youService Provider
s WhenDynamic IHs selected there are no above settings required
Server IP ) . Enter the L2TRerver name or IP Address.
A Must filled setting
Address/Name
LZTP Account A Must filled setting Enterthe L2TRusername provided by yo8ervice Provider

LZTP Password

A Must filled setting

Enterthe L2TRonnection passwor@rovided by youiService Provider

Enterthe serviceport that the Internet service
There are three options can lselected:
Auto:Port will be automatically assigned.

B

Service Port A Must filled setting 1701 (For Ciscopet service port tport 1701to connect to
ASCO server
Userdefined: enter aservice portprovided by youiService
Provider

MPPE An optional setting SelectEnableto enableMPPEMicrosoft Pointto-Point Encryptioh security

for PPTP connection.

32



5G WAN Extender

Ethernet Connection Commo@onfiguration

.

\L’ Select
Connection
Control

Setup
“MTU
*MNAT Enable?

Enable

Metwork
Monitor

Yes
¢ Select

*DNS Query
*ICMP Checking

lr Setup

¥ MTU Setup

b NAT

» IGMP

» WAN IP Alias

Configuration

*Loading Check?
*Check Interval
*Check Timeout
*Latency Threshold
*Fail Threshold
*Target 1

*Target 2

Emable

IGMP Enable?
WAMN IP Alias?

+ Target1
» Target2

Connection Control

Item

» Metwork Monitoring

+ Checking Method
» Loading Check

b Query Intarval

» Latency Threshold
+ Fail Thresheld

Auto-reconnect v
Enable

« Enable

Disable v

Enable |10.0.0.1

Setting
#| Enable
DNS Query -
# Enable
5 (seconds)
3000 (ms)
5 (Times)
DNS1 v
MNone v

There are some important parameters to be setup no matter which Ethernet WAN type is selected. You shou
follow up the rule to configure.

Connection Condl.

ISP-D3ILA @ Disconnected
G =0

Auto-reconnect This gateway will establish
Internet connection automatically once it has
been booted up, and try to reconnect once the

Gateway

@ Re-connecting
Auto-reconnect

O2yySOGA2Yy Aad R2¢6yd LOQ:
this scheme if for mission critical applications to

ISP-DSLAM

S e

(@ Disconnect when idle timeout?

ensurefull-time Internet connection

xDSL

<

Connect-on-demand |

(@) Start Connecting

Connecton-demand:¢ KA & 3 0Sgl & o3
establish Internet connection until local data is
going to be sent to WAN side. After normal data
transferring between LAN and WAN sides, this
gateway will disconnect WAN connection if idle

time reaches value of Maximum Idlemia.

Gateway

O HO00L Ok Ok

(D Request Coming
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ISP-DSLAM @ start Connecting Gateway Manually:ﬂi KA a A ?II G§Sol & é,2 Yy Qi
\@_ E—— 21 b O2yyS80GA2Y dzyGAf @

xDSL button on web UIl. After normal data transferring

(9 Disconnect when idle timeout | between LAN and WAN sides, this gateway will
Manually I disconnect WAN connection if idle time reaches
! value of Maximum Idle Time.

Pleag be noted, if the WAN interface serves as the primary one for another WAN interface in Failover role
GKS /1 2yySOiAz2y [/ 2yiNRf LI NIFYSGSNI gAff y20 0S5 -I @I
NEO2yySOil o!fglea 2y0¢d

Network Monitoring

It is necessary to monitor connection status continuous.

Start To do it, "ICMP Check" and "FQDN Query" are used to
N check. When there is trafic of connection, checking
Fail = packet will waste bandwidth. @8ponse time of replied
o «chﬂk.'_f,ading packets may also increase. To avoid "Network
Enable? | Monitoring" work abnormally, enalrig"Checking
Loading"option will stopconnection check when there is
Wait for traffic. It will wait for another "Check Interval* and then
—Chesk Intervall check loading again.
dlive ehacking When you dodNetwork Monitoring, if reply time longer
¥>{ +FQDN Query or than "Laency" or even no response longer than
*ICMP Check "Checking Timeout", "Fail" count will be increased. If it is
_ N vo | continuous and "Fail" count is more than "Fail Threshold”,
“Checking o Reply Time o . . . .
Timeout”? » "Latency” gateway will do exception handing process anenigal
Yes|~ Yes | this connection again . Otherwise, netwomonitoring
. Fa;ﬂ process will be start again.

Fail >
Fail Thresh ?

Yes

Exception Handing
System Re-initial
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Set updEthernet Common Configuratian

Connection Control

Maximum ldle Time

MTU Setup

MTU Setup

NAT

IGMP

WAN [P Alias

A Must filled setting

1. An Optional setting
2. By defaul600
seconds is filledn

1. An Optional setting
2.Uncheckby default

=

A Must filled setting

2. Auto (value zero) is
set by default

3. Manual set range

1200~1500

An optional setting

2. NAT is enableby

default

=

1. A Must filled setting
2. Disable is set by
default

1. An optional setting
2. Uncheckby default

There are threeonnectionmodes

1  Auto-reconnecenables theouter to always keep the Internet
connection on.

1 Connecton-demandenables the router to automatically e
establish Internet connection as soon as user attempts to acce
the Internet. Internet connection will be disconnectadhenit has
been inactive foa specified idle time.

i Connect Manuallyallows user toconnect to Internet manually
Internet onnectionwill beinactive afterit has been inactive for
specified idle time.

Specify the maximum Idle time setting to disconnect the internet
connection when the connection idle timed out.

Value Range300 ~ 86400.

Note: This field is available only wh@&wonnecton-demandor Connect
Manuallyis selectedas the connection control scheme

Check the Enable box to enable the MTU (Maximum Transmission Unit
limit, and specify thé1TUfor the 3G/4G connection.

MTUrefers to Maximum Transmission Unit. It specifies the largest packi
size permitted for Internet transmission.

Value Range1200 ~ 1500.

MTUrefers to Maximum Transmission Unitspecifies the largest packet
size permitted for Internet transmission.

When set toAuto 6 @ f dife roter Seledts the best MTidr best
Internet connection performance.

Enable NAT to apply NAT on the WAN connection. Uncheck the box to
disable NAT function.

EnablelGMP (Internet Group Management Protocol) would enable the
router to listen to IGMP packets @iscover which interfaces are connecte
to which device. The router uses the irfice information generated by
IGMP toreduce bandwidth consumption in a mu#iccess network
environment to avoid flooding the entire network.

EnableWAN IP Aliashen enter the IP address provided by your service
provider.

WAN IP Aliags used by the device router and is treated as a second sef
WAN [P to provide dual WAN IP address to your LAN network.
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Item

» Network Monitoring
Configuration

» Checking Method
¢+ Loading Check

b Query Interval

¢+ Latency Threshold
# Fail Thresheld

» Targetl

» Target?

Network Monitoring
Configuration

Checking Method

Loading Check

Query Interval

Check Interval

Latency Threshold

Fail Threshold

# Enabls

DNS Query

#| Enable

Setting

5 {seconds)

3000

{ms)

5 {Times)

DNS1

-

Mone v

1. An optional setting
2.Boxis checked by
default

1. AnOptionalsetting
2.DNS Querys set by
default

1. Anoptional setting
2.Boxis checked by
default

1. AnOptionalsetting
2.5 secondss selected
by default.

1. AnOptionalsetting
2.5 secondss selected
by default.

1. AnOptionalsetting
2.3000 msis set by
default

1. AnOptionalsetting
2.5 timesis set by
default

Check theEnablebox to activate the network monitoring function.

Choose eitheDNS Quergr ICMP Checkingp detect WAN link
WithDNS Querghesystem check theconnectionbysending DNQuery
packets to the destination specified in Target 1 and Target 2
WithICMP Checkinthesystem will check connectioy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
Check theEnablebox to activate the loading check function.

Enable Loading Check allows tiegewayto ignore unreturned DNS
queries or ICMP requests when WAN bandwidth is fully occupied. This
prevent fdse linkdown status.

Specify a time interval as the DIR8eryInterval.

QueryInterval definesthe transmittinginterval between two DNS Qugur
ICMPcheckingpackets.

WithDNS Querythesystem check theconnectionbysending DNQuery
packets to the destination specified in Target 1 and Target 2

Value Range? ~ 14400.

Specify a time interval as tHEMPCheckingnterval.

QuerylInterval definesthe transmittinginterval between two DNS Qugsr
ICMPcheckingpackets.

WithICMP Checkinghesystem will check connectioly sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
Value Range2 ~ 14400.

Enter a number of detecting disconnection times to be timeshold
beforedizonnectionis acknowledged.

Latency Thresholdlefinesthe tolerancethreshold of responding time.
Value Range2000 ~ 3000 seconds.

Entera number of detecting disconnection times to be theeshold
beforedizonnectionis acknowledged.

Fail Thresholdpecifieghe detected disconnection before the router
recognize the WAN link down status

Value Rangel ~ 10 times.
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Target 1

Target 2

Save
Undo

1. AnOptionalfilled
setting
2.DNSlisselectedby
default

1. MOptionalfilled
setting
2.Noneisselectedby
default

N/A
N/A

Targetlspecifieghe first target of sending DNS query/ICMP request
DNS1set theprimaryDNSo be the target

DNS2set thesecondarPNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

Targetlspecifieghe secondtarget of sending DNS query/ICMP request
None:no secondargetis required.

DNS1set theprimaryDNSo be the target

DNS2set thesecondarPNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresso be the target

ClickSaveto save the settings

ClickUndoto cancel the settings
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Internet Connectiort CellularwWAN

Internet Connect List # Internet Connection Configuration { WAN-2 ) a
Item Setting
+ WAN Type Cellular
Internet Connect
Configure = Cellular WAN Type Configuration -
[tem Setting
WAN Type=
3G/4G » Preferred SIM Card SIM-AFirst v| Failback: [ ] Enable
v Auto Flight Mode (7] Enable
3G/4G WAN Type » SIM Switch Policy Policy Setting

Configuration

L4 Setup = Connection with SIM-A Card

Configure
SIM-A/ SIM-B

SIM-A/ SIM-B
APN Profile List Item Setting

# Connection with SIM-B Card

ll

® Cellular Connection Common Configuration

l“f peat Add/Edit » Connection Control Auto-reconnect v

APN Profile-x » Time Schedule (0) Ahways v
+ MTU Setup [[] Enable

i Enable Fixed MAC :
SIM-A/B APN v IP Passthrough (Cellular Bridge) O

Profile Configuration » NAT Enable
o
3G/4G Connection b WAN IP Alias (] Enable 10.0.0.1

Common Configure

Preferred SIM Card Dual SIM Fail Over

For Cellular embedded device@embeddedcellularmodule cancreate only one WAN interfac&his device

has featured bysingdual SIM carddor one module with specidhil-over mechanismilt is called Dual SIM
Failover.This feature is useful for ISP switch over when location is cliayehin dDual SIM Failovérs (i K S
are varioususage scenarios, including "SIMFirst”, "SIM  C AviNiEtiaidback enabled or nofarR  d-AL a
hyteé IYyRhyferad ®
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SIMA/SIM-Bony WKSYy 6 { hgfeé. 2INydd ara dzaSRX GKS &ALISOATA
be used for negotiation parameters between gateway deviceaeaidlar ISP

SIM-A / SIMB first without enable Failback

. @& RSTI-HzZ GENX&{§ £ a i O Soyirledidbclluldr ESRoddats R |
transfer. y G KS O 38S CZAMNAGELEMINEELEa a0S
gateway will try to connect to the Internet by using SAvbor SIMB card

first. And when the connection is broketine gateway will switch to use

the other SIM card for an alternate automatically anwdl not switch back

to use original SIM card except current SIM connection is also broken.
That is, SIMA and SIMB are used iteratively, but either one will keep
being used for data transfer when current connection is still alive.

Dlsconnected SIM-A

Connected
1592 Not back to SIM-A

SIMA / SIMB first with Failbak enable
With Failback option enabledi { Ha CANEG¢ &0

( )I:)))lsconnecteds,M_A used to connect when the connection is broken, gateway

X system will switch to use SHS. And when SIMA

L connedion is recovered, iwill switch back to useriginal
SIMA card

/A«Connected ﬂm
|spz ™
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ConfigureCellularWAN Setting

When Edit button is appliednternet Connection Configurationand CellularWAN Configuratioscreers will
appear.

[tem Setting

b WAN Type

Item Setting
v Preferred SIM Card Failback : ] Enable
F Auto Flight Mode [C] Enable
» SIM Switch Policy [ Policy Setting |

1.A Must filled setting From the dropdown boxselectnternet connection methodor Cellular
WAN Type 2.Cellularis set by WAN ConnectionOnlyCellularis available.
default
Choosewhich SIM card you want to use for the connection
WhenSIM-A Firstor SIM-B Firstis selected, it means the connection is bu
first by using SIM A/SIM B. And if the connection is failed, it will change
the other SIM card and try to dial again, until the connection is up.
1. A Must filled setting ~ WhenSIM-A onlyor SIM-B onlyis selected, it will try to i&l up only using
2. By defaulSIM-A First  the SIM card you selected.
Preferred SIM Card is selected WhenFailbackis checked, it means if the connection is dialgzinot using
3. Failbackis unchecked the main SIM you selected, it will failback to the main SIM and try to
by default establish the connection periodically.
Note_1 For the product vith single SIM design, on8IM-A Onlyoption is
available
Note_2 Failbackis available only wheBIM-A Firstor SIM-B Firstis
selected.
Check theEnablebox to activate the function.
By default, if you disabled th&uto Flight Mode the cellular module will
always occupy a physical channel with cellular tower. It can get data
connection instantly, and receive managing SMS all the time on require
If you enabled théAuto Flight Mode the gateway will pop up a message
oFlight mode will cause cellulamction to be malfunctioned when the
data session is offlineandit will make the cellular module into flight
mode and disconnected with cellular tower phycially. In, addition,
whenever the cellular module is going to be used for data connection tc
backup thefailed primary connection, the cellular module will betiveto
connect with cellular tower and get the data connection for use, It takes
few more seconds.

The box is unchecked by

Auto Flight Mode default

Note: Keep it unchecked unless your cellular ISP asked the connected
gateway to enable the Auto Flight Mode
SIM Switch Policy NA Click thePolicy Settingbutton to define the SIM Switch policy or browse
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the current policy settings. |

= Policy Setting

Item Setting
¥ Failed connection D (1-10} times
+ RSS| Monitor [T Enable Threshold: - (-90~-113 dBm)
¥ Network Service (] Enable Loss LTE signal: 0 (1~30 minutes)
v Roaming Service [C] Enable Timeout: 0 {1~30 minutes)

Configure SIMA / SIMB Card

Here you can set configurations for the cellular connection according to your situation or requirement.

Item Setting
+ Network Type
+ Dial-Up Profile | Manual-configuration V|
» APN | |
b PIN Code | | (Optional)
v Dial Number | | (Optional)
» Account | | (Optional)
v Password | | (Optional)
+ Authentication
» IP Mode
» Primary DNS | | (Optional)
+ Secondary DNS | | (Optional)
» Roaming [C] Enakle

Note_1: Configurations of SHCard follows the same rule of Configurations of gard, here we list StV

A as the example.

Note_2:Both Connection with SIMA Cardand Connection with SIMB Cardwill pop up only when th&IM-A
Firstor SIM-B Firstis selected, otherwise it only popsitoone of them.

Connection with SIMA/-B Card

Item Value setting

1. A Must filled setting
2. By defaulduto is
selected

Network Type

Description

SelectAuto to register a network automatically, regardless of the networ
type.

Select2G Onlyto register the 2G network only.

Selec2G Prefelto register the 2G network first if it is available.
Select3G onlyto register the 3G network only.
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DiatUp Profile

APN

IP Type

PIN code

Dial Number,
Account,
Password

Authentication

IPMode

Primary DNS

Secondary DNS

1. A Must filled setting
2. By defaultManual
configurationis selected

1. A Musffilled setting
2. String format any
text

1. A Must filled setting
2. By defaultPv4is
selected

1. An Optionadetting
2. String format
interger

1. MOptionalsetting
2. String format any
text

1. A Must filled setting
2. By defauliAuto is
selected

1. A Must filled setting
2. By defaulDynamic IP
is selected

1. An Optionaketting
2. String format 1P
address (IPv4 type)
1. An Optionaketting
2. String format IP

Select3G Preferto register the 3G network first if it is available.
SelectL.TE onlyo register the4Gnetwork only.

Note: Options may be different due to the specification of the module.
Specify the type of dialp profile for your cellular network. It can be
Manualconfiguration, APN Profile Listor Auto-detection.

SelectManual-configurationto setAPN(Access Point Name)jal Number
Account andPasswordo what your carrier provides.

SelectAPN Profile Listo set more than one profile to dial up in turn, until
the connection is established. It will pop up a new filed, please @atic
Network > WAN Uplink> Internet Setup > SIM\ APN Profile Lidor
details.

SelectAuto-detection to automatically bring at all configurations needed
while dialingup, by comparing the IMSI of the SIM card to the record list
in the manufacture@database.

Note_1: You are highly recommended to select tMianual or APN Profile
Listto specify the network for your subscription. Your éRaysprovides
such network settings for the subscribers.

Note_21f you selectAuto-detection, it is likely to connect to improper
network, or failed to find a valid APN for your ISP.

Enter theAPNyou want to use to establish the connection.

This is a mustilled setting if you selecteanualconfigurationas dialup
profile scheme.

Specify the IP type of the network serveice provided by your cellular
network. It can béPv4 IPvG orIPv4/6.

Enter the PIN (Personal Identification Number) code if it needsniock
your SIM card.

Enter the optionaDial Number Account andPasswordsettings if your ISF
provided such settings to you.

Note: These settings are only displayed whelanualconfiguration is
selected.

SelectPAP(Password Authentication Protocol) and use such protocol to
I dzi KSY GAOFGSR gAGK GKS OF NNA SNIQ3
SelectCHARChallenge Handshake Authentication Protocol) and use su
LINEG202t G2 0SS IdziKSYydAOFdSR gAd
WhenAuto is selected, it means it will authenticate with the server eithe
PAPor CHAP

WhenDynamic IAs selected, it means it will get all IP configurations fror
G§KS OF NNASNXRAE aSNWSNI FyR asSda Gz
If you have specific application provided by the carrier, and want to set |
configurations on your ow, you can switch t&tatic IPmode and fill in all
parameters that required, such as IP address, subnet mask and gatewz

Note: IP Subnet Masks a must filled settingand make sure you have the
right configuration. Otherwise, the connection may ggues.

Enter the IP address to change the primary DNS (Domain Name Serve
setting. If it is not filledn, the server address is given by the carrier while
dialingup.

Enter the IP address to change the secondary DNS (Domain Name Sel
setting. If it is not filledn, the server address is given by the carrier while
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address (IPv4 type) dialingup.
Check the box to establish the connection even the registration status i
Thebox is unchecked by roaming, not in home network.

Roaming default

Note: It may cost additional charges if the connection is under roaming.

Create/Edit SIMA / SIM-B APN Profile List

You can add a new APN profile for the connection, or modify the content of the APN profile you added. It |
available only when you selebialUp ProfileasAPN Profile List

Add || Delete

Profile

ID Name

APN IP Type Account | Password | Authentication| Priority | Enable Actions

List all the APN profile you created, easily for you to check and modifyaltailable only when you select
DialUp ProfileasAPN Profile List

WhenAdd button is applied anAPN ProfileConfiguratiorscreen will appear.

ltem Setting

¥ Profile Mame Profile-1
¥ AFPN
b IP Type IPvd ~
¥ Account (Cptional)
» Password | (Optional)
» Authentication Auto ¥
¥ Priority
b Profile Enable

1. By defaulProfile-x is Enter the profile name you want to describe for this profile.
Profile Name listed

2. String format any text
APN String format any text Enter theAPNyou want to use to establish the connection.

1. A Must filled setting Specify the IP type of the network serveice provided by your cellular
IP Type 2. By defaultPv4is network. It can béPv4 IPvg orIPv4/6.

selected

. Enter theAccountyou want to use for the authentication.
Account String format any text
Value Rangé) ~53 characters.

Password Stringformat : any text Enter thePasswordyou want to use for the authentication.

1. A Must filled setting Select the Authentication method for the cellular connection.
Authentication 2. By defaulAuto is It can beAuto, PAR CHAR or None.

selected
Priority 1. A Must filled setting Enter the value for the dialingp order. The valid value is from 1 to 16. It
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Profile

Save

Undo

2. String format integer

The box izhecked by
default

N/A

N/A

will start to dial up with the profile that assigned with the smallest numb

Value Rangel ~ 16.
Check the box to enable this profile.
Uncheck the box to disable this profile in dialimg action.

Click theSavebutton to save the configuratian
Click theX button to restore what you just configured back to the previot
setting.

SetupCellularConnection Common Configuration

Here you can change common configurationsGetlulanVAN.

Item

¢ Connection Contro

k Time Schedule

Setting

| Auto-reconnect

e

(0) Always »

b MTU Setup [] Enahble

v IP Passthrough (Cellular Bridge)| [J Enable Fixed MAC
F NAT Enable

b IGMP

F WAN IP Alias

Connection Control

Maximum ldle Time

Time Schedule

MTU Setup

(] Enable 10.0.0.1

By defaultAuto-
reconnectis selected

1. AnOptionalsetting
2. By defaulb600seconds
isfilled-in

1. A Must filled setting
2. By defaul{0) Always
is selected

1. AnOptionalsetting
2.Uncheckby defaut

WhenAuto-reconnectis selected, it means it willy to keep thelnternet
connection on all the timavhenever the physical link is connected
WhenConnecton-demandis selected, it means thiaternet connection
will be established only when detecting data traffic.

WhenConnect Manuallyis selected, it means you need to click the
Connectbutton to dial up the connection manually. Please g&tatus
>BasicNetwork>WAN & Uplinkab for details.

Note:If the WAN interface serves as the primary one for anotv&N
interface in Failover roleand vice versa)he Connection Control
parameter will not be availablen both WANss the system must set it to
G ! dzéchnned ¢

Specify the maximum Idle time setting to disconnect the internet
connection when the connection idle timed out.

Value Range300 ~86400.

Note: This field is available only wh&wonnecton-demandor Connect
Manuallyis selectedas the connection control scheme

When(0) Alwaysis selected, it means this WAN is under operation all th
time. Once you have set other schedule rules, there will be other option
select. Please go ©bject Definitior> Schedulindor details.

Check the Enable box to enable the MTU (Maximum Transmission Unit
limit, and specify théTUfor the cellularconnection.

MTUrefers to Maximum Transmission Unit. It specifies the largest packi
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NAT
IGMP

WAN I[P Alias

Iltem

» Network Monitoring
Configuration

r Checking Method
+ Loading Check

¥ Query Interval

¥ Latency Threshold
¥ Fail Threshold

F Targett

r Targetz

Network Monitoring

Configuration

Checking Method

Loading Check

Query Interval

Check Interval

Checkby default

By defaultDisableis
selected

1. Unchecked by default
2. String format: 1P
address (IPv4 type)

I E
m
o= |
i)
[=3
[4+]

DNS Query «

¥ Enable

000 [

=]

5)

DNS1 A

II

Mone

1. An optional setting
2.Boxis checked by
default

1. AnOptionalsetting
2.DNS Querys set by
default

1. An optional setting
2.Boxis checked by
default

1. AnOptionalsetting

2.5 secondss selected

by default.

1. AnOptionalsetting
2.5 secondss selected
by default.

[Times)

size permitted for Internet transmission.

Value Range1200 ~ 1500.

Uncheck the box to disabMAT(Network Address Translation) function.
SelectAuto to enablelGMPfunction.

Check theEnablebox to enabldGMP Proxy

Check the box to enabM/AN IP Aliasand fill in the IP address you want t
assign.

Setting

(seconds)

Check theEnablebox to activate the network monitoring function.

Choose eitheDNSQueryor ICMP Checkintp detect WAN link
WithDNS Querghesystem check theconnectionbysending DNQuery
packets to the destination specified in Target 1 and Target 2
WithICMP Checkinthesystem will check connectioy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
Check theEnablebox to activate the loading check function.

Enable Loading Check allows tetewayto ignore unreturned DNS
queries or ICMP requests when WAN bandwidth is fully occupied. This
prevent false linkdown status.

Specify a time interval as the DIR8eryInterval.

Querylnterval definesthe transmittinginterval between two DNS Qugor
ICMPcheckingpackets.

WithDNS Querythesystem check theconnectionbysending DNQuery
packets to the destination specified in Target 1 and Target 2

Value Range? ~ 14400.

Specify a time interval as tHEMPCheckingnterval.

Querylnterval definesthe transmittinginterval between two DNS Qugor
ICMPcheckingpackets.

WithICMP Checkinghesystem will check connectiooy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
Value Range2 ~ 14400.
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Latency Threshold

Fail Threshold

Target 1

Target 2

Save
Undo

1. AnOptionalsetting
2.3000 msgis set by
default

1. AnOptionalsetting
2.5 timesis set by
default

1. MOptionalfilled
setting
2.DNSlisselectedby
default

1. MOptionalfilled
setting

2.None s selectedby
default

N/A
N/A

Enter a number of detecting disconnectitbmes to be thethreshold
beforedisonnectionis acknowledged.

Latency Thresholdlefinesthe tolerancethreshold of responding time.
Value Range2000 ~ 3000 seconds.

Entera number of detecting disconnection times to be tiheeshold
beforedisonnectionis acknowledged.

Fail Thresholdpecifieghe detected disconnection before the router
recognize the WAN link down status

Value Rangel ~ 10 times.

Targetlspecifieghe first target of sending DNS query/ICMP request
DNS1set theprimaryDNSo be the target

DNS2set thesecondarPNSo be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

Targetlspecifieghe secondtarget of sending DNS query/ICMP request
None:no secondargetis required.

DNS1set theprimaryDNSo be the target

DNS2 set thesecondarfpNSto be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

ClickSaveto save the settings

ClickUndoto cancel the settings
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Internet Connectiorct WFi UplinkWAN

If the device connects to Internet througWiFi Uplink this section will help you to complet/iFi Uplink
connection setup.

Go toBasic Network>WAR Uplink> Internet Setuptab.

WiFi Uplinkinterface: TheUplink network is a wireless network, and the gateway can connect to the Uplink
network through WiFi connection

If you havethe access permission to a certain wireless netwody gan setup aViFi Uplinkconnection by
using the gateway device. This gateway can supp02 1lac/n/g/bdata connectionand it can connect to a
wireless network (access point) under the regular infrastrature mode

Interface Name Physical Interface Operation Mode WAN Type Action
WAMN-1 Ethernet Always on Static IP
WAN-2 WiFi Module One Always on Uplink
WAN-3 Disable .
WAN-4 Disable - Edit

Configure WiFi Uplink Setting

WhenEditbutton is appliednternet Connection Configuratioscreen will appealWAN?2 interfaceis used in

this example

* Internet Connection Configuration { WAN -2 )

Item

Setting

» WAN Type

Internet Connection Configuration

Item

WAN Type

Value setting
1. A Must filled setting

Description
From the dropdown boxselectnternet connection methodor WiFi Uplink

2. Uplinkis sdected by ConnectionOnlyUplinkis available
default
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WiFi Uplink

= WiFi Uplink WAN Type Configuration -

Item

Setting

-

Connect to AP

Only_For Monkey-Ch#1-WPA2-PSK (AES)

¥ Network Type NAT Mode r
¥ IP Mode Dynamic IP v
» Host Name | | (Optional)

-

Connection Control

| Connect Manually

d

-

Maximum |dle Time

86400 (seconds)

-

Fast Roaming

() Enable Signal Threshold %

-

Fast Roaming Channels

NAvY| NAv

NA v |

WiFi Uplink WAN Type Configuration

ltem Value setting

Connect to AP N/A

Description

Display the information of AP for connecting

You can Click th8canbutton and select a AP for the uplink network.
Besides, you can also create uplink profile(s) for ease of connecting to
available Uplink network. Refer ®asic Network > WiFi > Uplink Profile
tab.

1. A Must filled stting
Network Type 2. NAT Modss sdected
by default

Select the expected network type for the WiFi Uplink connection. It can
NAT Mode Bridge Mode or NAT Disable

WhenNAT Modeis selected, théNATfunction is activatedn the Wireless
Uplinkconnection

WhenBridgeMode is selected, the bridge function is activated the
Wireless Uplinkonnection The supporting of bridge mode depends on t
product specification, if the purchased device do@suapport the bridge
mode, it will be greyed out from selection.

WhenNATDisableis selected, théNATfunction is deactivatedn the
Wireless Uplinkconnection and it can function as a router with manually
configured routing setting.

1. A Must filled setting
IP Mode 2. Dynamic IRs sdéected
by default

Specify the IP mode for the wireless uplink Interface. It cabyoeamic IP
or Static IP

WhenDynamic IHs selected, the device will request a IP from the Uplin
Network as the IP for the uplink interfage

WhenStaticlPis selected, you have to manually configure the IP addres
settings for the uplink interface. The settings include IP address, subne
mask, gateway, and primary/secondary DNS.

Connection Control A Must filled setting

There are threeonnectionmodes

1 Auto-reconnect (Always ongnables the router to always keep
the Internet connection on.

1 Connecton-demandenables the router to automatically e
establish Internet connection as soon as user attempts to acce
the Internet. Internet connection will be disnnectedwhenit has
been inactive for a specified idle time.

i Connect Manuallyallows user toconnect to Internet manually
Internet mnnectionwill beinactive afterit has been inactive for
specified idle time.
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Maximum Idle Time

Fast Roaming

Fast Roaming
Channels

Network Minitoring

Item

» Network Monitoring
Configuration

» Checking Method
» Loading Check

» Query Interval

» Latency Threshaold
» Fail Threshaold

» Target1

» Target2

Network Monitoring

Configuration

Checking Method

Loading Check

Query Interval

1. AnOptionalsetting

Specify the maximum Idle time setting to disconnect the internet
connection when the connection idle timed out.

2. By defaul600seconds Value Range300 ~86400.

isfilled-in

1. An Optionalsetting
2. Uncheckeds sdeded
by default

1. An Optionalsetting
2. N/Ais sdected by
default.

Note: This field is available only wh&@wonnecton-demandor Connect
Manuallyis selectedas the connection control scheme

Clickthe Enablecheckbox to activate the fast roaming function.

In addition, you can also specifylaesholdvalue for changing from one A
to another nearby AP. The defauthresholdvalue is 40%.

Value Range30 ~60%.

You can specify up to three channels for WiFi Uplinkréeshing function.
If you dor®specify any channel, the WiFi uplink will just operate on orig
connection channel.

Setting
# Enable
DNS Query
¥ Enable
5 (seconds)
3000 (ms)
5 (Times)
DNS1 v
None v

1. Anoptional setting
2.Boxis checked by
default

1. AnOptionalsetting
2.DNS Querys set by
default

1. An optional setting
2.Boxis checked by
default

1. AnOptionalsetting
2.5 secondss selected
by default.

Check theEnablebox to activate the network monitoring function.

Choose eitheDNS Quergr ICMP Checkintp detect WAN link

WithDNS Queryhesystem check theconnectionbysending DNQuery
packets to the destination specified in Target 1 and Target 2
WithICMP Checkinthesystem will check connectioy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
Check theEnablebox to activate the loading check function.

Enable Loading Check allows taewayto ignore unreturned DNS
queries or ICMP requests when WAN bandwidth is fully occupieg.is to
prevent false linkdown status.

Specify a time interval as the DIR8eryInterval.

Querylnterval definesthe transmittinginterval between two DNS Qugor
ICMPcheckingackets.

WithDNS Querythesystem check theconnectionbysending DN&uery
packets to the destination specified in Target 1 and Target 2
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Check Interval

Latency Threshold

Fail Threshold

Target 1

Target 2

Save
Undo

1. AnOptionalsetting
2.5 secondss selected
by default.

1. AnOptionalsetting
2.3000 msis set by
default

1. AnOptionalsetting
2.5 timesis set by
default

1. MOptionalfilled
setting
2.DNSlisselectedby
default

1. MOptionalfilled
setting

2.None s selectedby
default

N/A
N/A

Value Range2 ~ 14400.

Specify a time interval as tHEMPCheckingnterval.

Querylnterval definesthe transmittinginterval between two DNS Qugor
ICMPcheckingpackets.

WithICMP Checkinghesystem will check connectioloy sending ICMP
requestpackets to the destination specified in Target 1 and Target 2
Value Range? ~ 14400.

Enter a number of detecting disconnection times to be tieeshold
beforedisonnectionis acknowledged.

Latency Thresholdlefinesthe tolerancethreshold of responding time.
Value Range2000 ~ 3000 seconds.

Entera number of detecting disconnection times to be theeshold
beforedisonnectionis acknowledged.

Fail Thresholdpecifieghe detected disconnection before the router
recognize the WAN link down status

Value Rangel ~ 10 times.

Targetlspecifieghe first target of sending DNS query/ICMP request
DNS1set theprimaryDNSo be the target

DNS2 set thesecondarfpNSto be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

Targetlspecifieghe secondtarget of sending DNS query/ICMP request
None:no secondargetis required.

DNS1set theprimaryDNSo be the target

DNS2 set thesecondarfpNSto be the target.

Gateway set theCurrent gatewayo be the target

Other Host enter an IPaddresgo be the target

ClickSaveto save the settings

ClickUndoto cancel the settings
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2.2 LAN & VLAN

This section providethe configurationof LAN andVLAN VLAN is an optiondgature, and it depends on the
product specification of the purchased gateway.

2.2.1 Ethernet LAN

xDSLand,for

g 4G Cellular

The Local Area Network (LAN) can be
used to share data or files among

computers attached to a netwér
Following diagram illustrates the
network that wired and interconnects
computers.

Ethernet LAM

OO

Please follow the following instructions to do IFethernet LANSetup.

ltem Setting
v P Mode Static IP
» LAM P Address 192,168 123 254
¥ Subnet Mask 2552552550 (/24) v
It shows the LAN IP mode ftbre gateway according the related configuration.
Static IP If there is at least one WAN interface activated, the LAN IP mode i
IP Mode N/A fixed in Static IP mode.

1. A Must filled setting
2.192.168.123.254s set by
default

LAN IP
Address

1. A Must filled setting
Subnet Mask  2.2552552550 (/24)is set
by default

DynamiclP: If all the available WAN inferfaces are disabled, the LAN IP moc
can be Dynamic IP mode.

Enter e local IP address of this device.

Thenetwork device(spn your network must use the LAN IP address of this
device as their Default Gatewayou can change it if necesy.

Note:LGQa faz2z 0GKS Lt | RRNBaa

to type new IP address in the browser to see web Ul

Select thesubnet maskor this gatewayrom the dropdown list

Subnet mask defines how many clients are allowed in one network or subni

The default subnet mask is 255.255.25821), and it means maximum 254 IP

addresses are allowed in this subnet. However, one of them is occupied by
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IP address of this gateway, so there are maximum 253 clients allowed in L4

network.
Value Range255.0.0.0 (/8)~255.255.255.252 (/30)

Save N/ A Click theSavéutton to save the configuration
Click theUndadbutton to restore what you justonfigured back to the previous
setting.

Undo N/ A

Create / Edit Additional IP

This gateway provides the LAN IP alias function for some special management consideration. You can add
additional LAN IP for this gateway, and access to this gateway with the adtiffona

= Additional IP " "

Interface IP Address Subnet Mask Enable Action
WhenAdd button is appliedAdditional IPConfigurationscreen will appear.
® Additional IP Configuration ' x
Item Setting
¥ Mame | |
¥ Interface
» IP Address | |
» Subnet Mask 1255.255.255.0 (/24) v |
» Enable o
Configuration
Item Value setting Description
Name .1 An Optional Setting Enter the name for the alias IP address.
1. A Must filled setting .
Interface Specify the Interface type. It can bzor brO.
2.lois set by default pecify yp
1. AOptionalsetting
IP Address 2.192.168.123.254s set by  Enter hie additionIP addressor this device.
default
Select thesubnet maskor this gatewayfrom the dropdown list
Subnet mask defines how many clients are allowed in one network or subn
1. A Must filled setting The default subnet mask is 255.255.2582%), and it means maximum 254 |P
Subnet Mask  2.2552552550 (/24)is set addresses are allowed this subnet. However, one of them is occupied by L/
by default IP address of this gateway, so there are maximum 253 clients allowed in L4
network.
Value Range?255.0.0.0 (/8 255.255.255.255 (/32)
Save NA Click theSavéutton to save the configuration
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2.2.2\VVLAN

VLAN(Virtual LAN)s a logical network under a certain switch or router deveyroup client hostawith a
specific VLAN LT hisgatewaysupportsboth Port-based VLAN anthgbased VLAN.Tlsefunctions allowyou

to divide local network into & F SNB y (i & @ is Ndmdzbnfreqyiréntert fordsome application scenario.
For example,there are variowepartmentswithin SMB.AIl client hosts irthe same department sbuld own
common access pilegeand QoS property. You cassign departmentgither by port-based VLAN or tag
based VLANs a groupand then configuret by your plan.In some cases, ISP may need router to support
Gx[!'b GF 3¢ FT2NJ OSNIF Ay | Agyodpaall devicesdedidti Ah@ SeivicadaS dna g L
basel VLAN

If the gatewayhasonly one physical Ethernet LAN port, only very limited configuraisoavailable if you
enable the Porbased VLAN.

U Port-based VLAN

Portbased VLAN function cagroup Ethernetports, Portl ~ Por#4, and WiFi Virtual Access P@EnVAPL ~
VARS8, together for differentiated services like Internet surfing, multimedia enjoyment, VolIP talking, and so on
Two operation modes, NAT and Bridge, can be applied to each VLAN group. One DHCP server can be alloc
for a NAT VLAN group tetlgroup host member get its IP address. Thus, each host can surf Internet via the
NAT mechanism of business access gateway. In bridge mode, Intranet packetdédweised out WAN trunk

port with VLAN tag to upper link for different services.

VLAN Group 1 NAT
= = Wireless Network (
: /.‘\\‘ D,! (:.'N:: :. W'\F'\ Bri dge xDSL Modem Q;;;’
L, \S:_-...;'o _ :/ ’j/y ;V/iFi =

— '

\‘\

e Wireless Network

|’ jﬁ T
'.\ -
S

T —

Se88o

\ Wired Network

VLAN Group 2

[' = == C

oG

\ Wired Network

A port-based VLAN is a group of ports on an Ethernet or Virtual APs of Wired or Wireless Gateway that form
logical LAN segment. Following is an example.

For example,n a company, administrator schemes oun8twork segments,Lobby/Meeting Room, Office,

and Daa Center. In a Wireless Gateway, administrator can configure Lobby/Meeting Room segment witl

VLAN ID 3. The VLAN group includes-Bahd VAR (SSID: Guest) with NAT mode and DBIGerver

equipped. He also configure Office segment with VLAN ID 2. ¢ §tloup includes Poe& and VAR (SSID:

Staff) with NAT mode and DHERBerver equipped. At last, administrator also configure Data Center segment

with VLAN ID 1. The VLAN group includes-Pakith NAT mode to WAN interface as shown in following
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diagram
Wireless Gateway ()
\ [m% xDSL and/or
— 4G Cellular
- 3
VLANID 1 % %
%
& | Fonas S [} Jere m
@ Data Center 3
2
VID1: o4
DHCP Server: DHCP-1
VID2:
DHCP Server: DHCP-2
VID3:
DHCP Server: DHCP-3 @ Office Network  /

VLANID 2

VLANID 2

Above is the general case for 3 Ethernet LAN ports in the gateway. But if the device just has one Ethernet L
port, there will be only one VLAN group for the device. Under such situation, it still supports both the NAT an

Bridge moddor the Port-based VLAN configuration.

U Tagbased VLAN

Tagbased VLAN function can group Etherpetts, Portl ~ Port4, and WiFi Virtual Access Points, VAP
VARS8, together with different VLAN tags for deploying subnets in Intranet. All packet flows camgtry
different VLAN tags even at the same physical Ethernet port for Intranet. These flows can be directed t
different destination because they have differentiated tags. The approach is very useful to group some host
at different geographic location the in the samavorkgroup

Tagbased VLAN is also called a VLAN Trunk. The VLAN Trunk collects all packet flows with different VLAN
from Router device and delivers them in the Intranet. VLAN membership in a tagged VLAN is determined |

VLAN ID informatn within the packet frames that are received on a port. Administrator can further use a
VLAN switch to separate the VLAN trunk to different groups based on VLAN ID. Following is an example.
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VLAN Group 1

. ereless Network WiFi = Al

; SRS = (o

\ xDSL Modem \{s-‘
S / | £

s

s

)

— Wireless Network

[ <o O b

Wired Netwerk: V

S & O

Wired Netwerk

)

For example,n a companyadministrator schemes out B8etwork segments] ab,Meeting Roors, and Office.

In a Security VPN Gateway, administrator can configure Office segment with VLAN ID 12. The VLAN grou
equipped with DHCGB server to construct a 192.168.12.x subnet. He also configure Meeting Rooms segmen
with VLAN ID 11. The VLAN group is equipped with EBBH§&#Pver to construct a 192.168.11.x subnet for
LYGNIySh 2yfted ¢KIG Aaz Fyeé Of ASy (AtKg deiconfigyrestdb! b
segment with VLAN ID 10. The VLAN group ipeedi with DHCR server to construct a 192.168.10.x subnet.

Gateway VID10 :

DHCP Server : DHCP-1(192.168.10.x)
VID11 :

XDSL and/or Erncrjewer: DHCP-2(192.168.11.x)
4G Cellular )

DHCP Server: DHCP-3(192.168.12.x)

Port-3, 4
Portl,2 ViD=11

VID=12 Meeting Rooms "\

A ‘i".
\% VID=11
Port-1,2 Port-3, 4
VID= 10 VID=12 y
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U VLAN Groups Access Control

Administrator canspecify the Internet access permission for all VLAN groups. He can also configure whic
VLAN groups are allowed to communicate with eattier.

VLAN Group Internet Access

Administrator can specify members of one VLAN group to be able to access Internet or not. Following is
example that VLAN groups of VID is 2 and 3 can access Internet but the one with \@@nmotlaccess
Internet. That is, sitors in meeting roomand staffs in office networkcan access Internet. But the
computers/servers in data center cannot access Internet since security considerativarsSer data center

only for trusted staffs or are accessed in secure tunnels.

Wireless Gateway ()

xQSL and/or >
4(?Qe|lular 0

! 3
1 X FOICANE | e VIANID 3

wawos Q) G Vawns
s

m
33- 0 @ Meeting Room
L%@ %@}, ‘
@ Office Network
VLANID 2

VLANID 2
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Inter VLAN Group Routing:

In Portbased tagging, administrator can specify member hosts of one VLAN group to be able to communica
with the ones of another VLAN group or not. This is a communication pair, and one VLAN group can join ma
communication pas. But communicationLJr A NJ R2Say Qi KIF@gS (GKS (GNI yaa
O2YYdzyAOF(iS 6AGK .X YR . OFyYy 02YYdzyAOF(S gAGK
example is shown at following diagraMLAN groups of VID is 1 and 2 careasceach other but the ones
0SG6SSy L5 ™M FYR L5 o YR 0SG6SSy L5 H |yR =*L

Wireless Gateway )

xDSL and/or
4G Cellular

VLANID 1

; VLANID 2
VLANID 2
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VLANSetting

Go toBasic Network AN & VLAKRVLANTah

The VLAN function allows you to divide local network into different virtualsLANere are Porbased and
Tagbased VLAN types. Select one that applies.

Item Setting
Fort-based

Start 1D 1

v WLAM Types

v Systerm Reserved YLAN 1D (1-4081)~End 1D |5

VLAN Type Port-basedis selected by  Selectthe VLAN type that you want @dopt for organizing you local subnets.
default Port-basedPortbased VLAAllowsyou to add rule for each LAN port, and you

can do advanced contralith its VLAN ID.

Tagbased Tagbased VLA&llowsyou to add VLAN ID, and select member ar

DHCP Server for this VLAN ID. Goagbased VLAN Ligable.

Specify the VLAN ID range that is reserved for the system oper&tiothe
gﬁifrr\?e d 1 ~ 5is reserved by default Portbased/Tagbased VLAN grouping, only use the ID outside the reserved
VLAN ID range.

Value Rangel ~ 4091.

Save NA Click theSaveutton to save the configuration

Port-based VLAN Create/Edit VLAN Rules

The portbased VLAN allows you to custom each LAN port. There is a default rule shows the configuration of
LAN pors. Also,if your device has a DMZ port, you will see Ddd#figuration, too. The maxima rule numbers
is based on LAN port numbers.

Add Delete
Name VLAN ID Tg;;‘lﬂ g NAT / Bridge Port Members LAN IP Address Subnet Mask Joined WAN WAN VID Enable | Actions
DMZ 4084 # MAT DMZ Part 192.168.6.254 2595.255.255.0 AR - 1 a Edit
LA I ative WLAR i AT Detail 192.168.123.254 2552652550 AlLAN S 0 Edit
Apply | InterWLAN Group Routing

When Add button is applied Port-based VLAN Configuration screen will appear, which is including 3 sections:
Port-based VLAN ConfiguratiomP Fixed Mapping Rule Ljstnd Inter VLANGroup Routingenter through a

button)
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Port-based VLAN Configuration

¥ Name

» VLANID

¥ VLAN Tagging
» NAT / Bridge

» Port Members

» LAN to Join

Name

VLAN ID

VLAN Tagging

NAT / Bridge

Port Members

LAN to Join

Save

Undo

Item Setting
VLAN -1
Disable
NAT v
Port: Port-2 Port-3
24G: [ VAP-1 WAP-2 [ VAP-3 [ VAP-4 [ VAP-5 [ VAP-B [ VAP-T [ VAP
5G VAP-1 VAP-2 [) VAP-3 [ VAP-4 [] VAP-5 [] VAP-6 [] VAP-T [] VAP-8
Enable |\DHCP 1 »

1. A Must filled setting
2. String format: already
have default texts

A Must filled setting

Disableis selectedhy
default.

NATIs selectedby default
These bogsareunchecked
by default.

The box is unchecked by
default.

NA

NA

Define theNameof this rule. It has a default text and cannot be modified.

Define the VLAN ID number, range is 1~4094.
The rule is activated according AN IDand Port Membersconfiguration
when Enableis selected.

The rule is activated accordifprt Membersconfiguration wherDisableis
selected.

SelectNATmode orBridgemode for the rule.

Select which LAN pddg)and VARs)that you want to add to the rule.

Note: The available member list can be different for the purchased product.
Check the Enable box and select on¢hef defined DHCP Server for the List tc
define the DHCP server for the VLAN group.

If you enabled this function, all the rest settings will be greyed out, not requi
to configured manually.

Click theSavéutton to save the configuration

Click theUndabutton to restore what you just configured back to the previous

setting

If you didr2 decide to bind the VLAN group to a pitefined DHCP server, you have to further specify the
following settings.
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» WAN & WAN VID to Join

¥

b

b

-

-

-

-

LAN IP Address

Subnet Mask

DHCP Server [ Relay

DHCP Server Name

IP Poo

Lease Time
Domain Name
Primary DNS
Secondary DNS
Primary WINS

Secondary WINS

All WANs + | |None
192.168.2.254
2552552550 (/24) -

Server v

Starting Address: |192.168.2.100
Ending Address:  [192.168.2.200
36400 seconds
(Optional)
(Optional)
(Optional)
(Optional)

(Optional)

b Gateway

» Enable

WAN & WAN
VID to Join
LAN IP
Address

Subnet Mask

DHCP Server
/Relay

DHCP Server
IP Address
(for DHCP
Relayonly)
DHCP Option
82

(for DHCP
Relayonly)
DHCP Server
Name

IP Pool

Lease Time

All WANSis selectedby
default.

A Mustfilled setting

255.255.255.0(/24)s
selectedby default

Serveris selectedby default

A Must filled setting

An Optional filled setting

A Must filled setting

A Must filled setting

A Must filled setting

(Optional)

Select whichtWANor All WANSsthat allow accessing Internet.

Note: If Bridge mode is selectegipu need to select a WAN amahteraVID.
Assign anP Addresdgor the DHCP Server that the rule used, this IP address
gateway IP.

Select éSubnet Maskor the DHCP Server.

Define theDHCP Servdype.

There are three types you can seleserver Relay andDisable

Relay SelecRelayto enable DHCP Relay function for the VLAN group, and \
only need tdfill the DHCP Server IP Addrefgsid.

ServerSelectServerto enable DHCP Server function for the VLAN group, an
you need to specify the DHCP Server settings

DisableSelectDisableto disable the DHCP Server function for the VLAN grot
If you selectRelaytype of DHCP Server, assigDdCP Server IP Addresst
the gateway will relay the DHCP requests to the assigned DHCP server.

If you selectRelaytype of DHCP Servemu can further enable the DHCP
Option 82 setting if the DHCP server support it.

Define name of the DHCP Serfarthe specified VLAN group

Define the IP Pool range.

There areStarting Addresand Ending Addres§elds If a client requests an IP
address from this DHCP Server, it will assign an IP address in the rdAge of
pool.

Define a period of time for an IP Address that the DHCP Server leases to a
device. By default, thkease timeis 86400 seconds.
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Domain Name

Primary DNS

Secondary
DNS

Primary WINS

Secondary
WINS

Gateway
Enable

Save

Undo

String format can be any
text
IPv4 format

IPv4 format
IPv4 format
IPv4 format

IPv4 format
The box is unchecked by
default.

NA

NA

The Domain Name of this DHCP Server.
Value Range0 ~ 31 characters.

The Primary DNS of this DHCP Server.
The Secondary DNS of this DHCP Server.
The Primary WINS of this DHCP Server.
The Secondary WINS of this DHCP Server.
The Gateway of this DHCP Server.

ClickEnablebox to activate this rule.

Click theSavéutton to save the configuration
Click theUndobutton to restore what you just configured backttoe previous
setting
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Besidesyou can addsome IPrulesin the IP Fixed Mapping Rule LigtDHCBerverfor the VLAN groups is
required.

= IP Fixed Mapping Rule List I PR
MAC Address IP Address Enable Actions

WhenAdd button is appliedMapping Rule Configuratioscreenwill appear.

Mapping Rule Configuration

Item Value setting Description
MAC Address A Must filled setting Define theMAC Addressarget that the DHCP Server wantsmatch
Define thelP Addresghat the DHCP Server will assign.
) . If there is a request from the MAC Address filled in the above field, the DHC
IP Address A Mustfilled setting Server will assign thi® Addresso the client whoseMAC Addressatched the
rule.
The box is unchecked by  ClickEnablebox to activate this rule.
Enable
default.
Save NA Click theSavéutton to save the configuration

Note: ensure to alwayslick onApply button to apply the changes aftéhe web browser refreshed taken you
back to the VLAN page.

« Portbased VLAN List [T EEEY ~ %
Name  VLANID T:;;ﬂg NAT/Bridge | b0 LAN IP Address Subnet Mask | Joined WAN = WAN VID | Enable  Actions
MNative VLAN
LAN Tog 1 X NAT 192.168.66.1 2552552540 | Al WANs 0

| Apply | Inter VLAN Group Routing
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Port-based VLAN Inter VLAN Group Routing

ClickVLAN Group Routingutton, the VLAN Group Internet Access Definitiamd Inter VLAN Group Routing
screen will appear.

= VLAN Group Internet Access Definition

VLAN IDs Members Internet Access(WAN)
Port:273
1 2.4G VAP: 12345678 Allow

VLAN IDs

# Inter VLAN Group Routing

SGVAP: 12345878

Members

Action

Edit

Edit

Edit

Edit

WhenEditbutton is applied a screen similar to this will appear.

VLAN IDs Members Internet Access(WAN)
Port: 23
1 2.4G VAP: 12345678 Allow

VLAN IDs

« Inter VL AN Group Routing

Members

Action

o1

Edit

Edit

Edit

Edit

Inter VLAN Group Routing

Item

Value setting

VALN Group

Internet
Access
Definition

All boxes are checked by

default.

Description
By default, all boxes are checked mean®/&IAN IDmembers are allow to

access WAN interface.
If uncheck aertaiflVLAN IDb 2 ES A

Internet anymore.
Note: VLAN ID 1s available always; it is the default VLAN IDANrule. The

YSIya

z

GKS +[!D
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other VLAN IBare available only whetthey areenabled

Click the expected VLAN IDs box to enable the Inter VLAN access function
. @ RSTldzZ G YSYOSNB AY RATTSINKstdway:
supportsup to 4 rules forinter VLAN Group Routing.

For example filD_1 and ID_2 are checked, it means members in VLAN ID_
access members of VLAN IDa@d vice versa

Click theSavebutton to save the configuration

Inter VLAN The box is unchecked by
Group Routing default.

Sve N/A

Tagbased VLAN Create/Edit VLAN Rules

The Tagbased VLAMNallows you to custome each LAN port according to VLAN ID. There is a default rule
shows the conguration of all LAN ports anal VAPs. Alsaf your device has a DMZ port, you will see DMZ
configuration, too. The router supports up to a maximum of 12gkased VLAN rule sets.

Add Delete
VLAN ID | Internet Port Members Bridge Interface | IP Address | Subnet Mask | Actions
Paort: Port-2 Port-3
Native Edit
ftﬁ\: 2.4G: JAP-1 [AP-2 | VAP-3 v VAP-4 v VAP-5 v VAP-6 v VAP-T v VAP-8 DHCP 1
' Select
5G: /AP-1 VAP-2 (¢ VAP-3 ¥ VAP-4 ¥ VAP-5 ¥ VAP-6 ¥ VAP-T (¥ VAP-3

WhenAdd button is appliedTagbased VLAN Configuratioscreen will appear.

Item Setting
» VLAN ID 0
b Internet Access #| Enable
Port: Port-2 Port-3
» Port Members 2.4G: [ VAP-1 [ WAP-Z [ | VAP-3 || VAP-4 [ | VAP-5 [ | VAP-6 [ | VAP-7 [ | VAP-3
5G: [ VAP-1 [ VAP-2 [ | VAP-3 [ VAP-4 [ | VAP-5 [ | VAP-6 [ | VAP-T [ | VAP-3
» Bridge Interface DHCP 1 +
VALN ID A Must filled setting Define theVLAN IDhumber,that is outside the system reserved range.
Value Rangel ~4095
Internet The box is checked by ClickEnablebox to allow the members in the VLAN group access to internet,
Access default.
Check the_AN portbox(es) to join the VLAN group
Port Members ngealtj)l?)es areunchecked by Check the VAPbox(es) to join the VLAN group
' Note: Only the wireless gateway has the iaP
Bridge DHCP 1s selectedby Selecta predefinedHCP ServeaNewto defined a new DHCP server these
Interface default members of this/LAN group
ClickSavebutton to save the configuration
Save N/A

Note:After clickingSavebutton, always cliclpply button to apply the settings.
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If you select New to create a new DHCP server setting for the VLAN group, you have to further specify t
following configuration.

» IP Address | |

+ Subnet Mask |2552552550 (/24) |
» DHCP Relay (] Enable & Server IP - |

» WAN Interface WAN -1~

» DHCP Relay Option 82 [J Enable

Tagbased VLAN Configuration (patt)

ltem Value setting Description

IP Address A Must filled setting Assign anP Addresd$or the DHCP Server that the rule used, this IP address
gateway IP.

255.255.255.0(/24)s Select &5ubnet Maskor the DHCP Server.

selectedby default

Thebox is unchecked by Check the box to enable the DHCP Relay fundtiothe VLAN group, and you

Subnet Mask

DHCP Relay

default. only need tdfill the DHCP Server IP Addrefssld.
WAN Interface \é\(le?;\:i is selectedby Select whichWWANnterfacethat allow accessintnternet.

DHCP Option . ' . If you selectRelaytype of DHCP Servemu can further enable the DHCP

82 An Optional filled setting Option 82 setting if the DHCP server support it.

Save NA Click theSavéutton to save the configuration

Undo NA Click theUndadbutton to restore what you just configured back to the previous
setting

Tagbased VLAN Summary

The configured tadpased VLAN group information will be displayed in the following screen.

= Tag-based VLAN Summary . %
Port VLAN IDs
Port2 Native VLAN
Port3 Native VLAN
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2.2.3 DHCP Server

u DHCP Server

The gateway supports up # DHCP servers to fulfill the DHCP requests from different VLAN groups (pleas
refer to VLAN section for getting more usage details). And there is one default setting for whose LAN |
Address is the same one of gateway LAN interface, with its default Subree &1 &aSdGAy 3 | &
YR AG&a RSTFrdzZ G Lt t22f NIy3ISa Aad FTNRY aomnné
WEB UI.

Gateway

g @ Meeting Room
]
2
( | I
8 0 S
L% B B
@ Office Network
''ASNJ OFy FTRR Y2NB 51/t ééNJzéNJ O2y FAAdzNF GA2y aorod e
Of AOl Ay 3 2y 0KS dgml‘jé odzid2y 4 GKS éleesiae*suseﬁlc”)ﬁ
canseleca51 /t { S Jzé JIYR RStSGS rd2&e | gRAOKSBYy as58y Sii &
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U Fixed Mapping

User can assign &g IP address to map the specific client MAC address by select them then copy, when targe
were already existed in th®HCP Client Lisbr to add some other Mapping Rules by manually in advance,
once the target's MAC address was not ready to connect.

Co00

@ Office Network
........... MACAddress ...
i PC-A: 00-12-34-AB-CD-0A : _ ~{192.168.123.150
: : Fixed Mapping :
: PC-B: ———>
PC—C 00-12-34-AB-CD-0C : : 10.10.133.181

----------------------------------------------------------------------------------
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DHCP Server Setting

Go toBasic Network EAN & VLAN DHCP Servdmah

The DHCP Server setting allows user to create and customize DHCP Server policies to assign IP Address
the devices on the local area network (LAN)

Create / Edit DHCP Serveolicy

Thegatewayallows you to custom your DHCP Server Pdficgultiple LAN ports are available, you can define
one policy for each LAN (or VLAN group), asdpports up to a maximum of 4 policy sets

8T Add || Delete || DHCP Client List |
DHCP . . .
LANIP Lease Domain Primary Secondary Primary Secondary .
i;r:.:er Address Subnet Mask IP Pool Time = Name DNS DNS WINS WINS Gateway Enable Actions
Edit
DHCP 1192 168.66.1 | 255055 254 0| 192188.66.100- g4, 0000 | 0000 |0000 0000 | 0000 | ¥ :
1 192.165.66.200 Fixed Mapping

WhenAdd button is appliedDHCP ServeConfigurationscreen will appear.

# DHCP Server Configuration

Item Setting
* DHCP Server Name IDHCP 2 |
» LAN IP Address 1192.168.2.1 |
¥ Subnet Mask 12552562550 (/24) v |
Starting Address: | |
P oot Ending Address: | |
b Lease Time seconds
¥ Domain Name | | (Optional)
» Primary DNS | | (Optional)
¥ Secondary DNS | | (Optional)
b Primary WINS | | (Optional)
¥ Secondary WINS | | {Optional)
b Gateway | | (Optional)
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DHCP Server 1. String format can be any

Name text Enter a DHCP Serveaime. Enter a name that is easy for you to understand.
2. A Must filled setting
LAN IP 1. IPv4 format.
, _ The LAN IP Address of this DHCP Server.
Address 2. A Must filled setting
255.0.0.0 (/8) is set b
Subnet Mask 8 y The Subnet Mask of this DHCP Server.
default
IP Pool 1. IPv4 format. The IP Pool of this DHCP Serltasomposed of Starting Address entered in th
2. A Must filled setting field and Ending Address entered in this field.
Lease Time 1. Numberic string format. The Lease Time of this DHCP Server.
2. A Must filled setting Value Range300 ~ 604800 seconds.
Domain Name tset;lngformat can be any The Domain Name of this DHCP Server.
Primary DNS  |IPv4 format The Primary DNS of this DHCP Server.
Secondar .
DNS y IPv4 format The Secondary DNS of this DHCP Server.
Primary WINS  |Pv4 format The Primary WINS of this DHCP Server.
Secondar .
WINS y IPv4 format The Secondary WINS of this DHCP Server.
Gateway IPv4 format The Gateway of this DHCP Server.
Th i heck
Server e boxis unchecked by ClickEnabldox to activate thiDHCFServer.
default.
Save N/ A Click theSavéutton to save theconfiguration
Undo N/A CI|c_k theUndabutton to restore what you just configured back to the previous
setting.
When theBaclbutton is clicked the screen will return to the DHCP Server
Back N/A

Configuration page.

Create / Edit Mapping Rule List on DHS@rver

Thegatewayallows you to custom your Mapping Rule List on DHCP Server. It supports up to a maximum of ¢
rule setsWhenFix Mappingbutton is applied, thevlapping Rule Lisscreen will appear.
Add || Delete

MAC Address IP Address Enable Actions

WhenAdd button is appliedMapping RuleConfigurationscreen will appear.
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Item Setting
A A

b MAC Address

b IP Address

b Rule Enable

1. MAC Address string
MAC Address format The MAC Address of this mapping rule.
2. A Must filled setting
1. IPv4 format.
IP Address The IP Add f thi i le.
2. A Must filled setting © ress o this mapping rufe

The box is unchecked by

Rule ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
Undo N/A C|IC-k theUndo button to restore what you just configured back to the previou
setting.
Back N/A When theBackbutton is clicked the screen will return to tigHCP Server
Configurationpage.

View / Copy DHCP Client List

WhenDHCP Client Listtton is applie)dDHCRClient Listscreen will appear.

Copy to Fixed Mapping

LAN Interface IP Address Host Name MAC Address Remaining Lease Time | Actions

Ethemnet Dynamic /192.168.123.100 James-P45V 74:D0:2B:62:80:42 00:49:07 Select

Copy to Fixed Mapping

LAN Interface IP Address Host Name MAC Address Remaining Lease Time | Actions

When the DHCP Client is selected &apy to Fixed Mappin@utton is applied. The IP and MAC address of
DHCP Client will apply to the Mapping Rule List on specific DHCP Server automatically.

Enable / Disable DHC®erver Options

TheDHCP Server Optiorsetting allows user to sdDHCP OPTIONS,8Bor 114. Click theEnablebutton to
activate the DHCP option function, and the DH&EPver will addhe expectedoptions in its sending out
DHCPOFFERDHCPp&Kkages.
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Option ' Meaning RFC

66 TFTP server name [REC 2132]

72 Default World Wide Web Server [REC 2132]

114 URL [RFC 3679]

= Configuration n %
Item Setting

» DHCP Server Options [J Enable

Create / Edit DHCP Server Options

Thegatewaysupports up to a maximum of 99 option settings.

* DHCP Server Option List [FXEN

1D Option Name DHCP Sever Select Option Select Type Value Enable Actions

WhenAdd Editbutton is appliedDHCP Server Option Configuratisoreen will appear.

% DHCP Server Option Configuration

ltem Setting
» Option Name |Option 1 |
» DHCP Sever Select
» Option Select | DHCP OPTION 66 v |
» Type ' Single IP Address v |
» Value |
» Enable (] Enable

DHCRServer Option Configuration

Item \ Value setting Description
1. String format can be an
Option Name  text
2. A Must filled setting

Enter a DHCP Serv@ption name.Enter a name that is easy for you
understand.

DHCP Server Dropdown list of alavailable

Select DHCP servers. Choose the DHCP server this option should apply to.

Choose the specific optidinom the dropdown list. It can b®ption 66 Option
72, Option 144 Option 42, Option 15Q orOption 160.

Option 42for ntp server;

Option 66for tftp;

1. A Must filled setting
Option Select 2. Option 66 is selected by
default.
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Option 72for www;
Option 144for url;

Each different options has different value types.
Single IP Address

66 SingleFQDN
] | 72 Lt ! RRN’aasSa [AadG> &aSLINXriSR o
Dropdown list of DHCI -
DU . 114 Single URL
Type ASNISNI 2 LIGA 2y e e e
42 Lt ' RRNFaaSa [AaluZzZ aSLINXYUSR 0O
150 Lt ! RRNBaasSa [AadX aSLINIGSR o
Single IP Address
160 ;
Single FQDN
Should conform to Type
1. IPv4 format Type Value
2. FQDN format Single IP Address IPv4 format
Value 3. IP list 66 ol ;
4. URL format Single FQDN FQDN format
5. A Must filled setting 72 Lt ! RRN’ aasSa [ A IPvdaformata SLI NI G SR
114 Single URL URL format
Enable The box s uncheckedy ClickEnablebox to activate this setting.
default.
Save NA Click theSavebutton to save the setting.
Undo NA When the Undo button is clicked the screen will return back with nothi

changed.

Create / Edit DHCP Relay

Thegatewaysupports up to a maximum & DHCP Relay configurations

- Add | Delete

D Agent Name LAN interface WAN interface Server IP Dgglfoﬁeglgy Enable Actions

WhenAdd/ Editbutton is appliedDHCHRelayConfigurationscreen will appear.

Item Setting

» Agent Name

» LAN interface LAN »
¥ WAN interface WAN-1*
b Server P

» DHCP OPTION 82

» Enable
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AgentName

LAN Interface

WAN Interface

Server IP

DHCP OPTION
82

Enable
Save

Undo

1. String format can be an
text

2. A Musffilled setting

1. A Must filled setting
2.LANis selected by default
1. A Must filled setting
2WAN1 is selected by
default.

1. A Musffilled setting

2. null by default.

The box is unchecked &
default.

The box is unchecked &
default.
NA

NA

Enter a DHCRelayname.Enter a name that is easy for you to understand.
Value Rangel~64 characters.

Chooseal AN Interfacefor the dropdown list to apply with the DHR&ay
function.

ChooseaWAN Interfacefor the dropdown list to apply with the DHCP R
function. It can be the available WAN interface(s), and L2TP connection.

Assign @DHCP Server IP Addretbat the gateway will relay the DHCP reque!
to the assigned DHCP server via specified WAN interface.

ClickEnablebox to activateDHCROPTION 82 function

Option 82 is organized as a single DHCP option that contEnesitlD
information known by the relay agenlif the relayed DHCP server required t
such information, you have to enable it, otherwise, just leave it as unchecke

ClickEnablebox to activate this setting.

Click theSavebutton to save the setting.

When the Undo button is clicked the screen will return back with nothil
changed.
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2.3WIFI

Wi-Fi Module 1

Configuration

L4 List

Iltem Setting
Basic
Configuration » Operation Band |2-4G Single Band 'I
| :
Wi-Fi Module 2 it Seti
Configuration em g
lmm ¥ WIFi Module [+ Enable
+ Channel IAuto ,l @ By AP Numbers ¢ By Less Interference
c"““'“""“ » WiFi System [802.11b/a/n Mixed =
yv—— » WiFi Operation Mode IAP Router Mode -
Configuration + Green AP [~ Enable
l Select Each » VAP Isolation [+ Enable
WiFi Module + Time Schedule I(D) Always 'I
i Popup i Popup Add Delete
Module 1 Module 2 A . ; Broadcast "
Configuration Configuration ID VAP §sID Authentication Encryption $TA Isolation SSID Enable Actions

|

The gateway provides WiFi interface for mobile devices or BYOD devices to connect for Intkrnahet
accessingViFi function is usually modulized designaimgateway and therecan besingle or duaimodules
within a gatewayThe WiFi system in thgatewaycomplies with IEEE802.11ac/11n/11g/11b standard in
2.4GHzor 5GHzsingle band or 2.4G/5GHz concurrent dual bands of operafitiere are several wireless

2LISNF A2y Y2RSa
,2dz Oty OK224&Ss

Mode¢ ®

LINE @A RAPRouteRModéCWES ORI Idodé)sn doW BSKHSEEd | N,

A x4 A ~

iKS ¢

There are some subections for you to configure the WiFi functiortluding éBasic Configuratignand
oAdvanced Configurati@n In Basic Configuration section, you have tcsfinelmost all the settigs for using

the WiFi functionAnd the Advanced Configuration section provides more parameters for advanced user to
fine tune theconnectivityperformance for the WiFi function.
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2.3.1 WiFiConfiguration

Item

¥ WiFi Module

[¥ Enable

Setting

» Channel Auto = * By AP Numbers ¢ By Less Interfference
+ WiFi System 802.11b/g/n Mixed »
+ WiFi Operation Mode AP Router Mode =
WiFi Operation » Green AP I Enable
MDdE + VAP Isolation [¥ Enable
¥+ Time Schedule (0) Always =
AP Rout::r Mode - v -
WDS On y Mode |
WDS Hylrid Mode | m | e ssi Authentication Encrypion SThlsolation
1
Y i 1 VAR Staff_2.4G WPAZ-PSK AES |l Edit |7 Select
2 VAP 2 default Open None r Edit | [~ Select
- - -~ x
Operation Mode
- Item Setting
Profile Configuration
F VAP VAP1 'I
» SSID [staf_2.46
- + Max. STA [T Enable
Mulktiple AP
. » Authentication WPA2-PSK hd
Configuration — =
» Preshared Key |1234567890

I

¥ STAlsolation
® + Broadcast SSID It
I

+ Enable

Due to ogtional module(s) and frequency band, you need to setup module one by one. For each module, yo
need to specify the operation mode, and then setup the virtual APs for wireless access.

In addition, if you configured the WiFi Uplink function in tBasic Netvork > WAN & Uplink > Physical
Interface tab, the WiFi uplink function is activated. However, for the wireless LAN function of the module
worked under WiFi uplink operation, it also provsd®P Router function for local wireless clients to connect to
wireless uplink network via the gateway.

Hereunder are the scenarios for each wireless operation mode, you can get how it works, and what is tr
difference among them. To connect your wireless deviegsh the wireless gateway, ake sure your
application scenao for WiFi network and choodbe most adequate operation mode.
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AP Router Mode

AP Routgr’/Mode

(o

Global IP: 118.18.5%~
Local IP:10.0.75.2 l‘

2.4G WiFi
SSID: VAP-1

10.0.75.0/24

Etherngt LAN

Network ID: WAP1
Channel: Auto

Encryption: AES
Key: 1234567890

WiFi Operation Mode: AP Router
Multiple AP Names: VAP-1

WiFi System: 802.11b/g/n Mixed
Authentication: WPA2-PSK

WDS Only Mode

Gateway 2 & 3 Settings:

[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Only
Lazy Mode: Enable

Channel:3

Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890

Gateway 1 Settings:

[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Only
Lazy Mode: Disable

Channel: 3

Authentication: WPA2-PSK
Encryption: AES

Key: 1234567890

[Configuration]-[Remote AP's MAC]

Wi-Fi Gateway 3 ({ ))
@WDS Only Mode

Ethernet LAN T

WDS Only I\Irlode
|

1
\

Wi-Fi Gateway 2
@ WDS Only Mode

Ethernet LAN

Wi-Fi Gateway 1

Remote AP MAC3:

Remote AP MAC1: MAC of Gateway 2
Remote AP MAC2: MAC of Gateway 3

@ WDS Only Mode
Globe IP:118.18.81.33
Local IP: 10.0.75.2

This mode allows you to get your wired and wireless
devices connected to form the Intranet of the wireless
gateway, and the Intranet will link to the Internet with
NAT mechanism of the gateway. So, this gateway is
working as a WiFi AP, but also a WiFi hotspot for
Internet accessing service. It means local WiFi clients
can associate to it, and go to Internet. With its NAT
YSOKFYyAaYZ Lttt 2F gANRESa
public IP addresses from ISP.

WDS (Wireless Distributed Syste@®nly mode
drives aWiFi gateway to beabridge for its
wired Intranet and a repeater to extend
distance. You can useultiple WiFigatewaysis

a WiFi repeater chain with ajatewayssetup
as "WDS Only" mode. All gateways can
communicatewith each other throughWiFi

All wired client hostswithin each gatewayan
alsocommunicate each othein the scenario
Only one gateway withirepeaterchain @n be
DHCP server to provide IP for all wireltent
hosts of every gateway which being disabled
DHCP server. This gateway can be NAT router
to provide internet access

The diagram illustrates that there are two
wireless gateway®, 3running at "WDS Only"

mode. They bothuse channel 3 to link tolocal Gateway 1 through WB&h gateways connected by WDS
need to setup the remote AP MAC for each other. chdint hostsunder gateway2, 3can request IP address
from the DHCP servett gaeway 1 Besideswireless Gateway 1 also execute the NAT mechanismllfolient

hostsInternet accessing.
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WDS Hybrid Mode

Gateway 2 / AP 1 Settings:
[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Hybrid
Lazy Mode: Enable

Multiple AP Names: VAP1
Network ID: Extended-WiFi
Channel: same as Router 1
Authentication: same as Router 1
Encryption: same as Router 1

Key: same as Router 1

Wi-FiAP1
(« ))/__@Hwns Hybrid

I N
N
N

. WDS§ Hybrid Mode N

Gateway 1 Settings:
[Configuration]-[WiFi Configuration]

WiFi Operation Mode: WDS Hybrid
Lazy Mode: Disable

Multiple AP Names: VAP1
Network ID: Extended-WiFi
Channel: 3

Authentication: WPAZ-PSK
Encryption: AES

Key: 1234567890

[Configuration]-[Remote AP's MAC]

Remote AP MAC1: MAC of Router 2
Remote AP MAC2: MAC of AP 1
Remote AP MAC3:

[
|
| \ L
| N o Wi-Fi Gateway 2
\ ’ - @ WDS Hybrid
\ WDS, Avps ¥

\\\ 4 l
Wi-Fi Gateway 1 (( i )) |
@WDgﬂ\ybrid ’

Multiple VAPs

Gateway Settings:

WiFi Operation Mode: AP Router
VAP1

SS1D: VAP-1
Authentication: WPA2-PSK
Encryption: TKIP

Key: 1234567890

VAP2

5S1D: VAP-2
Authentication: WPA2-PSK
Encryption: TKIP

Key: 1234567890

VAP3

SSID: VAP-3

Authentication: WPA2
Encryption: TKIP

RADIUS Server IP: 192.168.168.
RADIUS Server Port: 1812
RADIUS Shared Key

Accessible if
VAP Isolation disabled
i > @ :
QD
WiFi Network
WI-Fi VAP-1 2.46/56 Wi-Fi VAP-2
SSID: VAP-1 Wi-Fi SSID: VAP-2

Authentication: WPA2-PSK
Encryption: TKIP

Authentication: WPA2-PSK
Encryption: TKIP

S
<[] ()
RADIUS Server
xDSL and/or i 7%
4G Cellular 5
‘Q.l WiFi Network
N Wi-Fi VAP-3
Wireless Gateway §S1D: VAP-3
\ @ AP Router Mode Authentication: WPA2

Dynamic IP Address:
192.168.123.x/24

Encryption: TKIP

WDShybrid mode includes both WDS and
AP Router modeéWDSHybrid mode canact

as an access pointor its WiFi Intraneand a
WiFi bridgdor its wired and WiFi Intranets
at the same time. Users cahus use tre
features to build up a large wireless
network in a large space likerports, hotels

or campus

Thediagramillustrates Gateway 1Gateway

2 and AP 1 connected by WDS. Hac
gateway has access point function for WiFi
client access. Gateway 1 has DHCP server to
assign IP to each client hosts. All gateways
and AP are under WDS hybrid mode. To
setup WDS hybrid mode, it need to fill all
configuration items similar to that of AP
router and WDS modes.

VAP (Virtual Access Point) is function to
partitionwireless networkinto multiple
broadcast domains. It can
simulatemultiple APs in one physical AP.
This wireless gateway supports up &
VAPs For each VAP,oy needto setup
SSID, authentication and encryption to
control WtFi client access.

Besides, there is a VAP isolation option to
manage the access among VAR®U can
allow or blocks communication fothe
wireless cliers connected to different
VAPs As shown inthe diagram, the
clients in VAR and VAR can
communicate to each other when VAP
Isolation idisabled
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Wi-Fi Security Authentication & Encryption

(TTTTTTTTII s ‘. Wi-Fi  security provide complete

| 1. None, WEP encryption | authentication and encryption
A SN ! mechanisns to enhance the data security

WiFi Gateway o Shared while your data igtransferred wirelessly
DynamiciP Address: @ | 3w / ASCH Koy over the air The wireless gateway

vl | supports Shared, WPARSK / WPARSK
WPA-PSK and WPA2-PSK and WPA / WPAduthenticationYou can
ﬂ 1. WPA Personal . .
2. TKIP, AES, TKIP / AES encryption select one authentication scheme to
validate the wireless clients while tihe
are connecting to the AP.As to the data

: WPA and WPA2
1. WPA Enterprise
1
[}

i 2. TKIP, AES, TKIP / AES ti .
WP SeSocendat il encryption the gatewaysupports WEP,
L s/ WPAS-PSK TKIP and AEBhe selected encryption
RADIUS ﬂ p - IXe ersona ‘ . i .
server | 2. TKIP, AES, TKIP / AES encryption algorithm will be applied to the data
T Vi ) while _ the wireless connection is
. !'1. Mixed WPA Enterprise i established.
3 |\2. TKIP, AES, TKIP / AES encryption :
& T TTTTTTTTTT
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WiFi ConfigurationSetting

The WiFi configurationllaws user to configure 2.4&or 5GHzWiFi setting.

Go toBasic Network WiFBWIiFi Module OneTah If the gateway iquippedwith two WiFi modules, there
will be anotherWiFi Module Two You can do the similar configurations on both WiFi modules.

BasicConfiguration

= Basic Configuration ’ x

ltem Setting

» Operation Band [ 2.46 Single Band ~|

Basic Configuration

Item \ Value setting Description
Specify the intended operation band for the WiFi module.
Basically, this setting is fixed and cannot be changed once the module is inte(
Operation Band A Must filled setting  into the product. However, therés some modulewith selectable band or DBD
bands for user to choose according to his network environment. Under
situation, you canpecify which operation band is suitable for the application.

Configure WiFi Setting

= 2.4G WiFi Configuration ’ x
ltem Setting

» WiFi Module [ Enable

» Channel Im @& By AP Numbers ¢ By Less Interference

» WiFi System | 802.11b/g/n Mixed ~]

» WiFi Operation Mode | AP Router Mode -]

Configuring WAFi Settings

Item Value setting Description

The box is checked by Check theEnablebox to activate Wki function.

WiFi Module
default
Select a radio channel for the VARach channel is corresponding to different rac
band. The permissible channels depend onRegulatory Domain
1. AMust filled setting There are twaavailableoptions whenAuto is selected:
Channel 2 Autois selectedbe ., By AP Numbers
default. The channel wilbe selectedaccording to AP numbers (The less, the better).
By Less Interference
The channel wilbe sdected according to interference. (The lower, the better
WiFi System A Must filled setting Specify the preferred WiFi Systelthe dropdown list oWiFi systenis based on

80



5G WAN Extender

IEEE 802.14tandard.
2.4G WFican select b, g and n only or mixed with each other.
5G WFican select a, n and ac only or mixed with each other.
Specify theWiFiOperation Mode according toyour application
Go to the following table foAP Router Modé/NDS Only ModeandWDS Hybrid
WiFi Operation Mode settings
Mode
Note: The available operation modes depend on the product specification. Fol
certain product, WD®lated modes are only available in 2.4G WiFi system.

In the following the speific configuration descriptiofor each WiFi operation mode is given.

Note: If you configured the WiFi Uplink function in tBasic Network > WAN & Uplink > Physitaterfacetab,

the WiFi uplink function is activated. However, for the wireless LAN function of the module worked under WiF
uplink operationthe WiFi Operation Modeis fixed toWiFi Uplink andalso provide AP Router function for
local wireless client® connect to wireless uplink network via the gateway.

AP Router Mode [WiFi Uplink Mode] & VAPs Configuration

For the AP &uter mode, or WiFi Uplink modehe devicenot only supportstations connectionbut also the
router function. TheWANport and theNATfunction areenabled

» WIFI Operation Mode | AP Router Mode -]
b Green AP I Enable

» VAP Isolation [# Enable

» Time Schedule lm

The box is unchecked Check theEnablebox to activateGreen ARunction.
Green AP

by default
The box ishecked b Check theenablebox to activatethis function.
VAP Isolation y By default, the box isheckedjt means that stations whichssociated taifferent
default . .
VAPs cannot communicate with each other.
orotie The box is unchecked Check theEnablebox toenable theactivateprofile setting

by default Note: Thissetting is only available in WiFi Uplink operation mode.

Apply a specifi#ime Schedul¢o this rule; otherwise leave it §9) Always
Time Schedd A Must filled setting If the dropdown list is empty ensufEime Schedulés preconfigured.Refer tdDbject
Definition >Scheduling >Configurationtab.

. Add | Delete |
D | VAP $8ID Authentication Encryption STAlsolation =~ Briadtast  enapie Actions
1 | VAP 1 Staff_2.4G WPA2-PSK AES - = = Edit ||— Select
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By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly to enhance t
securitylevel and prevent unexpected access ofauthorized devices.

The default wifi key is printed orboth the device labeland the Security Cardlt is created randomly and
differs from devices. So, you can connected to the VAP1 (SSID: Staff 2.4G) with the provided key.

However, it is stronglyrecommanded that you have @ change the security keto a easyto-remember one

by clicking the Edit button

ClickAdd / Edit button in the VAP List screen to create or edit the settings for a VAP. A VAP Configuratio
screen will appear.

For VAP 1.
= VAP Configuration ’ x
ltem Setting
b VAP [var1 -]
» SSID [staff_2.4G
» Max. STA [~ Enable
» Authentication [wpA2-psk ]
» Encryption IE,
+ Preshared Key |1234567890
» STA Isolation 3
» Broadcast SSID 3
» Enable =
For others:
= VAP Configuration . x
Item Setting
» VAP [var2 -]
» SSID [default
» Max. STA [~ Enable
» Authentication Open -
+ Encryption None ~
» STA Isolation I
» Broadcast SSID I
» Enable r
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SSD

Max. STA

Authentication

Encryption

1. String format Any
text

The box isinchecked
by default

1. A Must filled setting
2.VAP1WPA2PSKs
selectedbe default
Others:Openis
selectedbe default

1. A Must filled setting
2VAP1AESs selected
be default;
Others:Noneis
selectedbe default.

Enter the SSID for the VAP, and decide whether to broadcast the SSID or not.
TheSSIix used for identifying from another AP, and client stations will associat
with AP according to SSID.
Check this box and enterimitation to limit the maximum number of client
station.
The box is unchecked loefault. It means no special limitation on the number of
connected STAs.
For security, there are several authentication methadpported. Client stations
should provide the key when associate with this device.
WhenOpenis selected
The check box name@D2.1xshows up next to the dropdown list.
802.1x(The box is unchecked by default)
When802.1xis enabled, it means the client stations will be authenticated b
RADIUS server.
RADIUS Server IPThe default IP is 0.0.0.0)
RADIUS Server PoffThe default value is 1812)
RADIUS Shared Key
WhenSharedis selected
Thepre-sharedWEP keghould be sefor authenticating.
WhenAuto is selected
The device will sele@penor Sharedby requesting of client automatically.
The check box name@D2.1xshows up next to the dropdown list.
802.1x(The box is unchecked by default)
When802.1xis enabled, it means the client stations will be authenticated b
RADIUS server.
RADIUS Server IPThe default IP is 0.0.0.0)
RADIUS Server PoffThe default value is 1812)
RADIUS Shared Key
WhenWPAor WPA2is selected
They are implementation dEEE 802.11WPAonly had implemented part of IEEE
802.11i, but owns the bettetompatibility.
WPAZ2had fully implemented 802.11i standard, and owns the higkesurity.
RADIUS Server
The client stations will be authenticated by RADIUS server.
RADIUS Seger IP (The default IP is 0.0.0.0)
RADIUS Server PoffThe default value is 1812)
RADIUS Shared Key
WhenWPA/ WPAZ2is selected
It owns the same setting a%PAor WPA2 The client stations can associate with
this device viaVPAor WPA2
WhenWPAPSKor WPA2PSKs selected
It owns the same encryption system as WPA or WPA2. The authentication use
pre-shared key instead of RADIUS server.
WhenWPAPSK WPA2PSKs selected
It owns the same setting a&PAPSKor WPA2PSK The client stationsan
associate with this device WWPAPSKor WPA2PSK
Select a suitable encryption method and enter the required key(s).
The available method ithe dropdown list depends on the Authentication you
selected.
None
It means that the device is open system without encrypting.

B

5

5
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STA Isolation

Broadcast SSID

Enable

Save
Undo

Apply

VAP1The box is
checked by defaujt
Others: unchecked by
default.

VAP1The box is
checked by default
Others: unchecked by
default.

VAP1The box is
checkedby default
Others: unchecked by
default.

N/A

N/A

N/A

WEP

Up to4 WEP keys can be sand you havéo select one as current keyhe key
type can set tatHEXor ASCII

If HEXis selected, the key should consist of (0 to 9) and (A to F).

If ASClIs selected, the key should consist of ASCII table.

TKIP

TKIP was proposed instead of WEP without upgrading hard&ater a Pre
shared Key for ifThe length of key is from 8 to 6Baracters.

AES

Thenewest encryption system in Wi it also designed for tHast 802.11n high
bitrates scheme&nter a Preshared Key for ifThe length of key is from 8 to 63
characters.

You arerecommenckd to useAESencryption instead of any othersrfgecurity.
TKIP / AES

TKIP / AE&ixedmode. It means that the client stations can associate with this
device vialKIPor AESEnter a Preshared Key for ifThe length of key is from 8 to
63 characters.

Check theEnablebox to activatethis function.

By default, the box isheckedjt means that stations whichssociated to the same
VAPcannot communicate with each other.

Check theEnablebox to activatethis function.
If the broadcastSSID option is enabled niteans the SSID will be broadcasted, al
the stations can associate with this device by scanning SSID.

Check theEnablebox to activatethis VAP

ClicktheSavebutton to save the current configuration.
Clickthe Undo button to restore configuration to previous setting before saving
Click thé\pply button to apply the saved configuration.
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WDS Only Mode

For the WDS Only modehd deviceonlybridgesthe connected wiredclientsto another WDSnabled WiFi
device which the device associdtaith. That is, i also means thao wirelessclients stat canconnect to this
device whileWwDS Only Modes selected.

» WiFi Operation Mode IWDS Only Mode j
b Green AP [T Enable
» Time Schedule I(U) Always "I

» Scan Remote AP's MAC List Scan |

Remote AP MAC A1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

The box is Check theEnablebox to activateGreen AHunction.
Green AP unchecked by
default
A Mustfilled Apply a specifi¥#ime Scheduléo this rule; otherwise leave it g9) Always _
Time Schedd setting If the dropdown list is empty ensufEime Schedulés preconfigured.Refer tdDbject
Definition >Schedulng >Configurationtab.

(OFy wévyzat Press theScanbutton to scan the spatial AP information, and then select fsom
N

; /A the AP list, the MAC of selected AP willaugo filledin the followingRemoteAP
MAC List
MAC table.
A Must filled Enterthe remote ARRMACmanually,or via autescan approachithe device will

Remote AP MAC 1~4 setting bridgethe traffic tothe remote AP when associatsuccessfuy.

« Add | Delete |

ID VAP sSID Authentication Encryption STA Isolation Br"sas‘:g“t Enable Actions

1 | VAP 1 Staff_2.4G WPA2-PSK AES - 2 = Edit |~ select

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly to enhance t
securitylevel and prevent unexpected access ofauthorized devices.

The default wifi key is printed orboth the device labeland the Security Cardit is created randomly and
differs from devices. So, you can connected to the VAP1 (SSID: Staff 2.4G) with tnged key.

However, it is stronglyrecommanded that you have to change the security kéy a easyto-remember one

by clicking the Edit button
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Under WDS Onlymode, only VAP1 is available for further specifying the required authentication and

Encryptionsettings. Clickedit button in the VAP List screen and a VAP Configuration screen will appear for yot
to configure the required settings

= VAP Configuration ’ %

ltem Setting
 vap [Vart o]
» SSID [staff_2.4G
» Max. STA [ Enable

» Authentication IWPA2—PSI( 'I
» Encryption IAES "I

» Preshared Key |1234567890
» STA Isolation v
» Broadcast SSID v
» Enable 3

For the detail description about VAP configuration, please refer to the description statedRoWer section.
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WDS Hybrid Mode

For the WDS Hybrid modehe devicebridges all he wired LANand WLANCclientsto another WDS or WDS
hybrid enabledViFi devices which the device assocthidgth.

» WiFi Operation Mode IWDS Hybrid Mode j
» Lazy Mode [~ Enable
» Green AP [~ Enable
» VAP Isolation [+ Enable

» Time Schedule I(O) Always vl

» Scan Remote AP's MAC List Scan |

Remote AP MAC 1

Remote AP MAC 2

Remote AP MAC 3

Remote AP MAC 4

Check theEnablebox to activatethis function.
The box ihecked by  With the function been enabledhe device camuto-learn WDS pees without

Lazy Mode default manuallySy 0 SNA Y3 20 KSNJ | t Q8  aof the AR RNl & 2
remote AP MAC address
The box is unchecked Check theEnablebox to activateGreen AFunction.
Green AP
by default
The box ishecked b Check theEnablebox to activatethis function.
VAP l|solation y By default, the box isheckedjt means that stations whichssociated taifferent

default VAPs cannot communicate with each other.

Apply a specififime Schedulgo this rule; otherwise leave it 49) Always
Time Schedwd A Must filled setting If the dropdown list is empty ensufEime Schedulés preconfigured.Refer tdDbject
Definition >Schedulng >Configurationtab.
Press theScanbutton to scan the spatial AP information, and then select fsam

{ OFy ~wsSY Available when Lazy the AP list, the MAC of selected AP willaero filledinthe followingRemoteAP

MAC List Mode disabled. MAC table.
Remote AP MAC Available when Lazy  Enterthe remote ARRMACmanually,or via autescan approachrhe device will
1~-4 Mode disabled. bridgethe traffic tothe remote AP when associatsuccessfuy.
J Add || Delete
ID | VAP SsID Authentication Encryption STA Isclation Brosasc:East Enable Actions
1 |[VAP 1 Staff_2.4G WPAZ-PSK AES Edit Select

By default, VAP 1 is enabled and security key is required to connect to the gateway wirelessly to enhance t
securitylevel and prevent unexpected access ofauthorized devices.
The default wifi key is printed orboth the device labeland the Security @rd. It is created randomly and
differs from devices. So, you can connected to the VAP1 (SSID: Staff 2.4G) with the provided key.
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However, it is stronglyrecommanded that you have to change the security ké&y a easyto-remember one
by clicking the Edit btion.

Under WDS Hybrid mode, the VAP function is available and you can further specifying the required VAF

settings for connecting with wireless client devices.

ClickAdd / Edit button in the VAP List screen to create or edit the settings for a VARPAC®Nfiguration
screen will appear.

For VAP 1.
= VAP Configuration ’ %
ltem Setting
» VAP IVAPl |
» SSID [staff_2.4G
» Max. STA [ Enable

+ Authentication IWPA2—PSI( 'I
» Encryption IAES "I

» Preshared Key |1234567890
» STA Isolation v
» Broadcast SSID v
» Enable 3
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For others:
,
ltem Setting
» VAP [var2 |
» SSID [default
» Max. STA [~ Enable
» Authentication Open
» Encryption None ~
» STA Isolation r
» Broadcast SSID r
» Enable [

For the detail description about VAP configuration, please refer to the description statedRoWer section.
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2.3.2Wireless Client List

TheWireless Client Ligtageshowsthe information ofwirelessclients which are assoced with this device.

Go toBasic Network ¥iF>Wireless Client Listah

Select Target WiFi
= Target WiFi ’ %
Item Setting
r Module Select
+ Operation Band 24G ¥
¥ Multiple AF Names

TargetConfiguration

Item Value setting Description
Select thewiFi module to check the information of connected clients.
For those single WiFi module products, this option is hidden.

Module Select A Must filled setting

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
integrated into the product. However, theie some modulavith selectable
band for user to choose according to his network environment.

Under such situation, you can specify whagieration band is suitable for the

Operation Band A Must filled setting

application.
1. A Must filled Specif the VAP to show the associated clients information inftlewing
Multiple AP Names settm_g Client ListBy default, All VAP is selected.
2. Allis selected by
default.

ShowClient List

The following Client List shows the information for wireless clients that is associated with the selected VAP(s)

IP Address
Configuration &
Address

Host Name MAC Address

TargetConfiguration

ltem Value setting Description

IP Address LG aK2g6a (KS dnél theXgririspyanethot.  RRNB & a
Configuration & N/A Dynamicmeans the IP addressderived from aDHCP server.

Address Staticmeans the IP address a fixed one that is sefilled by client.

Host Name N/A It shows he host name of client.

MAC Address N/A It shows he MAC address alient.

Mode N/A It shows what kind ofVi-Fi systenthe client used to associate with this devic
Rate N/A It shows thedata rate between client and this device.

RSSIO, RSSI1 N/A It shows the RX sensitivity (RSSI) value for each radio path.

90



5G WAN Extender

Signal N/A
Interface N/A
Refresh N/A

Thesignal strengthbetween client and this device.
It showsthe VAPID thatthe client associatawith.
Click th&Refreshbutton to update the Client Lisinmediately
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2.3.3Advanced Configuration

This device provides advanced wirelessnfiguration for professional user to optimize the wireless
performance under the specific installation environmeRlease note that if you are not familiar with the WiFi
technology, just leave the advanced configiimn with its default values, or the connectivity and performance
may get worse withmproper settings.

Go toBasic Network ¥iFPAdvanced Configuratiorfah

Select Target WiFi
% Target WiFi ' ”
Item Setting
¥ Wodule Select
» Operation Band 245G r

TargetConfiguration

Item Value setting Description

Select the WiFi module to check the information of connected clients.
For those single WiFi module products, this option is hidden.

Module Select A Mustfilled setting

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
integrated into the product. However, theie some modulevith selectable
band for user to choose according to his network environment.

Operation Band A Must filled setting

SetupAdvancedConfiguration

# Advanced Configuration ’ %
[tem Setting

¥ Regulatory Domain (36, 40, 44, 48, 52, 58, 60, 64, 149, 153, 157, 161, 185)

» Beacon Interval Range: {1~1000 msec)

» DTIM Interval Range: (1~255)

» RTS Threshold Range: (1~2347)

» Fragmentation Range: (256~2346)

» WM Enable

» Short GI

» TX Rate L

» RF Bandwidth

» Transmit Power
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v 5G Band Steering [C] Enable
» WIDS (] Enable

¥ Dynamic Frequency Selection Enable

» Associate RSS! Threshold -0 | Range: (0~-100 dBm)

The default setting is
Regulatory Domain according to where

the product sale to

1. A Must filled It shows the time interval between each beacon packet broadcasted.
Beaconinterval setting The beacon packet contaisSIDChannel IDand Security setting

2.100is set by default| Value Rangel ~ D00 msec

ADTIM (Delivery Traffic Indication Message)a countdown informing

1. A Must filled clients of the next window for listening to broadcast message. When the
DTIM Interval setting device has buffered broadcast message for associated client, it sends the

2.3is set by default | DTIM with a DTIM value.

Value Rangel ~ 255
RTS (Request to send) Threshotgans when the packet size is over the

It limits the availableadio channelof this device.
The permissible channels depend on tRegulatory Domain

i'eﬁirl:/lUSt filled setting value, then activRTSechnique.

RTS Threshold 5 234g7is setb RTS/CTS iscallision avoidancdechnique.
j y It means RTBeveractivated when the threshold is set 83847
default
Value Rangel ~ 2347
1. A Must filled . - . . .
: Wireless frames can be divided into smaller units (fragmentshppove
. setting : . -

Fragmentation . performancein the presence of RF interference at the limits of RF coverag

2. 2346is set by Value Range256 ~ 2346

default vaue Rang

The box is checked by WMM (WiFi Multimedia)can help controlatencyandjitter when
WMM o ) . . .

default transmittingmultimedia contentover a wireless connection.

Bv defaulta00nsis Short Gl (Guard Interval} defined to set the sending interval between eac
Short Gl y packet. Note that loweShort Glcouldincreasenot only thetransition rate

selected

but alsoerror rate.

By defaultBestis It means thedata transition rate WhenBestis selected, the device will
TX Rate . .

selected choose a properdata rate according teignal strength
RF Bandwidth SB(ZIS;?(;"AMO 'S The setting of RF bandwidth limits the maximum data rate.

. By defaultl00%is Normally the wireless trasmitter operates at 100% power. By setting the

Transmit Power . .

selected transmit powerto control the WFicoverage

When the client stabn associate with 2.4G W the devie will send the
The box is unchecked| client to 5G Wki automatically if thelient is ailable on accessing this 5G
by default WiFi band.

This option is only available on the module that supports 5GHz band.
The box is unchecked The WIDS (_W_ireless_ Intrl.Js.ion DetentSystem) will analyze ghckesand
WIDS by default make a statistic talel in WiFi status.

Go toStatus>Basic NetworkWiFitabfor detailed WIDS status

Dynamic Frequency Selection (DS legally required feature for all WiFi
devices that share the 5 GHz band with radar.
DFS enablesgatewayto detect radar signals and switch their operating
frequency to prevent interference. This process ensures that radar systerr
send and receive accurate information.

5G Band Steering

Dynamic Frequency | The box is checked by
Selection default
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Associate RSSI
Threshold

Save

Undo

1. A Must filled
setting
2.0is set by default

N/A
N/A

Note: Dynamic Frequency Selection (DFS) option is only available for the
module with5GHz radio.

Specify a connection threshold for the RSSI value. If the RSSI of the WiFi
is less than th¢hreshold it would be rejected to associate with the AP. And
the average RSSI value while data transmission is less than the threshold
connection would be disconnected directly.

The default valu® means disable the RSSI threshold checking function.
Value Range0 ~-100 dBm

Click thé&savebutton to save the current configuration.

Clickthe Undobutton to restore configuration to previous setting before
saving.
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2.3.4Uplink Profile

This device provide®iFi Uplink function for connecting to a wireless access point just like connected to a
wired WAN or cellular WAN connection. It can operate as a NAT gateway and link the devices wirelessly to t

uplink network or hosts.

To connect to the wireless accegsint, user has to enable the wireless Uplink function for a certain WiFi

Module (refer toBasic Network > WAN & Uplink > Physical Interfat@ernet Setuptabs) first, and then
configure the Uplink profile(s) for the access point to be connected thatplink Profilepage

Go toBasic Network WiFP>Uplink Profiletabfor configuring the Uplink Profile page

Uplink Profile Setting

Item

» Profile

» Module Select
» Operation Band
» Priority

» Current Profile

Profile

Module Select

Operation Band

Priority

Current Profile

Note:to apply the defined Uplink profile(s) for the gateway to find a best fit profile for connecting to a certain

Enable
one v

240G

Setting

® By Signal Strength By User-defined

1. A Must filled
setting

2. Uncheckedby
default.

A Must filled setting

A Must filled setting

1. A Must filled
setting

2.By Signabtrengthis
selected by default.

N/A

Check theenablebox to activate the profile function.
It is available only when the selected WiFi module is configured at WiFi Upl
mode.

Select the WiFi module to check or configure the expected uplink profile(s).
For those singl&ViFi module products, this option is hidden.

Specify the intended operation band for the WiFi module.

Basically, this setting is fixed and cannot be changed once the module is
integrated into the gateway producHowever, there are some module with
selectable band for user to choose according to his network environment.
Under such situation, you can specify which operation band is suitable for
application.

Speciy the network selection methodology for connectin to an available wireless upli
network. It can beBy Signal Strengtbr By Userdefined priority.

WhenBy $gnal Strengthis selected, the gateway will try to connect to the available
uplink network whose wireless signal strength is the strongest.
WhenByUserdefinedis selected, the gateway will try to connect to the available upli
network whose priority is the highest {s the highest priority, and 16 is the lowest
priority).

After enabling Profile and connecting by a certain uplink profile, the profile name wil
displayed.

uplink network, user has tBnablethe Profile auteconnect function (Refer tBasic Network > WiFi >
(Module 1/ Module 2) WiFi Configuratiotab.
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Create/Edit Uplink Profile
Add | Delete | et Signal Strength

Profile
Name

Signal

D Strength

551D Channel Authentication Encryption MAC Address Priority Enable Actions

The Profile List shows the settings for the created uplink profiles. The information includes Profile Name, SSl
Channel, Authentication, Encryption, MAC Address, Signal Strength, Priority, and Enable.

WhenAdd button is appliegProfile Configurationscreen will appear.

Item Setting

v Profile Mame

» MNetwork 1D (5310 Scan
+ Channel Auto r

v Authentication Dpen v

» Encryption Mone ¥

b MAC Address

» Priority 16

» Enable L4

1. String format can be Enter aprofilename for the uplink network specified belolvis aname that is
Profile Name any text easy for you to understand.

2. A Must filled setting Value Rangel ~64 characters
Enter the SSID for the VAP, and decide whether to broadcast the SSID or n

1. String format Any TheSSIs usedfor identifying from another AP, and client stations will associ

Network ID (SSID) text . with AP according to SSHXhe broadcastSSID option is enabled niteans the
2. The box is checked . . : . . .
SSID will be broadcasted, and the stations can associate with this device by
by default. :
scanning SSID.
Select a radio channel for the VARch channel is corresponding to different
radio band. The permissible channels depend onRegulatory Domain
1. AMust filled There are twavailableoptions whenAuto is selected:
settin , By AP Numbers
Channel g The channel wilbe selectedaccording to AP numbers (The less, the
2. Auto is selectedy
default. better).

By Less Interference
The channel wilbe sdected according to interference. (The lower, the
better).
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Authentication

Encryption

MAC Address

Priority

Enable
Save
Undo

Back

1. A Must filled setting
2.0penis selectedoy
default

1. A Must filled
setting

2.Noneis selectedy
default.

1. MAC Address string
Format

2. A Must fill setting

1. AnOptionalfilled
setting

2.16isset by default.
The box i€hecked by
default.

N/A
N/A

N/A

Specify theauthentication methodfor connecting with the uplink network. It
can beOpen Shared WPASPK or WPA2PSK

WhenOpenis selectedthe presharedWEP key coubed setfor authenticaton;
WhenSharedis selectedthe presharedWEP keshould be sefor
authenticaton;

WhenWPAPSKor WPA2PSKs selectedThethe TKIP or AES presharedkey
should be sefor authenticaton;

Select a suitable encryption method and entiee required key(s).

The available method in the dropdown list depends on the Authentication y«
selected.

None

It means that the device is open system without encrypting.

WEP

Up to4 WEP keys can be sand you have teselect one as current keyhe key
type can set tdHEXor ASCII

If HEXis selected, the key should consist of (0 to 9) and (A to F).

If ASClIs selected, the key should consist of ASCII table.

TKIP

TKIP was proposed instead of WEP without upgrading hard&ater a
Preshared Key for if.he length of key is from 8 to 63 characters.

AES

Thenewest encryption system in i it also designed for thfast 802.11n high
bitrates scheme&nter a Preshared Key for Tthe length of key is from 8 to 63
characters.

You arerecommendkd to useAESencryption instead of any others fgecurity.

Specify theMAC Addressf the access point (with the Network 1) be
connected to

Specify a priority setting for the uplink profile when tBg Userdefined
methodology is selected. The priority value can be 1 - i6the highest priority,
and 16 is the lowest priority).

ClicktheEnablebox to activate thigrofile.

Click theSavebutton to save the configuratian

Click theUndobutton to restore what you just configured back to the previou
setting.

When theBackbutton is clickegthe screen wilfeturn to the Profile Listpage.

Instead of manually enter the information for the uplink network, you can alslo clicBthebutton to get the
available wireless networks around the device, and select one as the uplink network.

When theScanbutton is appliedWireless AP Liswill appear after few seconds.
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= Wireless AP List

SSID Channel Quality Authentication Encryption MAC Address Select
Guest_2.4G 1 86% None 02:50:78:56:7%:15 Q@
WIN 1 100% WPAZ-PSK AES 00:60:64:ch:f5:f6 Q@
amit02 1 63% WPAZ-PSK AES 00:50:18:21:e2:17 Q
Guest_2 4G 1 5% None 1a:50:18:33:55:66 )]
lan test_24 1 1 86% WPAZ-PSK AES 00:50:18:56:7%:15 ]
lan test_24 3 1 89% WPAZ-PSK AES 02:50:28:56:7%:15 o
lantest_24 & 1 86% WPAZ-PSK AES 02:50:48:56:7%15 Qo
lantest_24 7 1 86% WPAZ-PSK AES 02:50:68:56:7%:15 o

Once you selected an AP from the AP list,channe] SSID, Authéitation, Encryption, and MAC address will
be automatically filled into the profile, you just have to enter a key for the uplink connection, if required.

98



5G WAN Extender
2.4 IPv6

The growth of the Internet has created a need for more addresses than are possible withPNB(fhternet
Protocol version Bis a version of the Internet Protocol (IP) intended to succeed IPv4, which is the protocol
currently used to direct almost diternet traffic. IPv6 also implements additional features not present in IPv4.
It simplifies aspects of address assignment (stateless addresscanfiguration), network renumbering and
router announcements when changing Internet connectivity providers.

2.4.1 IPv6 Configuration

——
Configuration ke Seting

3
*®

¥ Main IPvG Enable
» WAN Conneciion Type DHCPvE v
& Main DHCPv6 WAN Type Configuration .
Item Setting
- “StaticTPve 1 )
| .DHCPVE » DNS (@® From Server () Specific DNS
*PPPOEVE
| -6tos  Primary DNS

xxx WAN Type
Configuration

v Secondary DNS

¥ MLD Snooping [ Enable

= Main Address Auto-configuration
DHCPv6

L]
*®

WAN Connection
Option = Failover IPv6 Configuration ol %
Item Setting
SAN + Failover IPvG Enable
Configuration
» WAN Connecfion Type DHCPv6 v

Address Auto-
Configuration

# Failover DHCPv6 WAN Type Configuration

# Failover Address Auto-configuration

L]
*®

TheIPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 network.This
gateway supports wéous types of IPv6 connectipmcludingStatic IPv@OHCPv6andPPPoOEV6

Note: The available WABbnnection types can be different, dependion the Interface type of WAN
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IPv6 WAN Connection Type

Static IPv6

Static IPv6 does the same function as static IPv4. The static IPv6 provides manual setting of IPv6 address,
default gateway address, anlBvé DNS.

ISP IP: 2001:470:871c::100 /64
DNS 1: 2001:470:20::2

@ Cﬁ E 2<: % >4860:486 ‘

2001:47%0:871c::5 xDSL Modem
Primary D) 10.0.75.2f8
sewer — 2001:470§871:50ff::75:2 /64
2001:470:207
Secondary @ ,
Server >
2001:470:20::6 NI

e Intranet

Above diagram depicts the IPv6 IP addressing, type in the information provided by your ISP to setup the IP
network.

DHCPV6

DHCP in IPv6 does the same function as DHCP in IPv4. The DHCP server sends IP address, DNS server ac
and other possible data to the DHCP client to configure automatically. The server also sends a lease time
the address and time to reontact the server for IPv6 address renewal. The client has then to resend a
request to renew the IPv6 address.

DNS 1:2001:470:20::2
ISP DNS 2:2001:4860:4860::8888

B —O—o-

2001:47p:871c::5 xDSL Modem

Prima D 10.0.75.2/8
Server(; — 2001:470:871c:50)Ld:250:18ff-fe21:deea/6

= B0
i

Abovediagram depicts DHCP IPv6 IP addressinegPHCPV6 server on the ISP side as3Ryt address, IPv6
default gateway address, and IPv6 DN®1tb A S y autokatidally Q &
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PPPoEvV6

PPPoEvEn IPv6 does the same function &PPoEn IPv4. ThePPPoOEV6 servagrrovides configuration
parameters based on PPPoOEV6 client request. When PPReEws gets client request and successfully
authenticates it, the servesends IP address, DNS server addresses and other required parameters t
automatically configure the ignt.

ISP DNS 2:2001:4860:4860::8888
LAM
—— A .— O — ateway
2001:47p:871c::5 xDSL Modem

PrimaryD . 10.0.75.2 /8
Servh 2001:470:871c:50Qd:250:18ff-fe21:deea/6
§
Seconda S |
Server ] Q
2001:470:20::6 % Q % NN

The diagram above depicts the IPv6 addressing through PPRIQEV6 server (DSLAM) on the ISP side
provides IPv6 configurationpon receiving®?PPoEV6 client request. When PPPdd&rGergets client request

and successfully authenticates it, the sernssnds IP address, DNS server addresses and other required
parameters to automatically configure the client.
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IPv6 ConfiguratiorSetting

Go toBasic Network > IPv6 > Configuratidah
ThelPv6 Configuratiorsetting allows user to set the IPv6 connection type to access the IPv6 network.

The device provides two types of IPv6 connections, one is for the Main IPv6 connection, and the other is f
Failover IPv6 connection. You have to configines Main IPv6 related configurations first, and the configure
the Failover parts if required.

= Main IPv6 Configuration ’ %
Item Setting

F Main IPvG [(] Enable

» WAN Connection Type DHCPv&

IPv6 Configuration

Item Value setting Description
IPv6 The box is unchecked Check theEnablebox to activate the Main IPv6 function.
by default,

Define he selected IPv6 WAN Connecfiype to establish the IPv6
connectivityvia Main / Failover WAN Interface

The available WAN connection type &tatic IPv6 DHCPvBPPPoOEVGor just
IPvG

1. A Must filled setting
WAN Connection 2.DHCPvV6 selected
Type by default

SelectStatic IPvBvhen your ISP provides you with a set IPv6 addresses.
SelectDHCPvévhen your ISP provides you with DHCPvV6 services.
SelectPPPoEvévhen your ISP provides you with PPPOEV6 account settings
SelectiPv6 when your ISP provas you withlPv6 OHCPVBservices.

Note: The available WAN connection types can be different, depending on t
Interface type of corresponding WAN

Static IPv6 WAN Type Configuration

& Main Static IPv6 WAN Type Configuration e

[tem Setting

F |PvE Address | |

» Subnet Prefix Length [ ]

v Default Gateway

» Primary DNS

F Secondary DNS

Enable

Ol— ==

¥ MLD Snooping
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Static IPv6 WAN Type Configuration

Item ' Value setting Description

IPv6 Address A Must filled setting Enter the WANPvV6 Addressor the router.
E(l:r?g;t Prefix A Must filled setting Enter the WANSubnet Prefix Lengtfor the router.
Default Gateway A Must filled setting Enter the WANDefault GatewaylPv6 address.
Primary DNS An optional setting Enter the WANbrimary DNS Server

Secondary DNS An optional setting Enter the WANsecondary DNS Server
The box is unchecked
by default

MLD Snooping Enable/Disable the MLD Snooping function

DHCPv6 WANype Configuration

& Main DHCPv6 WAN Type Configuration e

[tem Setting

r DNS (@ From Server () Specific DNS

» Primary DNS

r Secondary DNS

¥ MLD Snooping (] Enable

DHCPv6 WAN Type Configuration

Item ' Value setting Description

The optl_on [From Select the [Specific DNS] option to active Primary DNS and Secondary DN
DNS Server] is selected by . .

fill the DNS information.

default
PrimaryDNS ;:;r;&?t modified by Enter the WANorimary DNS Server
Secondary DNS ;:;r;&?t modified by Enter the WANsecondary DNS Server
MLD The box is unchecked Enable/Disable the MLD Snooping function

by default
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PPPoEv6 WAN Tyfggonfiguration

= Main PPPoEv6 WAN Type Configuration .

[tem

Setting

+ Account

+ Password

F Service Name

¥ Connection Control

Auto-reconnect (Always on)

» MTU

[ |

» NLD Snooping

(] Enable

PPPoEv6 WAN Type Configuration

ltem {

Value setting

" Description

Account

A Must filled setting

Enter the Account for setting up PPPoOEv6 connection. If you want more
information, please contact your ISP.
Value Ranged ~45 characters.

Password

A Must filled setting

Enter the Password for setting up PPPOEV6 connection. If you want more
information, please contact your ISP.

Enter the Service Name for setting up PPPOEV6 connection. If younaaat
information, please contact your ISP.
Value Range) ~45 characters.

Service Name A Must filled
setting/Option
Connection Control  Fixed value

The value ig\uto-reconnect(Always on)

MTU

A Must filled setting

Enter the MTU for setting up PPPOEV6 connection. If you want more
information, please contact your ISP.
Value Range1280 ~ 1492.

MLD Snooping

The box is unchecked
by default

Enable/Disable the MLD Snooping function

Address Auteconfiguration

= Main Address Auto-configuration

Item Setting
b Auto-configuration Enable
» Auto-configuration Type Stateless v

r Router Advertisement Lifetime

(seconce)

Address Auteconfiguration

" Description

Item Value setting

Thebox is unchecked

Auto-configuration

by default

Check to enable the Auto configuration feature.

Auto-configuration

1. Only can be

Define the selected IPv6 WAN Connection Type to establish the IPv6

104



5G WAN Extender

Type selected wherAuto-
configurationenabled
2. Stateless is selectec
by default

connectivity.

SelectStatelesgo manage the Local Area Network to be SLAAC + RDNSS
Router Advertisement Lifetimé€A Must filled setting)Enter the Router
Advertisement Lifetime (in secoafi200 is seby default.

Value Rang® ~ 65535.

SelectStatefulto manage the Local Area Network to Stateful (DHCPV6)
IPv6 Address Range(Staff) Must filled setting): Enter the start IPv6 Address
for the DHCPV6 range for yolmcal computers. 01003 setby default.

Value Range)001~ FFFF.

IPv6 Address Range(Erfd)Must filled setting): Enter the end IPv6 Address ft
the DHCPV6 range for yolacal computers. 0200 is sby default.
Value Range0001 ~ FFFF.

IPv6 Address Lifetim@A Must filledsetting):Enter the DHCPV6 lifetime for you
local computers36000 is seby default.
Value Rang® ~65535.

If above settingareconfiguregdclick thesave buttonto save the configuration.
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2.5 Port Forwarding

Network address translation (NAT) isngethodology of remapping one IP address space into another by
modifying network address information in Internet Protocol (IP) datagram packet headers while they are ir
transit across a traffic routing device. The technique was originally used for easeoafimg traffic in IP
networks without renumbering every host. It has become a popular and essential tool in conserving globe
address space allocations in face of IPv4 address exhads$teproduct you purchasesimbeds and activats

the NAT functionYau also can disablthe NAT functiorin [Basic Network}[WAN& Uplink]-[Internet Setup}

[WAN Type Configurationpage.

Widget

' @ Status W “Virtual Server & Virtual Computer * Special AP & ALG DMZ & Pass Through

—

Basic Network
- -

- WAN & Uplink Item Setting

» LAM & VLAN » MAT Loophack ¥ Enable

* WiFi Save | lUndo

= IPv6

@ Port Forwarding

- Routing

- DNS & DDNS

-

Usually all local hosts serversbehind corporate gatewayare protected by Nifk€wall. NAT firewallwill filter

out unrecognized packets to protecoyr IntranetS, all local hosts are invisible to the outside worl@ort
forwarding or port maping igunction that redirects a communication request from one address and po
number combination toassigned oneThistechnique is most commonly used to make services on a host
residing on a protected or masqueraded (internal) network available to hosts on the opposite side of the
gateway (external network), by remapping the destination IP address and porber

106



5G WAN Extender
2.5.1 Configuration

NAT Loopback

This feature allows you to access the WAN global IP address from your inside NAT local network. It is use
when you run a server inside your network. For example, if you set a mail server at LAN side, your loc
devicescg | OO0Saa GKA&a YIFAf aSNISNI GKNRdZAK 3L iSgl &Qa
SAGKSNI aARS IINB &2dz Ay 0O0SaaAy3a (GKS SYIAf aSNBS
the IP address of the mail server

Configurdion Setting

Go toBasic Network Port Forwarding Configuratiortab.

The NAT Loopback allows user to access the WAN IP address from inside your local network.

Enable NAT Loopback

= NAT Loopback -

ltem Setting
» MAT Loophack Enable
Configuration
Item Value setting \ Description
NAT Loopback The box izhecked by default Check theEnablebox to activate this NAT function
Save N/A Click theSavebutton to save the settings.
Undo N/A Clickhe Undadbutton to cancel the settings
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2.5.2 Virtual Server & Virtual Computer

= Configuration ’ v
Item Setting

b Virtual Server [ Enable

¥ Virtual Computer # Enable

= Virtual Server List [[RTH

1D WAN Interface Server IP Source IP Protocol | Public Port Time Schedule | Enable Actions
B p— ar
1D Global IP Local IP Enable Actions

There are some important Pdtorwarding functions implemented within the gateway, including "Virtual
Server"”, "NAT loopback" and "Virtual Computer".

It is necessary for cooperate staf$o travel outsideandwant toaccess various servers behiaffice gateway.
You can set up those servers by using "Virerver" feature After trip,if wantto access those servers from
LANside by global IP, without change original settiNg\T Lopback carachieve it.

"Virtual computef' is a hostbehind NATgatewaywhose IP address &globalone and is visible to the outside
world. Since it i®ehind NATit is protected bygatewayfirewall. To configure Virtual Computer, you just have
to map the local IP of the virtual computer to a global IP.
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Virtual Server&NAT Loopback

"Virtual Server"allows you toaccessservers with the

g Network-A- global IP address or FQDN of the gateway as if they are
Q ¢ 2 6;::;::1;?7?2813{ servers existed in the Internet. But in fact, these servers
8 / '—\@ . are located in the Intranet and are physically behind the
Remote User 5 | gateway. The gateway serves the service requests by port
ol ,’ ke . forwarding the requests to the LAN servers and transfers
\
A€ oriijgure E-mell Server (10,6.75.161] _\ ! the replies from LAN servers to the requester on the
g ! side As shown irexample an Email virtual server
Zal:ean\l/c::teuljls:f::;ssE mail Server WAN d A h l E I t l
S Local User 4 . . .
with Gateway Global IP (118.1881.33). SURVSH" |° woswo |/ iS definedto be located at a server with IP address
3.With NAT Loopback enabled, Local \ N y . . .
User can access local E-mail Server HleServer 10075101 In the Intranet Of NetWO'W, |ndUd|ng SMTP
with Global IP (118.18.81.33) as well. h Global IP:118.18.81.44

. tecalP:i0075102 service port 25 and POP3 service port 110.So, the remote
ol user can access the-¥El A € AaSNIISNI A 0K
global IP 118.18.81.33 from its WAN S|de But the reabl server is located at LAN S|de and the gateway is
the port forwarder fore=mail service.

NAT Loopbacéllows you to access the WAN global IP address from your inside NAT local network. It is usef
when you run a server inside your network. For example, if you set a mail server at LAN side, your loc
devices can access thisind a SNIISNJ G KNRdzZaAK 3AF 0S¢l eQa 3Af206Ff Lt
SAGKSNI aARS IINB @&2dz Ay I O00SaaAy3a (GKS SYIAf &aSNBS
the IP address of the mail server

Virtual Computer

"Virtual Computer"allows you to assign LAN hosts to

¢ Network-A®, global IP addresses, so that they can be visible to outside

.| Gateway
£ Global IP: 118.18.81.33

-~ orassens  world. While so, they are also protected by the gateway
&—L‘g—@- 7—_-— firewall as being client hosts in the latret. For example,
Remote User ,  if you set aFTP file seer at LAN side with local IP
. configun il seeveroumvimd , address 10.0.75.102 and global IP address 118.18.82.44,
W e e S0 ' g —@} . a remote user can access the file server while it is hidden
global IP (118.18.81.44) directly N behind the NAT gateway. That is because the gateway

E-mail Server )‘ Local User

wom i 00500 takes care of all accessing to the IP address 118.18.82.44,
s ~ including to forward the access requests to the file
R server and to send the replies from the server to outside
T world.
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Virtual Server & Virtual ComputeBetting

Go toBasic Network Port Forwarding Virtual Server & Virtual Computeab.

EnableVirtual Server and Virtual Computer

= Configuration a "
ltem Setting

» Virtual Server [CJ Enable

¥ Virtual Computer [« Enable

Configuration

ltem ' Value setting ' Description

. The box i hecked b
Virtual Server de;ulct’ X 1S Unchecked by Check theEnablebox to activate thigport forwardingfunction
Virtual Computer ZZ;EE X is checked by Check theEnablebox to activate thiport forwardingfunction
Save N/A Click theSavebutton to save the settings.
Undo N/A ClicktheUndadbutton to cancel the settings.

Create / Edit Virtual Server

The gatewayallows you to custom your Virtual Server rul#ssupports up to a maximum of 20 rulased
Virtual Server sets.

= Virtual Server List XTI ]

WAN Interface

Server IP Source IP Protocol | Public Port Time Schedule  Enable

WhenAdd button is appliegVirtual Server Rule Configuratioscreen will appear.
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Item
» WAN Interface
» Server IP
¥ Source IP
» Protoco
+ Public Port
+ Private Port
+ Time Schedule

+ Rule

# Al

Any

TCP(6) & UDP(17) ¥

Single Port

Single Port v

(0) Always

Enable

WAN-1

Setting
WVIAM-2 WAN-3

v

T

WAN Interface

Server IP

Source IP

Protocol

1. A Must filled setting
2. Default isALL

A Must filled setting

1. A Must filled setting
2. By defaulAnyis
selected

1. A Must filled setting
2.TCP & UDB selected
by default.

Define the selected interface to be the paciettering interface of the
gateway

If the packets to be filtered are coming frordAN-x then selectWAN-x for this
field.

SelectALLfor packets coming into thgatewayfrom any interface

It can be selectedlVANx box whenWAN-x enabled.

Note: The available check boxa&AN-1 ~WAN-4) dependon the number of
WAN interfaces for the product.

This field is to specify the IP addresstef interface selected in the WAN
Interface setting above.

This field is to specify thBource IP address

SelectAnyto allow the accessoming from any IP addresses.

SelectSpecific IP Addreds allow the accessoming from an IP address.
SelectP Rangéo allow the accessoming from a specified range of IP addre:s
Whena L / a tis@eletted

ltmeansi KS 2LJiA2Y at N2PG202ft¢ 27F LI O S
ApplyTime Scheduléo this rule, otherwise leave it aslways (refer to
Scheduling settinginderObject Definition)

Then checlEnablebox to enable this rule.

Whend ¢ / i$ selected

ltmeansthe2 LJGA2Y at NBG202t¢ 2F LI O1Si
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Pornumber.

Public Portis selectedSingle Portand specify a port number, ariRrivate Port
can be sea Single Pornumber.

Public Portis selected?ort Rangeand specify a port range, attivate Port
can be selecte®ingle Poror Port Range

Value Rangd ~ 65535 forPublic PortPrivate Port

Whend | 5 is selected
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Time Schedule

Rule

Save
Undo

1. Aoptionalfilled setting
2. (0)Alwayds selected by
default.

1. Aoptionalfilled setting
2.The box iancheckedy
default.

N/A

N/A

LG YSIya (KS o hdokatflgr ruletisNBRI 2 O2 f ¢
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Portnumber.

Public Portis selectedSingle Portand specify a port number, ariRrivate Port
can be set &ingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, arittivate Port
can be selecte&ingle Poror Port Range

Value Rangd ~65535 forPublic PortPrivate Port

Whena ¢ / t  gis Selécted

LG YSIya GKS 2LJiAfdtefruléis NIParRilORFE ¢ 2 F
Public Portselected a predefined port frotwell-known Service andPrivate
Portis the same withPublic Pornumber.

Public Portis selectedsingle Portand specify a port number, aririvate Port
can be set &ingle Pornumber.

Public Portis selectedPort Rangeand specify a port range, aittivate Port
can be selecte®ingle Poror Port Range

Value Rangd ~ 65535 forPublic PortPrivate Port

Whend D wi8 selected
LG YSIya GKS 2LIA2yruéisGEEI202t ¢ 27

Whend 9 {ig selected
LG YSIya GKS 2LIiA2y at NR(i202t¢ 27

Whena { / @stsetected
LG YSIya GKS 2LIiA2y at NBi(i202t¢ 27

Whend | &FSNT A i¥ SRated

It means the optioi t NR 12 02f ¢ 27F LIdofinedld FAL G
ForProtocol Number enter a port number.

Apply Time Schedule to this rule; otherwise leave if03&lways. (refer to
Scheduling setting undé€dbject Definition

Check the Enable box to activate the rule.

Click theSavebutton to save the settings.
ClicktheXbutton to cancel the settingand return to previous page
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Create / Edit Virtual Computer

Thegatewayallows you to custom your Virtual Computer ruléssupports up to a maximum of 20 rubased
Virtual Computer sets.

« Virtual Computer List [[XT] - x|
ID Global IP Local IP Enable Actions

WhenAdd button is applieqvirtual Computer Rule Configuratioscreen will appear.

Global IP Local IP Enable
| | | | =

Virtual Computer Rule Configuration

Item Value settin Descripton
Global IP A Must filled setting This field is to specify the IP address of the WAN IP.

Local IP A Must filled setting Thisfield is to specify the IP address of the LAN IP.

Enable N/A Then checlEnabléox to enable this rule.

Save N/A Click theSavédutton to save the settings.
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2.5.3 DMZ & Pass Through

DMZ (De Militarized Zone) Host is a host that is exposed tolrtexnet cyberspace but still within the
protection of firewall by gateway device. So, the function allows a computer to exeentsy Zommunication

for Internet games, Video conferencing, Internet telephony and other special applications. In some case
when a specific application is blocked by NAT mechanism, you can indicate that LAN computer as a DMZ h

to solve this problem.

TheDMZ functionallows you to ask the gateway pass through all normal packets to the DMZ host behind the
NAT gateway only when éise packets are not expected to receive by applications in the gateway or by other
client hosts in the Intranet. Certainly, the DMZ host is also protected by the gateway firewall. Activate the

feature and specify the DMZ host with a host in the Intraneewheeded.

Item

# Enable [« Al WAAN-1

r DMz DMZ Host - [10.0.75.100
» Pazz Through Enable v IFSec # FFTP & LIZTP
DMZScenario

Global IP:118.18.81.33

Local IP: 10.0.75.2
‘ Gateway
N~ -_.\._‘.[E@ ___________ >

Remote User

1.5et X Server as DMZ Host

2.Request X server service by Gateway Global IP
3.Gateway redirect service request to DMZ host:
10.0.75.100

Setting

WAIAN-2 WAAN-3 WA

When the network administrator wants to set up
some service daemonsnia host behindNAT
gatewayto allow remote uses request for services
from server actively,you just have towfigurethis
hostasDMZ Host As shown in theliagram,there
is an X server installeds DMZ host whose IP
address is 10.0.75.100Then, remote use& can
request services fronX servelust as it is provided
by the gateway whose global IP address is
118.18.81.33 The gateway will forward those
packets not belonging to any configured virtual
server or applications, directly to the DMZ host.

114



5G WAN Extender

VPN Pass throug8cenario

_ Since VPN traffic is different from that of TCP or
% e UDP connection, it will be blocked by NAT gateway.
To support the pass through fation for the VPN
connections initiating from VPN clients behind NAT
gateway, the gateway must implement some kind

Network-A @ HQ Data Center

& &4
NN Nl acs
% & serer
I

Appl\c;tion . g
Server Nfllpatabase | @ _ pmmmm———
. lo=-

%) Server,
. "4 m@ of VPN pass through function for such application.
4 \ ,‘ N The gateway support the pass through function for
ml L ______ VPNTunnel IPSec, PPTP, and L2TP connections, ugithave
with a “Static|p” |  Establish VPN tunnel to check the corresponding checkbox to activate it.

successfully VPN Pass Through behind NAT Gateway
Global IP: 203.95.80.22
Local IP: 10.0.76.2

DMZ & Pass Through Setting

Go toBasic Network Port Forwarding DM Pass Throughab.

TheDMZhost is a host that is exposed to the Internet cyberspace but still within the protectifireafall by
gateway device.

Enable DMZ and Pass Through

Item Setting
Enahle Al WAARN-1 WA WA WA
» DMz DMZ Hast
» Pass Through Enable # IPSec ¥ FFTP [« LZTF
DMZ 1. A Must filled setting Check theEnablebox to activate teDMZfunction
2. Default isALL Define the selected interface to be the paclattering interface of the

gateway, and fill in théP address of Host LAN if’PDMZ Hostield

If the packets to be filtered are coming fromdAN-x then selectWAN-x for
this field.

SelectALLfor packetscoming into the router from any interfaces.

It can be selectedlVANx box whenWAN-x enabled.

Note: The available check boxe&AN-1 ~WAN-4) dependon the number
115



5G WAN Extender

of WAN interfaces for the product.
Pass Through Enabl The boesarechecked by  Checkhe box toenable the pasthroughfunction for thelPSecPPTRand
default L2TP
With the pasghroughfunction enabled, the VPN hosts behind the gatew:
still can connect to remote VPN servers.
Save N/A ClicktheSavebutton to save the settings.
Undo N/A ClicktheUndobutton to cancel the settings
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2.5.4Special AP & ALG (not supported)

Not supported feature for the purchased product, leave it as blank.
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2.5.5IP Translation

IP Translation is slimier to Oit@-One NAT it is a feature where you can configure thatewaywith multiple

IP addresses issued by your Internet Service Provider (ISP) and map thetivittualintranet devices with
specific IRPaddressesThat is, onfiguring the IP Translation feature creat@sne-to-one mapping between a
public IP address and a private IP address of a local hostddition, @min usersalso map a private IP

address range to a public #dr

ess range of equal instances

This feature offers another way to make systems behirfateavall and configured with private IP addresses
appear to have public IP addresses.

- Add Delete
. Mapping
1D m?gg:_:ginsﬂgﬁz Mask Destination Mask Physical interface Description Enable Actions
IP/Domain Name

1 1.1.1.8 255.255.255.255 8.8.8.8 255.255.255.255 All DNS Server Edit Select

2 1.1.1.201 255.255.255.255 | 192.168.123.201 | 255.255.255.255 All Remote IPCam-1 Edit Select

3 1.1.1.202 255255255255 | 192.168.123.202 | 255.255.255 255 All Remote [PCam-2 Edit Select

| Network-A @ Control Center | [ Networks @ Remote site | As shown in above configuration settings

=
S o for the VPN gateway at ContrGenter, the
ONSSver 1o the P 168123201 Admin user can access the DNS Server with

Access the
[nternet I
7

s
D pplication
6 *54’1 Server

Admin User @

-

e
-
—

t ¢ Internet
]

()
Wy

=

" IPCAM-2
(() 192.168.123.202

~

VPNGateway @ = 0 - - === ——

with a “Static IP” or “FQDN” | _ 1.Access 192.168.123.x

Dynamic VPN 2. Access 192.168.100.x
GW Global IP: 60.249.211.108

FQDN : amitacs.ddns.net
Local IP: 192.168.100.100

From Control Center to Remote Site

1. Admin user can ping DNS Server by mapped IP
Address 1.1.1.8 instead of 8.8.8.8

Admin User in Control Center also can manage
remote IPCamvia VPN Tunnel directly by mapped
IP Address 1.1.1.201 instead of 192.168.123.201
IP Address 1.1.1.202 instead of 192.168.123.202

2.

* M2M-loT Gateway
with a “Publicor Private IP”
Site to Site

WAN IP: 192.168.168.111
Local IP: 192.168.123.254

From Remote Site to Control Center

1. Remote User can manage remote VPN
Gateway, GUI,SSH directly by mapped
specific IP Address 1.1.1.1 instead of FQDN
amitacs.ddns.net

mapped IP 1.1.1.8, instead of its real IP
8.8.8.8; and he can also access (or manage)
the remote IPCams with mapped IP

1.1.1.201 and 1.1.1.202, instead of their

real IP 192.168.123.xxX.
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IP Translation Setting

Go toBasic Network Port ForwardingIP Translatiortab.

Enable IP Translation

R - | -

Item Setting

¥ IP Translation [] Enable

Configuration
Item
IP Translation

' Description
Check theEnablebox to activatethe IP translatiorfunction

' Value setting
The boxisunchecked by
default

Save

N/A Click theSavebutton to save the settings.

Create / Edit IP Translation Rule

WhenAdd button is applied]P Translation Configuratioacreen will appear.

& [P Translation Configuration

Item Setting
v Mapping Source IP/Domain | =] r | | |
Mame
» Mask | 255 255 255 255 (/32) ¥ |

+ Mapping Destination

|IPF/Domain Name |IP

v | |

» Mask | 255 255 255 255 (/32) v |

» Physical Interface LAl v

v Description | |
» Enable ([

IP TranslatiorConfiguration
ltem

Mapping Source
IP/Domain Name

' Description
Specify the mappetP/ Domain Namethat will be issued from the hosts
behind the NAT gateway.
The NAT gateway will translate the specified source IP/Domain Name it
other real IP / Domain Name that might be in the Internet or Intranet.

' Value setting
1. A Must filled setting
2.IPis selected by default

Mask

1. A Must filled setting
2.255.255.255.255(/32s
selected by default

Enter the required subnet maskSburce IRs specified above.
It can be a single IP with 255.255.255.255 (/32) subnet mask, or an IP ¢
limited with proper subnet setting.
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Mapping
Destination
IP/Domain Nane

Mask

Physical Interface

Description
Enable

Save
Undo

1. A Must filled setting
2.IPis selected by default

1. A Must filled setting
2.255.255.255.255(/32)s
selected by default

1. A Mustfilled setting

2 Allis selected by default

An optional setting.

The boxs urchecked by
default

N/A
N/A

Specify the expected retdrget I[P/ Domain Namethat will be used to
replace the original one that is issued by the hosts behind the NAT gate

Enter the required subnet maskDfestinationIPis specified above.

It can be a single IP with 255.255.255.255 (/32) subnet mask, or an IP ¢
limited with proper subnet setting.

Specify the interface to apply the translation rule. The enabled WAN
Interface will be available in the dropdown list.

By default All is selected, and the translation rule will be applied to the
traffics passing through all WAN interfaces.

Specify a brief description or rule name for this IP Translation rule.
Check theEnablebox toactivatethe translation rule.

Click theSavebutton to save the settings.
ClicktheUndadbutton to cancel the settings
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2.6 Routing

y i g : g g Widget
' Status W Dynamic Routing Routing Information

P

Basic Netwo

= WAN & Uplink

Item Setting

E—— » Static Routing [} Enable

[n] Destination IP Subnet Mask Gateway IP Interface Metric Enable Actions

= WiFi
- IPv6

- Port Forwarding

- DNS & DDNS

If you have more than one router and subnet, you will need to enedaléing function to allow packets to find
proper routing path and allow different subnets to communicate with each d&wrting is the process of
selecting best paths in a network. It is performed for many kinds of networks, like electronic data network:
(such as the Internet), by using packet switching technology. The routing process usually directs forwarding
the basis of routing tables which maintain a record of the routes to various network destinations. Thus
constructing routing tables, which aleeld in the router's memory, is very important for efficient routing. Most
routing algorithms use only one network path at a time.

The routing tables record your paefined routing paths for some specific destination subnets. Htasic
routing. Howeve, if the contents of routing tables record the obtained routing paths from neighbor routers by
using some protocols, such as RIP, OSPF and BGyniamsic routing These both routing approaches will be
illustrated one after oneln addition, the gatews also built in one advanced configurable routing software
Quaggdor more complex routing applications, you can configure it if required via Telnet CLI.
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2.6.1 Static Routing

4{ Enable

Static No
Routing?

Yes
Setup

4 Static Routing
Rule List

¢ Check

Finish?
¢ Neo

Static Routing
Rule Configuration
I

Item Sefting
¥ outing # Enable
Add | Delete
I Destination IP Subnat Mask Fateveny IP Interface Matriz  Enable Actions
[tam Setting
¥ Destination P

¥ Subnet Mask
¥ Gateweay P
v Interface

¥ iatnic

¥ Rule

200850 . 00(f24)

T

Enahle

"Static Routing" function lets you define the routing paths for someelicated hosts/servers or subnets to
store in the routing table of the gateway. The gateway rautecoming packets to different peer gateways
based on the routing table. Yoeed todefine the static routing information in gatewaguting rule list

1) Google(173.194.72.94): -> WAN-1
Yahoo(188.125.73.108): -> WAN-2

ISP-DSLAM

192.168.121.253

Af\ 192.168.22.1

Act

| Static Routing: Enable |

[Static Routing]-[Static Routing Rule List]

Cellular {((gl

((9)) Gateway

ID1:
Destination IP: 173.194.72.94
Subnet Mask: 255.255.255.255
Gateway: 192.168.121.253
Metric: 255
Rule: Enable

ID2:
Destination IP: 188.125.73.108
Subnet Mask: 255.255.255.255
Gateway:192.168.22.1
Metric: 255
Rule: Enable

When the administrator of the gateway wants to
specify what kinds of packets to be transferred via
which gateway interface and which peer gateway to
their destination. It can be carried out by the "Static
Routing" feature.Dedicated packeflows from the
Intranet will berouted to their destination via the pre
defined peer gateway and corresponding gateway
interface that are defined in the system routing table
by manual.

As shown inthe diagram,when the destination is
Googleaccess,rule 1 setinterface as ADSL, routing
gateway as HDSLAM gateway 192.168.121.253. All the
packets toGooglewill go through WANL. And the
same way applied to rule 2 of access Yahoo. Rule 2 sets
3G/4G asnterface
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Static Routing Setting

Go toBasicNetwork >Routing>Static Routingrah

There are three configuration wdows for static routing feature, including"Configuratior'Static Routing

Rule List" and "Static Routing Rule Configuration" wirgld\@onfiguration" window lets you activate the
global staticrouting feature Eventhere arealreadyouting rules, if you want to disable@uting temporarily,

just uncheck the Enable box to disable it. "Static Routing Rule List" window lists all your defined static routir
rule entries. Using "Add" or "Edit" buttoto add and create one new static routing rule or to modify an
existed one.

When "Add" or "Edit" button is appliedthe "Static Routing Rule Configuration" window will appear to let you
define a static routing rule.

Enable Static Routing

Just check th&nablebox to activate the "Static Routing" feature.

ltem Setting

» Static Routing # Enable

The box is unchecked by

Check theEnablebox to activate this function
default

Static Routing

Create / Edit Static Routing Rules

The Static RoutinRule List shows the setup parameters of all statigting rule entriesTo configurea static
routing rule, you must specify related parameters including the destination IP address and subnet mask
dedicated host/server or subnet, the IP address of pgeway, the metric and the rule activation.

Add || Delete

1D Destination IP Subnet Mask Gateway IP Interface Metric Enable Actions

Thegatewayallows you to custom your static routing rules. It supports up to a maximum of 64 rulé/ge¢s
Add button is applied Static Routing Rule Configuratioscreen will appeamwhile the Edit button at the end
of each static routing rule can let you modify the rule.
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% |Pvd Static Routing Rule Configuration

ltem Setting

¥ Destination IF | |
» Subnet Mask 12552552550 (/24) v |

b Gateway 1P | |

¥ Interface
¥ Metric I:l

» Rule [ Enable

IPv4 Static Routing

Item Value setting Description

L 1. IPv4 Format
Destination IP i inati i i i .
2. A Must filled setting Specify he Destination IP of this static routing rule

255.255.255.0 (/24) is set b
default
1. IPv4 Format

Gateway IP i i i i )
y 2. A Must filled setting Specify he Gateway IP of this static routing rule

Subnet Mask Specify he Subnet Mask of this static routing rule.

Select he Interface othis static routing rulelt can beAuto, or the available

Interface Auto is set by default WAN / LAN interfaces.
Metric 1. Numberic String Format The Metric of this static routing rule.
2. A Must filled setting Value Ranged ~ 255.
Rule The box is unchecked by ClickEnablebox to activate this rule.
default.
Save NA Click theSavebutton to save the configuration
Undo NA CIic.k theUndobutton to restore what you just configured back to the previou
setting.
Back NA When theBackbutton is clicked the screen will return to ti&tatic Routing

Configuration page.
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2.6.2 Dynamic Routing

= RIP Configuration ’ n
Item Setting
RIP » RIP Enable Disable ~
Configuration =) OSPF Configuration ’ u
Item Setting
» OSPF [ Enable
+ Router ID |
»+ Authentication None -
» Backbone Subnet I
OSPF Area List? o ’
ID Area Subnet Area ID Enable Actions
OFPF Are_a = OSPF Area Configuration . u
Configuration
Item Setting
» Area Subnet I
» Area ID I
» Area [~ Enable
_Save |
BGP Network BGP Configuratio ~1x
Configuration Item Setting
» BGP [ Enable
BGP P ASH |
Metwork List? » Router ID |
= BGP Network List ’
BGP NEIgh bor ID Network Subnet Enable Actions
Configuration
=

@ ¢ * BGP Neighbor List
ID Neighbor IP Remote ASN Enable Actions

Dynamic Routing, also called adaptive routing, describes the capability of a system, through which routes a
characterized by their destination, to alter the path that the route takes through the system in respomase to
change in network conditions.

Thisgateway supports dynamic routing protospihcludingRIPv1/RIPv2 (Routing Information Protocol), OSPF
(Open Shortest Path Firstand BGP (Border Gateway Protogofpr you to establish routing table
automatically. The feature of dynamic routing will beryw useful when there are lots of subnets in your
network. Generally speaking, RIP is suitable for small network. OSPF is more suitable for medium netwo
BGP is more used for big network infrastructure.

125



5G WAN Extender

Thesupporteddynamic routing protocols are dedoed as follows.

RIP Scenario

Network-A
® Routing Table #1 y :
! / \
ISP-DSLAM y 0 |
- RIPEnabled
\@ | 118.18.81.33 GateWay
118.18.81.1 | i I - :
| 203958022 @ Routing Table#1+#2

@ Basic Network-Routinf
[DynamicRouting]-[RIP §onfiguration] ((( ))l

LAN
0

\

N\

l L ]
RIP:RIPVL OrRIPV2 | & \ ,‘ /,'
/A 203.95.80,1 ‘ 7
. L
Cellular Network Intranet y

©Routing Table #2

OSPF Scenario

GatewaySettings:

[Dynamic Routing]-{0SPF Configuratig

OSPF:Enable
Backbone Subnet: 192.168.0.0/16

[Oynamic Routing]-{OSPF Area List]

D1:
Area Subnet: 192.168.101.0/24
Area ID: 192.168.101.254
Area: Enable

D2
Area Subnet: 192.168.102.0/24
Area ID: 192.168.102.254
Area: Enable

Area Subniet: 192,168.101,0/ 28
ArealD:192.168.101.254

( S

The Routing Information Protocol (RIP) is one of the
oldest distancevector routing protocols, which
employs the hop count as a routing metric. RIP
prevents routing loops by implementing a limit on the
number of hopsllowed in a path from the source to a
destination. The maximum number of hops allowed
for RIP is 15. This hop limit, however, also limits the
size of networks that RIP can support. A hop count of
16 is considered an infinite distance, in other words
the route is considered unreachable. RIP implements
the split horizon, route poisoning and hettbwn
mechanisms to prevent incorrect routing information
from being propagated

Open Shortest Path First (OSPR isuting protocol
that useslink date routing algorithm It is the most
widely used interior gateway protoco{lIGP) large
enterprise networks.It gathers link state information
from available routers and constructst@pology map

of the networkThe topology is presented as a routing
table which routes datagrams based solely on the
destination IP address.

Network aministrator can deploy OSPF gateway in
large enterprisenetwork to getits routing talde from
the enterprise backbonand frward routing
information to other roders, which areno linked to
the enterprise backboneUsually,a OSPF networls
subdivided into routing areas to simplify
administration and optimize traffic and resource
utilization.

As shown irthe diagram,OSPF gateway gathers routing information from the backbontewgess in area 0
andwill forward its routing informatiorto the routers inarea 1 and areaghich are not in the backbone.
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BGP Scenario

Border Gateway @tocol (BGP) is a standardexterior
gateway protocol designed to exchange routing and
reachability information between autonomous
systeng(AS)on the Internetlt usually makes routing
decisions based on paths, network policies, or13é¢s

MostISB use BGP to establish routing between one
another (especi$yfor multi-nomed). Very large private
IP netvorks also use BGP internallyThe najor BGP
gateway within one AS will links with some other
border gateways for exchanging routing informatioh
will distribute the collecteddatain ASto all routers in
other AS

As shownn the diagram, BGB is gateway todominate

A (self IP is 1400.0.1 and self ID is 10B)inks with other BGP gateways in the Internet. Blaenario is like
Subnetin one ISP to be linked with the ones in other ISPs.By operatthgB@P protocol, BGPcan gather
routing information from other BGP gateways in the Internet. And thefoitvards the routingdata to the
routers in its dominated AS.Finally, the routeesidedin ASO know how to route packets to otheAS
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Dynamic Routing Setting

Go toBasicNetwork >Routing>Dynamic Routingrah

The dynamic routing setting allows user to customize RIP, OSPF, and BGP protocol through the router ba:
on their office setting.

In the "Dynamic Routing" page, there a@veralconfiguration windows for dynamic routing feature. They are
the "RIP Configuration" window, "OSPF Configuration" window, "OSPF Area List", "OSPF Area Configuratic
"BGP Configuration”, "BGP Neighbor List" and "BGP Neighbor Configuration" window. FFPardSBGP
protocols can be configured individually.

The "RIP Configuration” window lets you choose which version of RIP protocol to be activated or disable
The "OSPF Configuration"” window can let you activate the OSPF dynamic routing protocol afyditspec
backbone subnet. Moreover, the "OSPF Area List" window lists all defined areas in the OSPF netwo
However, the "BGP Configuration” window can let you activate the BGP dynamic routing protocol and speci
its self ID. The "BGP Neighbor List" wwdsts all defined neighbors in the BGP network.

RIP Configuration

The RIP configuration setting allows user to customize RIP protocol through the router based on their offic
setting.

Item Setting

» RIP Enable IDTsable -I

SelectDisablewill disable RIP protocol.
RIPEnable Disable is set by default ~ SelectRIP viill enable RIPv1 protocol.
SelectRIP vavill enable RIPv2 protocol.

OSPF Configuration

The OSPF configuration setting allows user to customize OSPF protocol througiutdrebased on their
office setting
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= OSPF Configuration ’ ®
ltem Setting

» OSPF [~ Enable

» Router ID |

» Authentication None ~

+ Backbone Subnet |

OSPF Configuration

Item Value setting Description

OSPF Disable is set by default ~ ClickEnabléox to activate the OSPF protocol.
1. IPv4 F

Router ID vé Format The Router ID of this router on OSPF protocol

2. A Must filled setting

The Authentication method of this router on OSPF protocol.

SelectNonewill disable Authentication on OSPF protocol.

SelectTexwill enable Text Authentication witbntered the Key in this field on
OSPF protocol.

SelectMD5will enable MD5 Authentication with entered the ID and Key in
these fields on OSPF protocol.

Authentication ~ None is set by default

1. Classless Inter Domain

Routing (CIDR) Subnet

Mask Notation. (Ex: The Backbone Subnet of this router on OSPF protocol.
192.168.1.0/24)

2. AMust filled setting

Backbone
Subnet

Create / Edit OSPF Area Rules

Thegatewayallows you to custom your OSPF Area List rules. It supports up to a maximum of 32 rule sets.
= OSPF Area List | ;- c

Area Subnet

WhenAdd button is appliedOSPF AreRule Configuratiorscreen will appear.
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& OSPF Area Configuration ’ ®

Item Setting

¥ Area Subnet I

» Area ID |
» Area [T Enable

_Save |

OSPFAreaConfiguration
Item Value setting Description
1. Classless Inter Domain
Routing (CIDR) Subnet
Area Subnet Mask Notation. (Ex: The Area Subnet of this router @SPF Area List.
192.168.1.0/24)
2. A Must filled setting
1. IPv4 Format

Area ID The Area ID of this router on OSPF Area List.
2. A Must filled setting

Area The box is unchecked by ClickEnablebox to activate this rule.
default.
Save N/A Click theSavebutton to save the configuration
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BGPConfiguration

The BGP configuration setting allows user to customize BGP protocol through the router. setting

N |-

Item Setting

» BGP [~ Enable

» ASN |

» Router ID |

BGP NetworkConfiguration

Item Value setting Description

BGP The box is unchecked by Check theEnabléox to activate the BGprotocol.
default

ASN 1. Numberic String Formar TheASNNumber of this router on BGP protocol.
2. A Must filled setting Value Rangel ~ 4294967295.

Router ID 1. IPv4 Format The Router ID of this router on BGP protocol.
2. A Must filled setting

Create / EditBGP Network Rules

Thegatewayallows you to custom your BGP Network rules. It supports up to a maximum of 32 rule sets.
= BGP Network List | .-[c -

Network Subnet

WhenAdd button is appliegBGP NetworkConfigurationscreen will appear.

= BGP Network Configuration ' %

Item Setting

» Network Subnet P |255.255.255.0 (/24) -]

» Network [ Enable

_Save |
Item Value setting Description

Network Subnet 1. IPv4Format The Network Subnet of this router on BGP Network List. It composes of ent
2. A Must filled setting the IP address in this field and the selected subnet mask.
Network The box is unchecked by ClickEnabléox to activate this rule.
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default.
Save N/A Click theSavéutton to save the configuration

Create / Edit BGP Neighbor Rules

Thegatewayallows you to custom your BGP Neighbor rules. It supports up to a maximum of 32 rule sets.

% BGP Neighbor List -

Neighbor IP Remote ASN

WhenAdd button is appliedBGP Neighbo€onfigurationscreen will appear.

= BGP Neighbor Configuration n %

Item Setting

» Neighbor IP |

» Remote ASN |

» Neighbor [T Enable

BGP Neighbo€onfiguration

ltem ' Value setting | Description
. 1. IPv4 Format
Neighbor IP i i i ist.
g 2. A Must filled setting The Neighbor IP of this router on BGP Neighbor List
Remote ASN 1. Numberic String Format TheRemote ASN of this router on BGP Neighbor List.
2. A Must filled setting Value Rangel ~ 4294967295.
. The box i hecked b
Neighbor © ox 1S Unchecked by ClickEnabldox to activate this rule.
default.
Save N/A Click theSavéutton to save the configuration
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2.6.3 Routing Information

The routing information allows user to view the routing table and policy routing information. Policy Routing
Information isonly available when the Load Balanfienction is enabled and the Load Balance Strategy is By

User Policy

Go toBasic Network > Rding > Routing InformationTah

= Routing Table - x
Destination IP Subnet Mask Gateway IP Metric Interface
100.105.167.72 255255255252 0000 0 WAN-2
192168 .66.0 2552552550 0000 0 LAN
1921681270 2552552550 0000 0 WAN-1
16925400 25525500 0000 0 LAN
127000 255000 0000 0 lo

Routing Table

Item Value setting Description
Destination IP N/A Routing record of Destination IP. IPv4 Format.
Subnet Mask N/A Routing record of Subnet Mask. IPv4 Format.
Gateway IP N/A Routing record of Gateway IFPv4 Format.
Metric N/A Routing record of Metric. Numeric String Format.
Interface N/A Routing record of Interface Type. String Format.
Policy Routing Source Source IP Destination IP Destination Port WAN Interface
Load Balance - - - -

Policy Routing Informaon

ltem Value setting Description

Policy Routing Source N/A Policy Routing of Sourc8tring Format.

Source IP N/A Policy Routing of Source IP. IPv4 Format.
Destination IP N/A Policy Routing of Destination IP. IPv4 Format.
Destination Port N/A Policy Routing of Destination Port. String Format.
WAN Interface N/A Policy Routing of WAMterface. String Format.
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2.7 DNXDDNS

How does user access your server if your WAN IP address changes all the time? One way is to register a
domain name, and maintain your own DNS server. Another simpler way is to apply a domain nathgdo a
party DDNS service provider. The service can be free or charged. If you want to understand the basic conce
of DNS and Dynamic DNS, you can refer to Wikipedia wébsite

2.7.1DNS & DDNS Configuration

Dynamic DNS

Inform To host your server on a changing IP address, you
D Db server Network-A . : :
S i aaiaaiaa - __ Global IP:118.18.81.33 > .44 (D WANIP have to use dynamic domain name service (DDNS).

JC-fvmeneipers L Chenesd - Tharefore, anyone wishing to reach your host only

Gateway

~ Jarabors. NE€ds to know the domain name. Dynamic DNS will

o T map the name of your host to your current IP
DB Sarer Dfis Servers ; address, whiclthanges each time you connect your
J_ Internet service provider.
> (Emseres g; The Dynamic DNS service allows the gateway to alias
Bswtn st File Server a public dynamic IP address to a static domain name,
Access E-mail Server il allowing the gateway to be more easily accessed

(mygw.no-ip.org) from Internet

from various locations on the InterneAis shown in

the diagram,user registeed a domain name toa
third-party DDNS service providéNGIP)to use DDNS functio®@nce the IP address afesignatedWAN
interface has changed, the dynamic DNS agent in the gateway will inform the DDNS server with the new
address. The server automaticallymeaps your domain name with the changed IP address. So, other ¢tvosts
remote usersn the Internet worldare able to link to your gateway by using your domain name regardless of
the changing global IP address.

7 http://en.wikipedia.org/wiki/Domain_Name_System
8 http://fen.wikipedia.org/wiki/Dynamic_DNS
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DNS & DDNS Setting

Go toBasicNetwork >DNS & DDN&ConfigurationTah

The DNS & DDNS setting allows user to setup Dynamiéetuge and DNS redirect rules

Setup Dynamic DNS

Thegatewayallows you to custom your Dynamic DNS settings.

= Dynamic DNS ’ x
ltem Setting

» DDNS [" Enable

» WAN Interface IWAN‘l 'I

b Provider | DynDNS.org(Dynamic) -]

» Host Name |

» User Name / E-Mail |

» Password / Key |

DDNS (Dynamic DNS) Configuration

Item Value setting Description
The box is unchecked by
default

DDNS Check theEnablebox to activate this function

WAN Interface  WAN 1 is set by default ~ Selectthe WAN Interface IP Address of thateway
DynDNS.org (Dynamit3  Select pyur DDNS provider of Dynamic DlN®an beDynDNS.org(Dynamic)

Provider
set by default DynDNS.org(CustomNO-IP.com etc...
1. String format can be an . :
¢ Your registered host name of Dynamic DNS.
Host Name text

Value Range) ~63 characters.
2. A Must filled setting value zang

1. String format can be an
text Enter your User name or-fail addresss dDynamic DNS.

User Name / E

Malil
2. A Must filledsetting
1. String format can be an

Password / Key text Enter your Password or Key @fynamic DNS.
2. A Must filled setting

Save N/A ClickSaveto save the settings

Undo N/A Cliclkundoto cancel the settings
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Setup DNS Redirect
DNS redirect is a special function to redirect certain traffics to a specified Adistinistator can manage the

internet / intranet traffics that are going to access some restricted DNS and force those traffics to be redirecte
to a specified host.

% DNS Redirect ®

ltem Setting

» DNS Redirect [ Enable

DNSRedirect Confjuration

Item Value setting Description

DNSRedirect ZZ;EE X isinchecked by Check theEnablebox to activate this function
Save N/A ClickSaveto save the settings

Undo N/A Cliclkundoto cancel the settings

If youenabled the DNS Redirect function, you have to further specify the redirect rules. According to the rules
the gateway can redirect thgaffic that matched the DNS to corresponding ftefined IP address.

# Redirect Rule | .0/i Delete - ®

Condition Description

Mapping Rule

WhenAdd button is appliecdRedirect Rulescreen will appear.

= Redirect Rule m . %
ltem Setting
Domain Name P
Mapping Rule
| (* for Any)
Condition I Always - |
Description |
Enable [T Enable

Redirect Rule Corfuration

ltem Value setting Description

1. String format can be an Enter a domaimameto be redirect The traffic to specified domain name will
Domain Name  text be redirect to the following IP address.

2. A Must filled setting Value Rangeat least 1 character is requireCIor any.
IP 1. IPv4 format Enter an IP Addresas the target for the DNS redirect.
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2. A Must filled setting
Specify when will the DNS redirect action can be applied.
1. A Must filled setting It can beAlways orWAN Block
Condition 2. Always is selected by  Always:TheDNS redirect function can be applied to matched DNS all the tir
default. WAN Block TheDNS redirect function can be applied to matched DNS only
when the WAN connection is disconneced, ofraachable.
1. String format can be an
Description text
2. A Must filled setting
The box is unchecked by

Enter a brief description for this rule
Value Rangé) ~63 characters.

Enable Click theEnablebutton to activate this rule.
default

Save N/A ClickSaveto save the settings

Undo N/A Cliclkundoto cancel the settings
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Chapter30bject Definition

3.1 Scheduling

Scheduling provideability of adding/deleting time schedule rules, which can be applied to other functionality.

3.1.1 Scheduling Configuration

Go toObject Definitior» Scheduling €onfigurationtab.

o padd | Delete - x

ID Rule Name Actions

Button description

tem  Valuesetting  Descripion
Add N/A Click theAdd button to configure time schedule rule
Delete N/A Click theDeletebutton to delete selected rule(s)

WhenAdd button is appliedTime Schedule Céigurationand Time Period Definitioscreers will appear.

= Time Schedule Configuration

Item Setting

» Rule Name |

F Rule POIiC'y" Inactivate = the Selected DEI.YS and Hours Below.

Time Schedule Configuration

ltem  Value Setting ___ Descripion .
Rule Name String: any text Set rule name
Rule Policy Default Inactivate Inactivate/activate the function been applied to in the time period below
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D Week Day Start Time (hh:mm) End Time (hh:mm)
1 | - choose one — *| I— I—
2 | -- choose one -- j |— I—
3 | -- choose one — +| |— I—
4 | -- choose one -- j |— I—
5 | — choose one — | I— |—
6 | - choose one — +| |— I—
7 | -- choose one — j I— |—
8 | — choose one — | I— |—

Time Period Definition

Week Day Select from menu Select everyday or one of weekday

Start Time Time format (hhrmm) Start time in selected weekday

End Time Time format (hitmm) End time in selected weekday

Save N/A Click Saveto save the settings

Undo N/A Click Undo to cancel the settings

Refresh N/A Click theRefreshbutton to refresh théme scheduldist.
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3.2User (not supported)

Not supported feature for the purchased product, leave it as blank.
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3.3Grouping

The Groupindunction allows user to make group for some services.

3.3.1 Host Grouping

Go toObject DefinitiorrGroupng >Host Groupingab.

The Host Groupingfunction allows user to makehost group for some servicesuch as QoS, Firewall, and
Communication Bus. The supportservice types could be different for the purchased product.

1 Host Group List [ "%/ Delete -
ID Group Name Group Type Member List Bound Services Enable Actions

WhenAdd button is appliegHost Group Configuratioscreen will appear.

Item Setting
» Group Name |
» Group Type |IP Address-based -]
» Member to Join | Join |
» Member List
» Bound Services [ Firewall [ QoS
» Group [ Enable

Host Group Configuration

ltem Value setting ' Description
1. String format can
Group Name be any text Enter a groumame for therule. It is aname that is easy for you to understand

2. A Mustfilled setting

Selectthe grouptype forthe hostgroup.It can belP Addressbased MAC
Addressbased or HostNamebased
1.1P Addresshasedis WhenP Addresshaseds selected, only IP address can be addddémber to
GroupType selected by default.  Join.
2. A Must filled setting WhenMAC Addressasedis selected, only MAC address can be added in
Member to Join.
WhenHost Namebasedis selectedpnly host name can be addedlitember
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Member to Join

Member List

Bound Services

Group

Save
Undo

N/A

NA

The boxes are
unchecked by default

The box is unchecked
by default

N/A

N/A

to Join.

Note: The available Group Typan be different for the purchased model.
Addthe membeisto the group in this field.

You can entethe memberinformation as specified in thelember Typeabove,
and press thedoinbutton to add.

Only one membecan be addat a time, so you have to add the members to th
group one by one.

This fieldwill indicate the hostsniemberg contained inthe group.

Binding the services thdlhe hostgroup can be applied. you enable
theFirewall, the produced group can be used in firewall service. Same as by
enableQoS orother available service types

Note: Thesupportedservice type can be different for the purchased product.
Check theEnablecheckbox to activate the host group rufga that the group can
be bound to selected service(s) for further configuration.

ClickSaveto save the settings

ClickUndoto cancel the settings
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3.4 External Server

Go toObject Definitior> External Server > External Servab.

The External Server setting allows user to add external server.

CreateExternal Server

= External Server List

Server Name Server Type Server IPIFQDN Actions

Server Port

WhenAdd button is applied External Server Configuratioscreen will appear.

* External Server Configuration

ltem Setting
» Server Name I
IEmaiI Server j
» Server Type User Name: |
Password: |
» Server IPFFQDN |
» Server Port |25
» Server [ Enable
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Sever Name

1. String format can be
any text
2. A Must filled setting

Enter a servename. Enter a name that is easy for you to understand.

Server Type

A Must filled setting

Specifithe Server Typef the external server, and enter the required settings

for the accessing the server

Email ServefA Must filled setting)

WhenEmailServeris selectedlUser Name andPasswordare also required.

User NamgString format: any text)
Password(String format: any text)

RADIUS ServéA Must filled setting)

WhenRADIUS Serveas selectedthe following settings are also required.
Primary:

Shared KeyString format: any text)

Authentication Protocol (By default CHAP is selected)
Session TimeoyBy defaultl)

The values must be between 1 and 60.

Idle Timeout: (By default 1)

Thevalues must be between 1 arid.

Secondary

Shared KeyString format: any text)

Authentication Protocol (By default CHAP is selected)
Session TimeoyBy defaultl)

The values must be between 1 and 60.

Idle Timeout: (By default 1)

Thevalues must be between 1 arid.

Active Directory ServefA Must filled setting)
WhenActive Directory Serveis selected)omainsetting is also required.
Domain(String format: any text)

LDAP ServelA Must filled setting)

WhenLDAP Serves selectedthe following settings are also required.
Base DNString format: any text)

Identity (String format: any text)

Password(String format: any text)

UAM Server(A Must filled setting)

WhenUAM Serveiis selectedthe following settings are also required.
Login URIString format: any text)

Shared SecrefString format: any text)

NAS/Gateway IOString format: any text)

Location ID(String format: any text)

Location NamgString format: any text)

TACACS+ Servgk Must filled setting)
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WhenTACACS+ Servisrselectedthe followingsettings are also required.
Shared KeyString format: any text)

Session TimeoufString format: any number)

The values must be between 1 and 60.

SCEP ServéA Must filled setting)

WhenSCEP Servés selectedthe following settings are alsequired
Path(String format: any text, By defawdgibin is filled)

Application (String format: any text, By defayikiclient.exeis filled)

FTP(SFTRerver(A Must filled setting)

WhenFTP(SFTRerveris selectedthe following settings aralso required
User NamgString format: any text)

Password(String format: any text)

ProtocolSelectFTPor SFTP

Encryprior{SelectPlain, Explicit FTRS Implicit FTF)

Transfer mod€SelectPassiveor Active)

ServerlP/FQDN

A Must filled setting

Specify the IP address or FQDadd for the external server.

ServerPort

A Must filled setting

Specify the Portised for the external server. If you selected a certain server
type, the default server port number will be set.
ForEmailServer25 will be set by default;
ForSyslogServer port514will be setby default
ForRADIUSServer port1812 1823will be setby default
ForActive DirectoryServer port389 will be seby default
ForLDAPServer port389 will be seby default

ForUAM Server port3990, 499will be setby default
ForTACACSServer port49 will be seby default

For SCERerver port80 will be seby default
ForFTP(SFTRerver port21 will be setby default

Value Rangel ~65535

Account Port

1. A Must filledsetting
2. 1813 is set by default

Specify theaccountingprt used if you selectedexternalRADIUServer.
Value Rangel ~65535

The box is checked by

Server Clickenable toactivatethis External Server.
default
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings
Refresh N/A Click theRefreshbutton to refresh the external server list.
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3.5 Certificate

In cryptography, a public key certificate (also known as a digital certificate or identity certificate) is ar
electronic document used to prove ownership of a public key. The certificate includes information about the
key, information about its owner's identity, and the digital signature of an entity that has verified the
certificate's contents are genuine. If tisggnature is valid, and the person examining the certificate trusts the
signer, then they know they can use that key to communicate with its oWner

In a typical publi«key infrastructure (PKI) scheme, the signer is a certificate authority (CA), usoaftypany

such as VeriSign which charges customers to issue certificates for them. In a web of trust scheme, the signe
either the key's owner (a setfigned certificate) or other users ("endorsements") whom the person examining
the certificate might kne and trust. The device also plays as a CA role.

Certificates are an important component of Transport Layer Security (TLS, sometimes called by its older nar
SSL), where they prevent an attacker from impersonating a secure website or other server. Talep ased

in other important applications, such as email encryption and code signing. Here, it can be used in IPS
tunneling for user authentication.

3.5.1 Configuration

The configuration setting allows user to create Root Certificate Auth(iy) ertificate and configure to set
enable of SCEP.Root CA is thertapst certificate of the tree, the private key of which is used to "sign" other
certificates.

Go toObject Definition> Certificate > Configuratiotab.

Create Root CA

J Generate |

ID Name Subject Issuer Vaild To Action

When Generate button is applied, Root CA Certificate Configuratiorscreen will appeafhe required
information to be filled for the root CA includes the name, key, subject name and validity.

9http://en.wikipedia.org/wiki/Pulid_key_certificate
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= Root CA Certificate Configuration

Item Setting

F Name I
» Key Key Type : I RSA .l Key Length : |512—blt5 ,,I Digest Algorithm : I MD5 ,,l

Country(C) - | State(ST) - | Location(L) - |
» Subject Name Organization(0) - | Organization Unit(OU) - |
Common Name(CN) : | E-mail - |

» Validity Period | 20-years 'I

Root CA Certificate Configuration

Item Value setting Description
1. String format can be an
Name text Enter aRoot CA Certificate namk.will be a certificate file name

2. A Must filled setting

This field is to specify the key attribute of certificate.
Key Typeo setpublickey cryptosystemdt only supports RSA now.
Key Lengtho setsthe size measured ibits of the keyused in a cryptographic
algorithm.
Digest Algorithmto setidentifier in the signature algorithm identifier of
certificates
Thisfield is to specify the information of certificate.
Country(C)isthe twoletter ISO code for the country where your organization
located
State(ST)s the statewhere your organization is located
Subject Name A Must filled setting Location(L)s the locationwhere your organization iecated
Organization(O)s the name of your organization.
Organization Unit(OUjs the name of your organization unit.
Common Name(CN3 the name of your organization.
Emailis the email of your organization. It has to be email address style.
Validity Period A Must filled setting This field is to specify the validity period of certificate.

Key A Must filled setting
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Setup SCEP

& SCEP Configuration

ltem

Setting

» SCEP

[ Enable

certificates

+ Automatically re-enroll aging [~ Enable

SCEP Configuration

Item

SCEP

Value setting
The box is unchecked by
default

Description

Check theEnablebox to activate SCEP function.

Automatically
re-enroll aging

The box is unchecked by
default

WhenSCER activated, bieck theEnablebox to activate this function.
It will be automatically check which certificate is aging. If certificaseging, it

certificates will activateSCERunction to re-enroll automatically.
Save N/A ClickSaveto save the settings
Undo N/A ClickUndoto cancel the settings
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3.5.2 My Certificate

My CertificateincludesaLocal Certificate List. Local Certificate List shows all generated certificates by the roo
CA for the gateway. And it also stores the generated Certificate Signing Requests (CSR) which will be signe:
other externalCAs. The signed certificates canin@orted as the local ones of the gateway.

Seltsigned Certificate Usage Scenario

Network-A @ HQ Data Center Network-B @ Branch Office

A N

ACS

\'\‘ @
§@\’ Server y .
s
X ’ Database \ _QD
=7 server - o

(VPN Tunnel (IPSec IKE+X.509) 0

N
Application
Server

@ Create Loca i SJmport HQ Root CA
. -
@ Impont Branth ® Create IPSec (IKE + X.509) \\Qﬁ ljpportHQ CRT
s VPN Tunnel S
Security Gateway 1 Security Gateway 2
with Root CA and Trusted with Trusted CA &
Client Certificates Client Certificates
Global IP: 203.95.80.22 Global IP: 118.18.81.33
Local IP: 10.0.76.2 Local IP: 10.0.75.2

Scenario Application Timing

When the enterprise gateway owns the root CA and VPN tunneling function, it can generate its owr
local certificates by being signed by itself import any local certificates that are signed by other
external CAs. Also import the trusted certificates for other CAs and Clients. In addition, since it has th
root CA, it also can sign Certificate Signing Requests (CSR) to form correspondiogtestfifi others.
These certificates can be used for two remote peers to make sure their identity during establishing ¢
VPN tunnel.

Scenario Description

Gateway 1 generates the root CA and a local certificate (HQCRT) signed by itself. Import a truste
certificate (BranchCRTa BranchCSR certificate of Gateway 2 signed by root CA of Gateway 1.

Gateway 2 creates a CSR (BranchCSR) to let the root CA of the Gateway 1 sign it to be the Branch
certificate. Import the certificate into the Gateway 2 as a laztificate. In addition, also import the
certificates of the root CA of the Gateway 1 into the Gateway 2 as the trusted ones. (Please also ref
to following two subsections)

Establish an IPSec VPN tunnel with IKE and X.509 protocols by starting fiempetr, so that all
client hosts in these both subnets can communicate with each other.
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Parameter Setup Example
For NetworkA at HQ

Following tables list the parameter configuration as an example for the "My Certificate” function used
in the user authentation of IPSec VPN tunnel establishing, as shown in above diagram. The
configuration example must be combined with the ones in following two sections to complete the

whole user scenario.

Use default value for those parameters that are not mentioned @nttbles.

Configuration Path

[My Certificate}[Root CA Certificate Configuration]

Name

HQRootCA

Key

Key TypeRSA Key Length1024bits

Subject Name

Country(C)TW State(ST)Taiwan Location(L)Tainan
Organization(O)AMITHQ Organization Unit(OUHQRD
Common Name(CNHQRootCAEmail: hgrootca@amit.com.tw

Configuration Path

[My Certificate}[Local Certificate Configuration]

Name

HQCRTSelfsignedy’

Key

Key TypeRSA Key Length1024bits

Subject Name

Country(C)TW State(ST)Taiwan Location(L)Tainan
Organization(O)AMITHQ Organization Unit(OU}QRD
Common Name(CNHQCRTEmail: hgcrt@amit.com.tw

Configuration Path

[IPSec]Configuration]

IPSec

y Enable

Configuration Path

[IPSec]Tunnel Configuration]

Tunnel y Enable
Tunnel Name s25101
Interface WAN 1
Tunnel Scenario Site to Site
Operation Mode Always on

Configuration Path

[IPSec]Local & Remote Configuration]

Local Subnet 10.0.76.0
Local Netmask 255.255.255.0
Full Tunnel Disable
Remote Subnet 10.0.75.0
Remote Netmask 255.255.255.0
Remote Gateway 118.18.81.33

| Configuration Path

| [IPSec]Authentication]
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Key Management IKE+X.509 ocal CertificatetlQCRTRemote CertificateBranchCRT
Local ID User Name Network-A

Remote ID User Name NetworB

Configuration Path [IPSec]IKE Phase]

Negotiation Mode Main Mode

X-Auth None

For NetworkB at Branch Office

Following tables list the parameter configuration as an example for the "My Certificate” functemh

in the user authentication of IPSec VPN tunnel establishing, as shown in above diagram. Tr
configuration example must be combined with the ones in following two sections to complete the
whole user scenario.

Use default value for those parameters ttaak not mentioned in the tables.

Configuration Path

[My Certificate}[Local Certificate Configuration]

Name

BranchCRTSelfsignedi

Key

Key TypeRSA Key Length1024bits

Subject Name

Country(C)TW State(ST)Taiwan Location(L)Tainan
Organization(O)AMITBranch Organization Unit(OUBranchRD
Common Name(CNBranchCRTEmail: branchcrt@amit.com.tw

Configuration Path

[IPSec]Configuration]

IPSec

y Enable

Configuration Path

[IPSec]Tunnel Configuration]

Tunnel y Enable
Tunnel Name $25102
Interface WAN 1
Tunnel Scenario Site to Site
Operation Mode Always on

Configuration Path

[IPSec]Local & Remote Configuration]

Local Subnet 10.0.75.0
Local Netmask 255.255.255.0
Full Tunnel Disable
Remote Subnet 10.0.76.0
Remote Netmask 255.255.255.0
Remote Gateway 203.95.80.22
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Configuration Path

[IPSec]Authentication]

Key Management

IKE+X.509 ocal CertificateBranchCRTRemote CertificateHHQCRT

Local ID

User Name NetworB

Remote ID

User Name NetworHA

Configuration Path

[IPSec]IKE Phase]

Negotiation Mode

Main Mode

X-Auth

None

Scenario Operation Procedure

In above diagram, "Gateway 1" is the gateway of Netwdrin headquarters and the subnet of its
Intranet is 10.0.76.0/24. It has the IP addre$4.0.0.76.2 for LAN interface and 203.95.80.22 for WAN
1 interface. "Gateway 2" is the gateway of Netwd@kn branch office and the subnet of its Intranet is
10.0.75.0/24. It has the IP address of 10.0.75.2 for LAN interface and 118.18.81.33 fdr Wiéiface.
They both serve as the NAT security gateways.

Gateway 1 generates the root CA and a local certificate (HQCRT) that is signed by itself. Import t
certificates of the root CA and HQCRT into the "Trusted CA Certificate List" and "Trusted Cliel
Cettificate List" of Gateway 2.

Gateway 2 generates a Certificate Signing Request (BranchCSR) for its own certificate (BranchC
(Please generate one not saiigned certificate in the Gateway 2, and click on the "View" button for
that CSR. Just downloads$. iTake the CSR to be signed by the root CA of Gateway 1 and obtain the
BranchCRT certificate (you need rename it). Import the certificate into the "Trusted Client Certificate
List" of the Gateway 1 and the "Local Certificate List" of Gateway 2.

Gateway Zan establish an IPSec VPN tunnel with "Site to Site” scenario and IKE and X.509 protocols
Gateway 1.

Finally, the client hosts in two subnets of 10.0.75.0/24 and 10.0.76.0/24 can communicate with eacl
other.
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My CertificateSetting

Go toObjectDefinition> Certificate > My Certificatéab.

The My Certificate setting allows user to create local certificate’®y Certificate” page, there arewo
configuration windows for the "My Certificate" functiofihe "Local Certificate Liswindow shows thestored
certificates or CSRfor representing the gatewayhe"Local Certificate Configuratibnvindow can let you fill
required information necessary for corresponding certificate to be generated by itself, or corresponding CS
to be signed by other CAs.

Create Local Certificate

- Add | Import | Delete

ID | Name Subject Issuer Vaild To Actions

When Add button is appliedLocal Certificate Configuratioscreen will appearhe required information to be
filled for the certificate or CSR includes the name, key and subject name. It is a certificate if tregttelf
box is checked; otherwise, it is a CSR.

Item Setting

» Name | Self-signed - [7

b Key Key Type : I RSA .l Key Length : I 1024-hits .l Digest Algorithm : ISHA‘I ,,l
Country(C) : I State(ST) : I Location(L) : I

» Subject Name Organization(O) - | Organization Unit(OU) - |
Common Name(CHN) - | E-mail - |
Challenge Password: | Unstructured Name:

» Extra Attributes I

Enable: [ SCEP Server: | Option — j Add Object |
» SCEP Enrollment CA Certificate: I amit-IDG761AM-IH.crt j CA Encryption Certificate:
| Option --- | (Optional) CA Identifier | (Optional)
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Name

Key

Subject Name

Extra Attributes

1. String format can be an Enter acertificate namelt will be a certificate file name

text
2. A Must filled setting
A Must filled setting

A Must filled setting

A Must filled setting

SCEP Enrollmen A Must filled setting

Save
Back

N/A
N/A

If Seltsignedis checked, it will be signed by root CASédffsignedis not
checked, it will generate a certificate signing request (CSR).

This field is to specify the key attributes of certificate.

Key Typeo setpublickey cryptosystemsCurrently, only RSA is supported.
Key Lengtho setthe length irbits of the keyused in a cryptographic algorithm,
It can be 512/768/1024/1536/2048.

Digest Algorithmto setidentifier in the signature algorithm identifier of
certificates. It calbe MD5/SHAL.

This field is to specitye information of certificate.

Country(C)isthe two-letter ISO code for the country where your organizatior
located

State(ST)s the statewhere your organization is located

Location(L)s the locationwhere your organization is located
Organization(O)is the name of youorganization

OrganizationUnit(OU)is the name of youorganizationunit.

Common Name(CN$ the name of youorganization

Emailis the email of youorganization It has to be email address setting only.
This field is to specifiyhe extra information for generating a certificate.
Challenge Passwdr for the passwordyou can use to request certificat
revocatim inthe future.

Unstructured Namdor additional information

This field is to specitye information of SCEP.

If user wants to generata certificate signing request (CSRY then signed by
SCEP server online, user can checkahablebox.

Select &SCEP Servieridentify the SCEP server for use. The server detailed
information could be specified in External Servers. Ref@hjfect
Definition>External ServerExternalServer You may clickdd Objectbutton
to generate and the settings are the same as those definefeation 3.4
External Server

Select &CA Certificatéo identify which certificate could be accepted by SCEF
server for authentication. It could be gerated in Trusted Certificates.

Select an optionaCA Encryption Certificatef it is required,to identify which
certificate could be accepted by SCEP server for encryption data informatio
could be generated in Trusted Certificates.

Fill in optionalCA Identifierto identify which CA could be used for signing
certificates.

Click theSavebutton to save the configuratian
When theBackbutton is clickedthe screen wilteturn to previouspage.
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When Import button is applied, an Import screen will appear. You can import a certificate from an existed
certificate file, or directly paste a PEM encoded string as the certificate.

Apply | Cancel

B | mimis o

Import
Item Value setting Description
Import A Must filled setting {StSOG I OSNIAFAOIFGS TAfApplybdt®nvo dzi ¢

import the specified certificate file to the gateway.
PEM Encoded 1. String format can be an This is an alternative approach to import a certificate.

text You can directly fill in (Copy and Paste) the PEM encoded certificate atohg,
2. A Must filled setting click theApply button to import the specified certificate to the gateway

Apply N/A Click theApply button to import the certificate.

Cancel N/A Click theCancebutton to discard the import operation and the screen will

return to the My Certificates page.
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3.5.3 Trusted Certificate

Trusted Certificate includeTrusted CA Certificate Listrusted ClienCertificate Listand Trusted Client Key
List The Trusted CA Certificate List places the certificates of external trustedTASrusted Client
Certificate List places the others' certificates what you tiysdl. the Trusted Client Key List places thieerfQ

keys what you trusted.

Seltsigned Certificate Usage Scenario

Scenario Application Timing (same as the one described in "My Certificate” section)

When the enterprise gateway owns the root CA and VPN tunneling function, it can generate its owr
local certificates by being signed by itself. Also imports the trusted certificates for other CAs and Client
These certificates can be used for two remote peers to make sure their identity during establishing ¢
VPN tunnel.

Scenario Description (same as three described in "My Certificate" section)

Gateway 1 generates the root CA and a local certificate (HQCRT) signed by itself. Import a truste
certificate (BranchCR€a BranchCSR certificate of Gateway 2 signed by root CA of Gateway 1.

Gateway 2 creates @SR (BranchCSR) to let the root CA of the Gateway 1 sign it to be the BranchCI
certificate. Import the certificate into the Gateway 2 as a local certificate. In addition, also imports the
certificates of the root CA of Gateway 1 into the Gateway 2 adrtisted ones. (Please also refer to
"My Certificate" and "Issue Certificate" sections).

Establish an IPSec VPN tunnel with IKE and X.509 protocols by starting from either peer, so that
client hosts in these both subnets can communicate with each other.

Parameter Setup Example (same as the one described in "My Certificate" section)
For NetworkA at HQ
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