ACS-PADLOCK-V2

Technical specifications

Object The aim of this document is to present the complete ACS-Padlock-V2 technical

specifications.
That includes the features descriptions, the commands supporied, the complete set of
parameters and the spontaneous frames format.
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Revisions
Version Contributor(s) Changes
First  release of ACS-PADLOCK technical
] Ay MDD documentation

Compatible firmware

Firmware
number

Minimum firmware version

0453 01.00.08
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1 Main features

Secured link (partial view)

RGB LED indicator

Main body

Bluetooth and
LoRaWAN

Communication

NFC antenna
indication

Removable front panel

1.1 Behaviour

ACS-padlock can be LOCKed/UNLOCKed by BLUETOOTH, NFC, DOWNLINK LORAWAN,
CLOVER-NET AND TAP COMMAND.

It can send alerts by LORGAWAN frames reporting if the cable is cut, if it is inserted or not and if
the case is open.

It also sends Periodic Frames containing sensor status, battery level and various information
depending on the use case.
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2 Configuration

2.1 Default settings

LoRaWAN settings Functional settings

LoRaWAN Class A Event frame format Standard
LoRaWAN Mode Public Keep alive period Standard every 4h
Activation OTAA Technical period Standard every 72h
ADR Active

DutyCycle Inactive

Tx Power 14dB

2.2 Main configuration frame by LoRaWAN Downlink, NFD
command or bluetooth command

LoRaWAN downlinks commands are always on port #1

2.2.1 Perform alock

If you want to perform a lock, you have fo send this downlink to the device on port #1

Request :

34FF1234

You can see details about Request and Answer here

2.2.2 Perform an unlock

You can request an unlock

Request :
35FF1234

You can see details about Request and Answer here
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2.2.3 Parameter changes

Request :
0401220102

04 :Write parameter

071 :Number of parameter
22 :Parameter’'s name
01 :Parameter'slength
02 :Data

Response :
8401220100

00 :Parameter write success
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3 Spontaneous frames

All spontaneous frames are colored the same way to identify 2 different parts in the frame:

Generic part ' Application part ‘sending delay
r 1

3.1 Event frames

REMINDER Allocated frame headers are 0xé8, 0x69 and 0x6B.
The first 2 will be used for respectively short, standard and long frame type.
The third one is available for any other special event frame format.
A device can support only some of these frame types, according to its specifications.

Event frame feature and sending mechanisms are described in the CloverCore Generic Specifications
documents. Refer to [DRO1].

Here below are described the Event frame formats generated by the device.
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3.1.1 [0x68] — Short event frame

IMPORTANT Since EVT_DATA field can be 8 bytes long, this Short event frame format skip this data to allow
sending the most imprtant information while keeping the standard Event frame format
detailed in [DRO1].

However, if all event data is required in a minimum of payload size, Special Event frame
propose a custom format that only bring EVT_TYPE, EVT_INFO and EVT_DATA and skip the
other generic fields.

Frame format

STATUS TEMP
3 4 5 6...7
MSB LSB
STATUS.......coveeeee Status of the device and basic frame counter:

b15-12 are a basic spontaneous frame counter that overlaps each 16 spontaneous
frame generated. This is typically used to detect frame repetition on system
level.

b11-0 are a copy of the same bits of parameter DEV_STAT (refer to [DRO1] for details]

EVI_TYPE ................... Enumeration of event types. See the Event Type description table below for the
details.
0x80... Motion Event;
0x81...Shock Event;
0x82...Tilt Event;
0x83... Magnetic field change Event;
0x84...Temperature Event;
0x85...Reed Relay Event;
0x86...Open Case Event;
0x87...Zone Event;
0x%0...Lock Event;
0x?1...Unlock Event;
0x92...Cable Event;
0x93... Authorization Event;
0xBO .. Command Reject Event (EVT_TYPE field is rejected command FH);
0xCO0.. Authorization Request Event (EVT_TYPE field is requested command FH).

EVT_INFO .................. Enumeration that split the event type into severalof children. See the Event Type
description table below.

OTOTx_info................ Time between the moment the frame is generated and the moment of sending
[expressed in seconds]
Occupies always the last 2 bytes in this type of frame
Thus, event calculated timestamp is: reception time - OTOTx delay
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3.1.2 [0x69] - Standard event frame

NOTE Since EVT_DATA field can be 8 bytes long, this means that such a frame type can be 15 bytes
long maximum. Thus, this is not suitable for Sigfox uplink (limited to 12 bytes).
In Sigfox, use Special Event frame instead.

Frame format

FH STATUS TEMP
3 4 5
MSB LSB
STATUS.......coveeeeee Status of the device and basic frame counter:

b15-12 are a basic spontaneous frame counter that overlaps each 16 spontaneous
frame generated. This is typically used to detect frame repetition on system
level.

b11-0 are a copy of the same bits of parameter DEV_STAT (refer to [DRO1] for details]

EVI_TYPE.................. Enumeration of event types. See the Event Type description table below for the
details.
0x80... Motion Event;
0x81...Shock Event;
0x82...Tilt Event;
0x83... Magnetic field change Event;
0x84...Temperature Event;
0x85...Reed Relay Event;
0x86...Open Case Event;
0x87...Zone Event;
0x90...Lock Event;
0x?1...Unlock Event;
0x92...Cable Event;
0x93... Authorization Event;
0xBO ..Command Reject Event (EVT_TYPE field is rejected command FH);
0xCO0.. Authorization Request Event (EVT_TYPE field is requested command FH).

EVT_INFO .................. Enumeration that split the event type info severalof children. See the Event Type
description table below.

EVT DATA.................. Data related to the event. See the Event Type description table below.
The size depends on the event (detail in the table below).

OTOTx_info................ Time between the moment the frame is generated and the moment of sending
[expressed in seconds]
Occupies always the last 2 bytes in this type of frame
Thus, event calculated timestamp is: reception time - OTOTx delay
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3.1.3 [0x6B] - Special Event frame

Frame format

EVI_TYPE ... Enumeration of event types. See the Event Type description table below for the
details.

0x80...
0x81..
0x82...
0x83...
0x84..
0x85...
0x86..
0x87...
0x90..
0x91...
0x92...
0x93..

Motion Event;

.Shock Event;

Tilt Event;
Magnetic field change Event;

.Temperature Event;

Reed Relay Event;

.Open Case Event;

Zone Event;

.Lock Event;

Unlock Event;
Cable Event;

.Authorization Event;

0xBO .. Command Reject Event (EVT_TYPE field is rejected command FH);
0xCO0.. Authorization Request Event (EVT_TYPE field is requested command FH).
EVT_INFO .................. Enumeration that splits the event type into severalof children. See the description
table below.
EVT_DATA.........c.cee. Data related to the event. See the description table below.

The size depends on the event (detail in the table below).
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3.1.4 Event Type description table

This table presents the exhaustive list of events that the device can generate and send through the
configured communication medium in parameter EVI_MODE (see [DRO1] for more details about this
generic parameter).

Each sub field in EVT_DATA is given ifs size in bytes.

NOTE

The last column reminds the parameter and the bit in it to enable the corresponding event

frame.

EVT_INFO

0x00
0x01

0x02

0x00

0x00
0x01
0x02

0x00

0x01

0x02
0x00

0x01

0x02

0x03
0x00

0x01

0x00

0x00
0x01

0x02

0x03

0x00

0x01

Description

Motion Start.
Motion Continous.

Motion Stop.

Shock detected (not supported).

Tilt detected.

Tilt detected Continous (not supported).
Tilt restored.

Magnetic field outside thresholds detected.

Magnetic field outside thresholds detected
Continous (not supported).

Magnetic field return within thresholds.
Temperature below low threshold detected.
Temperature above high threshold detected.
thresholds

Temperature oufside detected

Continous.
Temperature refurn within threshold.
Reed Relay Stage 2 detected.

Reed Relay Stuck.

Open Case detfected

Zone enter.
Zone exit.
Zone no change.

Zone check info (answer of
checking current location).

request for

Adjustable Lock performed. Cable not present.

Adjustable Lock performed. Cable present.

SENS STAT
(28)

SENS STAT

(2B)

SENS STAT

(2B)

SENS STAT

(2B)

SENS STAT
(2B)

SENS STAT

(28)

SENS STAT

(28)

SENS STAT

(2B)

SENS STAT

(2B)

EVT_DATA

1@
(48)

1@
(48)

@
(48)

1@
(48)

i@
(4B)

i}
(4B)

i}
(4B)

y(C)
(4B)

1@
(4B)

USER_ID
(2B)

Enable bits
PARAM [BIT]

EVT SEND [MSTART]

EVT_SEND [MCONT]

EVT SEND [MSTOP]

EVT_SEND [SHOCK]

EVT_SEND [TILT]

EVT _SEND [TILT]

EVT_SEND [TILT]

EVT_SEND [MAG]

EVT_SEND [MAG]

EVT_SEND [MAG]
EVT_SEND [TEMP]

EVT _SEND [TEMP]

EVT_SEND [TEMP]

EVT _SEND [TEMP]

EVT_SEND [DI_RD2]

EVT_SEND [DI_RD2]

Unconditional

EVT_SEND [ZENT]

EVT_SEND [ZEXIT]

EVT_SEND [ZCONT]

Unconditional

EVT_SEND [LOCK] +

LOCK _ECFG[ADJ_NCBL]

EVT_SEND [LOCK] +
LOCK ECFG[ADJ_CBL]
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0x02

0x03

0x04

0x05

0x06

0x07

0x08

0x09

Ox0A

Ox0B

0x00

0x01

0x02

0x03

0x04

0x05

0x06

0x07

0x00

0x01

0x02

0x03

0x04

0x05

Full Lock performed.

Cable Already Locked in requested state. Lock
operation not performed.

Auto Lock performed. Cable not present.

Auto Lock performed. Cable present.

Cable Not present when Lock is requested with
Cable present. Lock operation rejected.

Zon @ (1@ applied in command) doesn't match
requested. Lock operation rejected.

Zon ZIC (ZIC LOCK parameter) doesn't match
requested. Lock operation rejected.

Zoning before Lock requested, but Zone
service not enabled. Lock operation rejected.

Cable Cut. Lock operation rejected.

Lock failed. Locking state uncertain.

Unlock confirmed. Cable not present.

Unlock confirmed. Cable present.

Already Unlocked. Cable not present.

Already Unlocked. Cable present.

Zon @ (Z@ applied in command) doesn’'t match
requested. Unock operation rejected.

Zon ZIC (ZIC LOCK parameter) doesn't match
requested. Unlock operation rejected.

Zoning before Unlock requested, but Zone
service not enabled. Lock operation rejected.

Unlock failed. Locking state uncertain.

Cable inserted.

Cable removed.

Cable replaced.

Cable removed while device is Locked.

Cable cut (Cable ID can not be read) while
device unlocked.

Cable cut (Cable ID can not be read) while
device locked.

SENS STAT

(2B)

SENS STAT

(2B)

i}
(4B)

@
(48)

USER_ID
(2B)

USER_ID
(2B)

EVT_SEND [LOCK] +
LOCK ECFG[FULL_NCBL]

EVT SEND [LOCK] +
LOCK ECFG[ALRD_LOCK]

EVT _SEND [LOCK] +
LOCK ECFG[ALOCK]

EVT SEND [LOCK] +
LOCK ECFG[ALOCK]

EVT_SEND [LOCK] +
LOCK ECFG[REJ_NCBL]

EVT SEND [LOCK] +
LOCK ECFGIREJ_ZON]

EVT_SEND [LOCK] +
LOCK ECFG[REJ_ZON]

EVT SEND [LOCK] +
LOCK ECFGIREJ_ZON]

EVT SEND [LOCK] +
LOCK ECFG[REJ_CBLID]

EVT SEND [LOCK] +
LOCK ECFG[LOCK_FAIL]

EVT SEND [UNLOCK] +
UNLOCK ECFG[UL_NCBL]

EVT SEND [UNLOCK] +
UNLOCK ECFG[UL_CBL]

EVT SEND [UNLOCK] +
UNLOCK ECFG[ALRD_NCB
L]

EVT SEND [UNLOCK] +
UNLOCK ECFG[ALRD_CBL]

EVT SEND [UNLOCK] +
UNLOCK ECFGIREJ_ZON]

EVT SEND [UNLOCK] +
UNLOCK ECFGIREJ_ZON]

EVT SEND [UNLOCK] +
UNLOCK ECFGIREJ_ZON]

EVT SEND [UNLOCK] +
UNLOCK ECFG [UL_FAIL]

EVT_SEND [SEAL] +
SEAL ECFG [INS]

EVT_SEND [SEAL] +
SEAL ECFG [REM]

EVT_SEND [SEAL] +
SEAL ECFG [ID_ERR]

Unconditional

EVT_SEND [SEAL] +
SEAL ECFG [ID_ERR]

Unconditional
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EVT SEND [SEAL] +

0x06 New Cable ID SEAL ID (8B) SEAL ECFG[ID_ERR]
0x00 Validity date expired. Operation rejected %gﬁgﬁ;ﬂ
0x01 Decription error. Operation rejected. %%?:DF g‘ﬁ):é;

Avuthorization request rejected. Operation Sl Sl

0x02 ) UNLCOCK +
rejected. SENS STAT FH USER_ID
(2B) (18) (28) AUTH ECFG[AUTH_REJ]
Avuthorization request accepted. Operation S e LT S
0x03 ranted UNLCOCK +
9 : AUTH ECFG[AUTH]
Avuthorization  request  answer  fimeout. Sl IRt
e Operation rejected Hilete o
P ! : AUTH_ECFG[AUTH_REJ]
0x00 TAP startrejected. TAP process already running.
Ox01 TAP start rejected. RTC invalid.
0x02 TAP start rejected. Max. number fries reached. SENS STAT 1@ EVT SEND [TAP
. (28) (48) EVT SEND [TAP]
0x03 TAP aborted. Timeout expire.
0x04 TAP max. knocks on first digit exceeded.
0x05 TAP aborted because of parameter write.
. SENS STAT New "
0x00 Generic parametfer CN_PIN_CD changed. (28) CN_PIN_CD Unconditional
Command Reject message (EVT_INFO field is rejected (FN(1B) +) STAT(1B) Unconditional

command FH)

Authorization Request (EVT_TYPE field is requested Comamnd thatrequire authorization -
Unconditional

command FH) (max. 15B)
EVT_TYPE
which Pu.sh message (to send Tx queue in LORGWAN  SENS STAT 1@ Unconditional
provoke  or Sigfox) (2B) (4B)
this event

IMPORTANT: Events marked in red are send immediately after detected, without waiting on queue for Event frame sending!

EVT_INFO additional information:

- Bit 7 set (0x80) — This event is Alarm frame (see Alarm management service for details);

CONFIDENTIAL — Do not distribute without prior written agreement 13



BRINGING SENSE To wIRELESS Error! Use the Home tab to apply Sous-titre to the text that you want to appear here. Error!
Use the Home tab to apply Titre 1 to the text that you want to appear here.

3.2 Keep-alive frames

REMINDER Allocated frame headers are 0x6C, 0x6D and 0x6F.
The first 2 will be used for respectively short and standard type.
The third one is available for any other special Keep-alive frame format.
A device can support only some of these frame types, according to its specifications.

Keep-alive frame feature and sending mechanisms are described in the CloverCore Generic
Specifications documents. Refer to [DRO1].

3.2.1 [0x6C] - Short Keep-alive frame

Frame format

STATUS.......coveeee Status of the device and basic frame counter:

b15-12 are a basic spontaneous frame counter that overlaps each 16 spontaneous
frame generated. This is typically used to detect frame repetition on system

level;
b11-0 are a copy of the same bits of parameter DEV_STAT (refer to [DRO1]).
TEMP Last measured temperature form Clover-Sense sensor;
SENS_STAT Copy of application parameter SENS STAT;
EVT_STAT Copy of application parameter EVT_STAT;
OTOTx_info Time between the moment the frame is generated and the moment of

sending [expressed in seconds]. Occupies always the last 2 bytes in this type of frame

Thus, event calculated timestamp is: reception time — OTOTx_delay.
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3.2.2 [0x6D] - Standard Keep-alive frame

Frame format

STATUS.......covveeeee Status of the device and basic frame counter:

b15-12 are a basic spontaneous frame counter that overlaps each 16 spontaneous
frame generated. This is typically used to detect frame repetition on system

level;
b11-0 are a copy of the same bits of parameter DEV_STAT (refer to [DRO1]).
TEMP Last measured temperature form Clover-Sense sensor;
SENS_STAT Copy of application parameter SENS STAT;
EVT_STAT Copy of application parameter EVI_STAT;
OTOTx_info Time between the moment the frame is generated and the moment of

sending [expressed in seconds]. Occupies always the last 2 bytes in this type of frame.

Thus, event calculated timestamp is: reception time — OTOTx_delay.
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3.2.3 [0x6F] - Special Keep-alive frame

Frame format

STATUS.......covveeeee Status of the device and basic frame counter:

b15-12 are a basic spontaneous frame counter that overlaps each 16 spontaneous
frame generated. This is typically used to detect frame repetition on system

level;
b11-0 are a copy of the same bits of parameter DEV_STAT (refer to [DRO1]).
TEMP Last measured temperature form Clover-Sense sensor;
SENS_STAT Copy of application parameter SENS STAT;
EVT_STAT Copy of application parameter EVI_STAT;
OTOTx_info Time between the moment the frame is generated and the moment of

sending [expressed in seconds]. Occupies always the last 2 bytes in this type of frame.
Thus, event calculated timestamp is: reception time — OTOTx_delay.
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3.3 Technical frames

REMINDER Allocated frame headers are 0x78.
A device can support only some of these frame types, according to its specifications.

Technical frame feature and sending mechanisms are described in the CloverCore Generic
Specifications documents. Refer to [DRO1].

NOTE Since any Technical frame type brings FW version, triggering on of these frame to the
requester allow to get the FW version.

3.3.1 [0x78] — Short Technical frame

Frame format

ACTIVITY CIF FW_VER
5 &) 7 eeeeeeeeis eereeeenas 8 D e crreeenees 10
MSB LSB MSB LSB
RTC....ovveeeeeiin, Device RTC when the frame is delivered to the OTOTx service
[in seconds since 01/01/2010]
ACTIVITY ..., Consumed battery level [%]
(o | Customer Information Field
FW_VER........cvvveee. FW version [major.minor]
OTOTx_delay............ Time between the moment the frame is delivered to OTOTx service the moment of

sending [expressed in seconds]

Thus, device RTC at the moment of the frame reception (more or less few seconds)
is

RTC + OTOTx_delay

Occupies always the last 2 bytes in this type of frame

CONFIDENTIAL — Do not distribute without prior written agreement 17



BRINGING SENSE TO WIRELESS

Error! Use the Home tab to apply Sous-titre to the text that you want to appear here. Error!
Use the Home tab to apply Titre 1 to the text that you want to appear here.

4 Commands description

4.1 Generalities

Generic command frame headers are allocated from 0x01 to 0x33.
By the way, special request frames are allocated from 0x34 to 0xé7 (there will not be described here since
they are closely linked to the application, and frame header are not imposed, just the range has to be

considered).

4.2 Generic commands

4.2.1 Generic commands list

Frame header

Description

Trigger spontaneous frame
Read firmware version
Read parameters

Write parameters

Reset parameters

Read logs

Read RTC

Write RTC

Write RTC by delta

Launch installation process

Device integrity references initialization
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4.2.2 Generic commands details

4.2.2.1 (0x00) - Trigger spontaneous frame

This command allows to force sending one of the spontaneous frame. The desired frame is given by FRAME
parameter which correspond fo its frame header (one of those specified in section_Spontaneous frames.

TX_MODE permifs the select the way of sending between the mode described in section Communication
modes for spontaneous frames.

NOTE This command has no limitation: if we ask for sending a frame which is longer than the size
supported by the requested TX MODE, nothing will happen since it is impossible to send it,
but the reply will be OK if the device knows the requested FRAME.

Request format

FH FRAME TX_MODE DELAY DELAY CUSTOM_DATA
MIN MAX
2 S 4 S n
FRAME...............oeeeee Frame header of the spontaneous frame we want to trig a sending
TX_MODE................... Mode used to send the requested frame

If OXFF = the current configuration is used else, specify another mode (same
definition as EVT_MODE, PP MODE, PDL_ MODE, PEL MODE, KA MODE, VS MODE).

DELAY MIN & MAX.... Min and Max values in seconds used to set a random delay for sending the frame
If both OxFF, uses the configurated values associated of the frame type (FRAME)

CUSTOM DATA ......... Specify application data to send. If left empty, application will fill buffer.

Reply format

STATUS.................l. Request status:
0x00 = Sending will be processed
OxFF = Such a frame is not supported
OXFE = Such a tx mode is not supported
OxFD = Min delay must be lower or equal to max delay
OxFC = Frame triggering failed
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4.2.2.2 (0x01) - Read firmware version

Firmware version reading request format

CMD

1 byte

Firmware version reading answer format

ANS APP_FW_NB APP_FW_VER RES_FW_NB RES_FW_VER BOOT_VER REJ_OTA

2 bytes 4bytes 2 bytes 4bytes 4bytes 1 byte
Applicative fw Applicative fw Rescue fw Rescue fw Bootloader Rejected actions on
number version number version version firmware upgrade*

* Rejected Actions:

This filled was provided during the initialization of the RF service “firmware upgrade” (done automatically
at the initialization of the product). It is used to inform the RF service “firmware upgrade” to reject some
firmware upgrade session. Most of time when encryption is required on application, none crypt messages
are all rejected to prevent attacks.

b5........ A Bootloader firmware upgrade will be rejected

b4....... A Rescue firmware upgrade will be rejected

b3........ A continue of the previous session (session in fimeout) will be rejected
b2........ A firmware downgrade will be rejected

bl.... on Firmware reboot the EEPROM erasing will be rejected

bO........ A none crypt firmware upgrade session will be rejected
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4.2.2.3 (0x03) - Read parameters

Request format

FH NB_PARAM P1_ID P1-SIZE oo Pn_ID * Pn_SIZE*

n 1 2 3 (18] (18]
| 0x03 |

NB_PARAM................ Number of parameters to be read

P1_ID..iiiiiiiiiiiiiiiens ID of parameter 1 to read (same for Pn_ID)

P1_SIZE..........ovvvve. Size of the parameter 1 to read (same for Pn_SIZE)
Reply format

FH NB_PARAM P1_ID P1_SIZE P1_VALUE ... Pn_ID* Pn_SIZE* Pn_VALUE*

1 2 3 [MB] [1B] [1B] [0B]
m o

NB_PARAM................ Number of parameters read

P1_ID..ccovereeeeeen, ID of parameter 1 read (same for Pn_ID)

P1_SIZE.........cccuue.. Size of the parameter 1 read (same for Pn_SIZE)

P1_VALUE.................. Value of the parameter 1 read

NOTE In case of request format error, reply will be 8300FF.
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4.2.2.4 (0x04) - Write parameters

Request format

FH NB_PARAM P1_ID P1-SIZE P1_VALUE ..* Pn_ID * Pn_SIZE*  Pn_VALUE
kN ] 2 e [mB] [18] [18] [0B]
=1 . :
NB_PARAM................ Number of parameters to be write
P1_ID..iiiiiiiiiiiiiiiens ID of parameter 1 to write (same for Pn_ID)
P1_SIZE..........ovvvve. Size of the parameter 1 to write (same for Pn_SIZE)
P1_VALUE.................. Value of the parameter 1 write

Reply format

FH NB_PARAM P1_ID P1_STATUS ... Pn_ID* Pn_STATUS*

1 2 3 [1B] [1B]

NB_PARAM................ Number of parameters written
[ T | > ID of parameter 1 written (same for Pn_ID)
P1_STATUS ................. Writing status same for Pn_SIZE):

00 = Writing success
FF = Writing error (see note below)

NOTE In case of param information error, its reply will be ..<Pn_ID>FF and <Pn_VALUE> will be
missing.
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4.2.2.5 (0x04) — Write parameters by bit mask

NOTE The frame header is the same as for the standard Write appli parameter command. The
difference is that most significant bit in the parameter size is set to one. In such a case, this
allows to insert the bit mask between this size and the param valuve.

Request format

FH NB_PARAM P1_ID P1-SIZE P1_MASK P1_VALUE Pn_SIZE* Pn_PASK* Pn_VALUE

1 2 3 [mB] [mB] [18] [18] [0B] [0B]

m o
with b7 with b7
setto 1 setto 1
NB_PARAM

................ Number of parameters to be write

P1_ID..ccoveeeeeeeeen, ID of parameter 1 to write (same for Pn_1D)
P1_SIZE.........cccuun.. Size of the parameter 1 to write (same for Pn_SIZE) | 0x80
0x81 for 1 byte long, 0x82 for 2 bytes long...
P1_MASK.........evvve. Bit mask over the parameter. Only the bits masked at 1 will be updated in the
paramter according to the correpsonding P1_VALUE bits
P1_VALUE.................. Value of the parameter 1 write
Reply format
FH NB_PARAM P1_ID P1_STATUS ... Pn_ID* Pn_STATUS*
EN ] 5 3 (18] [18]
NB_PARAM................ Number of parameters written
[ T | ID of parameter 1 written (same for pn_1D)
P1_STATUS ................. Writing status same for Pn_SIZE):

00 = Writing success
FF = Writing error (see note below)

NOTE In case of param information error, its reply will be ..<Pn_ID>FF and <Pn_VALUE> will be
missing.
NOTE Standard param writing and bit mask writing can be merge in a single Write appli param

command, depending on the b7 of each param size field.
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4.2.2.1 (0x05) — Reset parameters

Request format
FH LIST TABLE TYPE
LIST ..ovviiiiiiiieeeias List of parameters to reinitialize

bl...... Application parameters
bO...... Generic parameters

TABLE..............ovvve. Default table ID to use (0x00 = First table). Only used for application parameters.

TYPE.....oveeeieieiiins Type of parameters to reinitialize

0x00... Configuration and exploitation parameters
else ... Configuration parameters only

Request status:

0x00 = Reinitialization processed

OxFF = Request format error

OxFE = Error on all param reinit

OxFD = Error on generic param reinit
OxFC = Error on application param reinit

4.2.2.2 (0x07) - Read event datalogging

Request format

FH T_INDEX MODE START_ID NUM

T_INDEX.........ccuvveeen. Table index, it has to correpsond to an event datalogging table, otherwise the

request will be rejected.

MODE..............cceeee.. Defines theway of reading Log records (records are inserted in answer always

starting from oldest one):

0x00...Read the requested number of events starting from the most recent one,
toward the oldest one. Field START_ID is not taken in account when MODE =
0x00.
If field NUM = 0, all valid records (which can fit in multiframe answer) are
returned.

0x01...Read the requested number of events starting from the oldest one, toward
the most recent one. Field START_ID is not taken in account when MODE =
0x01.
If field NUM = 0, all valid records (which can fit in multiframe answer) are
returned.

0x02...Read the unread log records (pointed by ### parameter). The ecords are
always read starting from oldest unread event, toward the most recent one.
Field START_ID is not taken in account when MODE = 0x02.
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After reading, ### parameter is updated (decreased) with number of read
records.
If field NUM = 0, all valid records (which can fit in multiframe answer) are
returned.

0x03...Read the log records starting from the record number pointed by START_ID.
Records are always read starfing from pointed by START_ID, toward recent
one.
If field E_ZNUM =0, all records starting from pointed by START_ID, toward recent
one (which can fit in multifraome answer) are returned.

START_ID................... Index of the first evnet record in the table to start from (foward the most recent one).
It is faken in account only when MODE = 0x03.

NUM........cccie Number of records to be read.
If NUM = 0, all valid records (which can fit in multiframe answer) are returned.

Reply format
FH START_ID STATUS REC_SIZE NUM REC1 RECn
| 4 5 6 7 e L O N R X |V z
eys | MSB LSB MSB LSB MSB LSB MSB LSB
START_ID.................... Index of first event included in the answer (this is the oldest event)
STATUS.......cccvvvveeeen. Bit field defining type of log table:
b2...... If set some events were lost before read (could happen if higher number of
events than number of events which can fit in max. multiframe answer were
not read), else there are no lost events.
bl...... If set every log record contains time stamp (first 4 bytes) on the moment of
storing;
bO0......If set this table is Periodic, else it is Normal.
REC SIZE ................... Record size in bytes.
NUM......coooeee, Total numbers of records included in answer (in all frames if this is multiframe answer).
RECN ..., Event record field (depends on device specifications

Reply format in case of error.

If the request syntaxis not correct (table type is periodic, frame request size is wrong, not valid table index,
wrong starting log number, etc..), le reply format is the following:

STATUS.......cieeeen, Bit field defining type of log table: ####
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4.2.2.3 (0x10) - Read RTC

Request format

Reply format
FH RTC
| o [ 4
[ oxs0 VS LSB
RTC.....coieiiieee, Current device RTC (in number of seconds since 01/01/2010)

4.2.2.4 (0x11) —Write RTC

Request format

Reply format

STATUS

STATUS...................... 0x00 : RTC update success
OxFF : RTC update failed

4.2.2.1 (0x12) - Write RTC by delta

Request format
FH VALUE
T 4
MSB LSB
VALUE ..............c....... signed value, number of seconds used to add to RTC
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Reply format
FH STATUS
STATUS....................... 0x00 : RTC update success

OxFF : RTC update failed

4.2.2.2 (0x17) - Launch installation process

NOTE This request can be sent only by Clover-Net.

Receiving this frame has the same effect as we have installation request by reed/button.

Request format

FH MODE PER NB
| o R 5.6 7
MODE.....ccoovvveeeeis “INST MODE" parameter value. If set fo O, current value is used else value is written.
PER .ovvviiiieeeiieeieeiees “INST_PER" parameter value. If set to O, current value is used else value is written.
NB oo “INST_NB" parameter value. If set to 0, current value is used else value is written.
NOTE In current version, only one attempt is executed so PER and NB parameters are not managed.

Immediate Reply format

FH TYPE STATUS

1

KN
0x00

STATUS.......ciieeeen, Installation launching status:

0x00: Installation ongoing
OXFF: Error in frame format

2

Following Reply format

FH TYPE STATUS DEV_STAT
1 2 Shooooco 4

| o |
00

STATUS........ceeeees Installation status:

0x00: Installation finished, network required connected
OxFF: Installation finished, at least one required network not connected

DEV_STAT ... See definition of parameter DEV_STAT
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4.2.2.3 (0x18) — Device integrity references initialization

This request is used to force a references (re)initialization in device integrity feature. This will affect TILT
and/or MAGNETIC references depending on features enabled and chip embedded.

Request format

Reply format

FH STATUS

STATUS...................... Reference initialization launching status:

0x00: Reference intialization ongoing
OxFF: Error in configuration of device
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4.3 Applicative commands

4.3.1 Applicative commands list

Frame header Description

Lock command

Unlock command

Authorization answer command
New cable association command
Check Zone command

Check zone RSSI command

Zone beacon incoming Message
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4.4 Application commands

4.4.1 Application commands details

4.41.1 (0x34) - Lock command

In Clover-Net, Lock command has specific freatment due to fime constraints on modem side (same
sequence for Bluetooth as well):

1. Immediately after receiving command, answer is sent just to inform Host that the command is
accepted.

2. After Locking process finished (successfully or not), event is sent to inform Host about result of
operation.

3. Additional event is sent when cable is attached after locking.

In LoORaWAN/Sigfox (when the request is received through such a communication medium) as a downlink
message), immediate answer is not sent. The result of the request is reported by event only after Locking
process finishes. LOCK_STAT field in it includes all possible lock status except 0x00.

Additional unsolicited event is sent when Cable was attached after Locking finishes.

In NFC interface only final result of locking is returned to NFC reader (it doesn’t replace Event frames on
final result).

However, additional event after Lock operation finishes are not reported to NFC (NFC doesn't accept
unsolicited frames after NFC session is finished) —i.e. event Cable attached after lock, Auto Lock with, or
without cable can’t be reported on NFC.

When lock with Z@ field set to valid (different from O or OxFF...F), zone detection is performed before
locking (it can take up to 30 seconds!).

Request format

FN USER_ID V_DATE CMD_ID i@

1 2 3 4 7 8 9 12
MSB LSB MSB ... LSB MSB ... LSB
FNL.o Frame Number;
USERID...........c.... User Identification Number;
V_DATE...................... Validity date - date up to which this commmand could be accepted;
CMD_ID..................... Type of requested locking:

b7...... Authorization required.

bé...... LED indication required;

bs5...... Increased Motor Start Force;

b4...... Unconditional Lock (check for device Already Locked before executionis not
performed);

b3:0...Type of Lock;
0x00 Lockif cable is present;
0x01 Lock no matterif cable is present.

1@.............. Defines received Zone address, under which only requested operation is possible.
1@ field from command has priority over setting in ZIC_LOCK parameter:
0x00000000 — No Zone address restriction on locking. ZIC_LOCK settings are tfaken in
account;

OXFFFFFFFF — No Zone address restriction on locking. ZIC_LOCK settings are not taken
in account;

Any other — Treated as valid Zone beacon address. Request is executed only if
device is in area covered by this Zone.
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Reply format

FH  FN  USERID RTC EVT_NB LOCK_STAT
1 2 3 4 7 8 11 12
MSB  ISB MSB .. ISB MSB .. ISB 0X01-0x05 or 0X07-0x09

FN....ooriiieeiei, Frame Number (the same as in request frame);
USERID..................... User Identification Number (the same as in request frame);
RTC....oviiiieiiiiiiiis absolute seconds counter (since 01.01.2010) atf moment of locking;

EVI_NB...........ovvvee Counter value of stored in ELT event, when requested action was done (see
Appendix 5);

LOCK_STAT................ Status of executing Lock command;
0x0101)  Already Locked, Lock operation is not executed. Lock Result frame is not

sent. Hdeviceisin-adjustable-state-andfulHockisreguested-cperationds
execvlied-and-status-Ox07isreturned;
0x02(1)  Validity date expired, Lock rejected. Lock Result frame is not sent;
0x03(1)  Zoning before Lock requested, but Zone service disabled. Lock rejected.
Lock Result frame is not sent;
0x04(M  Cable not present, Lock rejected (this status can be received/sent only if
lock with cable present is requested). Lock Result frame is not sent;
0x05(1)  Cable Cut, Lock rejected. Lock Result frame is not sent;
0x07(2  Locking in progress, Wait.
Lock Result frame is will be sent on lock management finish;
0x08f2) Remote Authorization expected, Wait.
Lock Result frame will be sent on lock management finish.
0x09(2  Zone Check in progress, Wait.
Lock Result frame will be sent on lock management finish.
-—-—- States posted after Lock operation finish (only to Bluetooth and NFC) -—------
0x008)  Device found already Locked, Cable is inserted;
0x010)  Device found already Locked, Cable is not inserted;
0x068B)  Lock failed . Lock State not confirmed;
Ox0AR)  Lock finished successfully. Lock State confirmed. Cable inserted;
0x0B®)  Lock finished successfully. Lock State confirmed. Cable is not inserted;
OxOF®  Lock rejected. Zoning requested but ZIC doesn’t match requested;
0x108)  Lock rejected. Zoning requested but Z@ doesn’'t match requested;

(M — Sent as frame answer in CloverNet, Bluetooth and NFC. In LoRaWAN and
Sigfox, this answer is sent as event;

@ - Sent as frame answer in CloverNet and Bluetooth. In LoRaWAN, Sigfox and NFC
this answer is not sent;

@) — Sent as spontaneous frame in Bluetooth and NFC in addition to Event sending;

Error format

FH FN STATUS
1 2

FN..ooes Copy of request FN field;

STAT.......cooii, Error Status of request:

OxF1 — Bluetooth management disabled by SEN_EN. BLE request rejected;

OXFC — Frame Number Error;

OxFD — Lock operation disabled;

OXFE — Other Lock/Unlock command management in progress (wait until pending
command management finish);

OxFF — Wrong format or size.
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4.4.1.2 (0x35) - Unlock command
In Clover-Net, Unlock command has specific freatment due to time constraints on modem side (same
sequence for Bluetooth as well):

4. Immediately after receiving command, answer is sent just to inform Host that the command is
accepted.

5. After Locking process finished (successfully or not), event is sent to inform Host about result of
operation.

6. Additional event is sent when cable is detached after unlocking.

In LoORaWAN/Sigfox (when the request is received through such a communication medium) as a downlink
message), immediate answer is not sent. The result of the request is reported by event only after Unlocking
process finishes. UNLOCK_STAT field in it includes all possible unlock status except 0x08.
Additional unsolicited event is sent when Cable was detached after Unlocking finishes.

In NFC interface only final result of unlocking is returned to NFC reader (it doesn't replace Event frames
on final result).

However, additional event after Unlock operation finishes are not reported to NFC (NFC doesn’t accept
unsolicited frames after NFC session is finished ) — i.e. event Cable detached after unlock can't be
reported on NFC.

When unlock with Z@ field set to valid (different from O or OxFF...F), zone detection is performed before
unlocking (it can take up to 30 seconds!).

Request format
FH FN USER_ID V_DATE CMD_ID 1@ ALOCK_TIME
1 2 3 4 7 8 9 12 13 14
[ ox3s | MSB LSB  MSB ... LSB MSB .. IS8 MSB  LSB
FN...oooe, Frame Number;
USER_ID........cccuuueee. User Identification Number;
V_DATE...................... Validity date - date up to which this commmand could be accepted;
CMD_ID..................... Type of requested locking:
b7...... Authorization required.
bé...... LED indication required;
b5...... Increased Motor Start Force;
b4...... Unconditional Unlock (check for device Already Unlocked before execution
is not performed);
b3:0...Type of Lock;
0x00 Immediate Unlock
1@ Defines received Zone address, under which only requested operation is possible.

1@ field from command has priority over setting in ZIC LOCK parameter:

0x00000000 - No Zone address restriction on locking. ZIC LOCK setfings are faken in
account;

OXFFFFFFFF — No Zone address restriction on locking. ZIC LOCK settings are not taken
in account;

Any other — Treated as valid Zone beacon address. Request is executed only if
device is in area covered by this Zone.

ALOCK_TIME.............. Auto Lock time (in multiple of 2 seconds).
Time for Autolocking device after unlock (when cable is not removed). If cable is
removed, 5 (102) seconds after removal, autolocking is applied even if autolock
time still not expired. If set to 0 or OxFFFF autolock is disabled.

Reply format
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FH FN USER_ID RTC EVT_NB LOCK_STAT
1 2 3 4 7 8 11 12
| oxB5 | MSB  LSB MSB .. LSB MSB .. LSB  Ox0l-Ox03orOx07
FN....ooriieeiein, Frame Number (the same as in request frame);
USER_ID........ovvvvvernns User Identification Number (the same as in request frame);
RTC....oviiiieiiiiiiiis absolute seconds counter (since 01.01.2010) atf moment of locking;
EVI_NB...........ovvveee Counter value of stored in ELT event, when requested action was done (see
Appendix 5);

LOCK_STAT................ Status of executing Lock command;

0x0101) Already Unlocked,;
0x02(1 Validity date expired, Unlock rejected. Unlock Result frame is not sent;
0x03(1 Zoning before Unlock requested, but Zone service disabled. Unlock rejected.
Unlock Result frame is not sent;
0x07 Unlocking in progress, Wait (only in Clover-Net/Bluetooth).
Unlock Result frame is will be sent on unlock management finish;
0x08(2 Remote Authorization expected, Wait.
Unlock Result frame will be senft on unlock management finish.
0x09(2 Zone Check in progress, Wait.
Unlock Result frame will be sent on unlock management finish.
—————— States posted after Unlock operation finish (only to Bluetooth and NFC) ------
0x00B)  Device found already Unlocked, Cable is inserted;
0x018)  Device found already Unlocked, Cable is not inserted;
0x068)  Unlock failed . Unlocked State not confirmed;
Ox0AR)  Unlock finished successfully. Lock State confirmed. Cable inserted;
0x0B®)  Unlock finished successfully. Lock State confirmed. Cable is not inserted;
OxOF@  Unlock rejected. Zoning requested but ZIC doesn’t match requested;
0x108)  Unlock rejected. Zoning requested but Z@ doesn't match requested;

() — Sent as frame answer in CloverNet, Bluetooth and NFC. In LoRaWAN and
Sigfox, this answer is sent as event;

@ - Sent as frame answer CloverNet and Bluetooth. In LoORaWAN, Sigfox and NFC
this answer is not sent ;

() — Sent as spontaneous frame in Bluetooth and NFC in addition to Event sending;

If Unlock command was not rejected (UNLOCK_STAT = 0x07) or answered with UNLOCK_STAT=0x01, after
unlock command is executed spontaneous Unlock Result frame is sent to inform Unlock issuer about result
of unlocking (see spontaneous Unlock Result Frame).

Error format
FH FN STATUS
o B 2
FN..ooes Copy of request FN field;
STAT.......cooii, Error Status of request:

OxF1 - Bluetooth management disabled by SFN_EN. BLE request rejected;

OxFC — Frame Number Error;

O0xFD - Unlock operation disabled;

OXFE — Other Lock/Unlock command management in progress (wait until pending
command management finish);

OxFF — Wrong format or size.
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4.4.1.3 (0x36) - Authorization answer command

Authorization answer is always returned as reaction to previous Authorization request command (This is
(0x34) — Lock command or (0x35) — Unlock command .with b7 of CMD_ID field set to 1).

In Clover Net, it is received as normal request frame, without expecting application answer.
In LoRaWAN and Sigfox, it is received as downlink message (message following uplink frame).

It contains a copy of command forwarded for authorization in case of grant (size of requested for
authorization command), or reject (1B).
In case of Sigfox, download message it contains only 8 byte, thus command format is reduced.

Message format in CloverNet and LoRaWAN DOWNLINK

FH CMD
| o B n
e .. 98
CMD......cnn. Copy of command that requires authorization;

0x00 Authorization rejected (size is 1 byte)
Any other.Command that receive authorization acceptance (size match to
command size)

Message format in Sigfox DOWNLINK

FH CMD_ID USER_ID 1@

| o [ 2 3 4 7
[ ox3s | MSB LSB  MSB ..  LSB
CMD_ID..................... Operation that requested authorization:

b[7] ...Type of request:
0 — Unlock operation
1 — Lock operation
b[4:0] Copy of CMD_ID field from command that request authorization

USERID........ovvvvreens Copy of USER_ID field from command that request authorization

1@ Copy of 1@ field from command that request authorization
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4.4.1.4 (0x37) - New Cable association command

Command for assigning new Cable ID. Once received, the cable ID is read and stored in EEPROM. After
that Event frame “Cable replaced” with read ID is sent.

Request format

USERID........ovvvvveenns User Identification Number of the requester. This information will be inserted in the
Cable replaced Event frame;

Reply format

| staws |
| o BN

STAT. ..o, Status of request reception:
0x00...Request accepted;
OxF1 — Bluetooth management disabled by SEN_EN. BLE request rejected;
OXFE...Seal check not enabled (parameter SEAL_CHK = 0). Request rejected;
OXFF... Wrong format or size.
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4.4.1.5 (0x38)- Check Zone command

This command requests immediately to check Zone. After answering, request Zone service is started and
after it finishes, Event frame "“Zone Check info” is sent with information about current zone area state
(parameter ZON_AREA).

Request format

Reply format

FH STATUS

1

(=]
X

o
-]

STAT. ..o, Status of request reception:
0x00...Request accepted;
OxFD - Zone Check RSSI mode in progress. Request rejected;
OXFE — Zoning service disabled. Request rejected;
OxFF... Wrong size. Request rejected.
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4.4.1.6 (0x39)- Check Zone RSSI command

This command switch device to mode in which it continuously generates scanning windows and indicate
RSSI signal strength (by LED) of received zone beacons.

Request format

RSSI_DEL TIME

TA
4 5 6
LSB

1@............c Zone beaconissuer address to watch for. If set to OxFF...F all received zone beacons

are accepted, but only the one with highest RSSI is indicated by LED;
RSSI_DELTA ................ Threshold between GOOD and ACCEPTABLE zone beacon RSSI level. In dBm. Max.

value of 20;
TIME........covvvvvvieinnnns Time (in seconds) during which devcie will stay in this mode. If set to 0 devcie stop

previously started mode for checking zone RSSI;

Reply format

STAT..................... Status of request reception:

0x00...Request accepted;

OxFB — Requested RSSI_DELTA too high. Request rejected;

OXFC — Check zone RSSI mode already runing. Request rejected:;

OxFD - Zone Check in progress. Request rejected;

OXFE — Zoning service disabled or Zone Check RSSI command disabled by generic
parameter ZONE_CONF, field CONF, bit 1. Request rejected;

OxFF... Wrong size. Request rejected.
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4.4.1.7 (0x2F) - Zone Beacon Incoming Message

Message is expected on channel defined by generic parameter ZONE_CONF, field CH, in window
scanning mode with windows defined by field PER and with multicast address defined either by device
general reception GRP (generic parameter RCP_GRP if bit 1 in ZONE_CONF, field CONF is set or field GRP
in same parameterif bit 1is cleared), in mode:

- FSK, 50kBps —when bit 0 in generic parameterin ZONE_CONF, field CONF is sef to “0";
- LoRa, SF7 —when bit 0in generic parameter in ZONE_CONF, field CONF is set fo “1".

Zone Beacon Legacy Request format (CZ->CT)

FH yilo DS IEC
()} 1 2 3 6
0x2F EXIT_OFFSET (b7-6) ] TSHL (b5-0) NU | NU NU EENB

Zone Beacon Request format (CZ>CT)

FH Z1C DS EENB
(0] 1 2 3
Ox2F EXIT_OFFSET (b7-6) ’ TSHL(b5-0)

Request field description:
ZIC - Zone Identification Code;
IDS - Zone Detection Sensitivity:
b5-0 [TSHL] — Threshold level — defines absolute threshold level for accepting/rejecting new
discovered Zone beacons (Enter areaq). It is always negative and expressed
as multiple of -2dBm (range from 0 fo -126dBm).
b7-6 [EXIT_OFFSET] - Exit offset — defines offsef to absolute threshold level applied for detecting
exit area. It is always negative and expressed as mulfiple of -5dBm (range
from O fo -15dBm).

EENB — Number of Zon beacons to confirm for Enter/Exit detection:

b3-0 [ENTER] — Defines number of consecutive detections of new Zone beacons before
consider device enters this area. Range from 1 (on first new beacon
detection area is considered entered) to 15 (15 consecutive confirmation
are needed fto consider area is entered);

b7-4 [EXIT] - Defines number of consecutive missing of Zone beacons before consider device
exits this area. Range from 1 (on first missing beacon area is considered
exited) to 15 (15 consecutive missing Beacons are needed to consider area
is exited).

Filtering threshold for new discovered Zone beacons (entfer areaq) is calculated as:
Z@threshold = -(ZDS[THSL]*2) + RSSI_OFFSET;
Filtering threshold for missing Zone beacons (exit area) is calculated as:
Z@threshold = -(ZDS[THSL]*2) + RSSI_OFFSET — (ZDS[EXIT_OFFSET]*5);
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5 Battery replacement and initialization

5.1 Battery replacement

Replacing the battery requires to remove the front panel, but an open case security is detected if done
without prior action.

To temporarily disable the open case feature, use (0x3%9) — Mainfenance command with ACTION id 0x01.
This disables the feature until the front panel is reassembled.

Anammmy

Battery location
(anti-tamper flange

When the front panel is removed, this gives access to the anti-tamper battery flange. Unscrew the central
screw in order to release the battery.

NOTE This screw also maintain the main body nested together. Make sure to do not un slot the 2
main parts of the body while this screw is removed.

Then, the battery can be pull off, and replaced by a new one.
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Now, the flange can be reassembled by inserting the tooth at the bottom, and then put back the screw
info place.

IMPORTANT These are screws for plastic: they are directly mounted in the plastic body. In order to
preserve the threads while reassembling the screws, first engage them by hand, and then
finish screwing using a screw driver (recommended tightening torque is 1.0Nm).

These are very specific screws. Do not attempt to replace them by other references; this will
cause irreversible caisng damages.

Before reassembling the front panel, make sur that the seal is correctly placed in the groove.

IMPORTANT An additional operation can be done when the new battery is in, in order to decare to device
that it has to reinitialize its battery life counters from that moment. See (0x39) — Maintenance
command for more information

NFC ID to be known/ given to NFC
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5.2 Battery level initialization

A LoRaWAN downlinks commands on port #1

Battery level initialization is done through a LORAWAN downlink after replacing the battery
Request 1501110400000000
LoRaWAN answer uplink 94011100
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6 Parameters description

Since many parameters are linked to generic features like spontaneous sending, parameters are splitted
info 2 different ranges.

- 0x01 to Ox7F are allocated to generic parameters

- 0x81 to OxFF are allocated to applicative parameters

Parameter types according way of storing are:

XXX-P.............l Persistent parameters - current value is stored in EEPROM and loaded on reset
XXX-V .. Volatile — on reset default parameteris loaded
XXX=S ... Signature - Signature signed parameters

Parameter types according way of access are:

RO-X...ovvvvviiiiiiiiiiinnnns Read only parameters — can be read, can't be modified
RW-X ..o Read/Write parameters — can be read, can be written
TRWX-X..oovvvvrrrrrrirnnnns Time Slot Read/W parameters — Writing application parameter is done according

RW/RWW type. High and Low Time Slot parameters copies are accessed using
service 0x01 commands 0x21/0x22 (Read/Write) for Low activities fime slots and
0x23/0x24 (Read/Write) for High activities fime slots

6.1 APPLICATION parameters

Parameter types according way of storing are:

xxx-P  Persistent parameters - current value is stored in EEPROM and loaded on reset
xxx-V Volatile — on reset default parameteris loaded
xxx-$  Signature - Signature signed parameters

xxx-D Battery Clear—Parameters values are not affected on Load Default. Values are set to 0 on battery
initialization
Parameter types according way of access are:

RO-x Read only parameters — can be read, can't be modified
RW-x Read/Write parameters — can be read, can be written

TRW-x Time Slot Read/Write parameters — can be read, can be written, updated on timeslot change.
High and Low Time Slot parameters copies are accessed using service 0x01 commands 0x21/0x22
(Read/Write) for Low activities time slots and 0x23/0x24 (Read/Write) for High activities time slofs
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6.1.1 General parameters

ID

NAME Size Description

Application Parameters Signature

APL_PAR_SGNT Parameter signature computed over all application parameters stamped

4 XXX-S.
[RO-V]
Default value: 0x00000000 (initialized at startup)
Special Function Enable
b15-5[ro] ....cccceuueeuee. Reserved;
b5 [r/w]...ENC_EN Encryption for all application commands and messages
enabled;
o7 | (o] | Reserved;
SFN_EN
[RW-PS] 2 b3 [r/w] ...SHOCK_EN External Shock sensor supported;
b2 [r/w] ..GPS_EN..... GPS localization supported;
b1 [r/w]...BT_EN......... Bluetooth application command management enabled;
b0 [r/w] ...NFC_EN .... NFC interface supported.
Default value: 0x0001 (NFC enabled)
Function Enable
Allows to activate application services according Time Slots management or
on special request:
b15-13 [ro] - Reserved;
b12 [r/wO0]..TAP_EN ...... TAP management enabled;
b11 [r/wO0]..EVT_EN....... Event frame send management enabled;
b10 [r/wO0]..ALR_EN ...... Alarm frame send management enabled;
b9 [r/w0]....GPS_EN .....GPS localization enabled;
FN_EN b8 [ro] — Reserved;
2
[TRW-PS] b7 [r/w0] ....REED_EN ....Read Relay management enabled;
bé [r/w0] .... MAG_EN ...Magnetometer management enabled;
b5 [r/w0] ....TILT_EN....... Tilt management enabled;
b4 [r/w0]....SHOCK_EN Shock management enabled;
b3 [r/w0] .... MOT_EN.....Motion management enabled;
b2 [r/w0]....BT_EN Bluefooth application command management enabled;
b1 [r/w0]....NFC_EN ....NFC management enabled;
b0 [r/w0] ....LOCK_EN...Lock/Unlock management enabled;
Default value: 0x0C83 (all are disabled)
Clear Counter Enable
CLR_EN On write clears selected parameter (bits are self-cleared). Read always as 0.
[RW-V] 1 -b7-1 [ro] — Reserved
-b0 [r0/w0] - LOCK_CLR - Clear LOCK NB parameter.
Default value: 0x00
Logging Enable
b15 [r/w]....BLE_EN....... BLE events;
b14 [r/w] ....NFC_EN ....NFC events;
b13 [r/w] ....ALR_EN ......Alarm management states;
b12 [r/w] .... AUTH_EN....Authorization events;
b11 [r/w]....SEAL_EN ....Seal events;
b10 [r/w]....LOCK_EN...Lock/Unlock events;
LOG EN b9 [r/w] ...... MOT_EN.....Moftion/Tilt/Magnet/Shock State Change;
[RW_P ) 2 b8 [r/w] ...... LOC_EN.....Location (Zoning, GPS) events;

b7 [r/w] ...... VS_EN ........ Very special frame send event;

bé [r/w]...... TECH_EN....Technical frame send event;

b5 [r/w] ...... PEL_EN....... Periodic event list frame send event;

b4 [r/w]...... PDL_EN ...... Periodic data logging frame send event;

b3 [r/w] ...... KPA_EN......Keep alive frame send event;

b2 [r/w] ...... EVT_EN ...... Event frame send event;

b1 [r/w]...... PAR_EN......Parameterization event;

b0 [r/w] ...... SYS_EN....... System evenfts (RTC change, etc.);
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ATTENTION — Battery resource expire, Temperature operational limits exceeded,
Open Case detection, Lock/Unlock fail, Cable cut or removed while locked
and Unread log events lost events are not maskable!

Default value: 0x3F507 (ALR_EN | AUTH_EN | SEAL_EN | LOCK_EN | MOT_EN |
LOC_EN | EVT_EN | PAR_EN | SYS_EN)
LED Nofification Configuration
[BO - MSB] .. LED blink period (in multiple of seconds).
[B1]............. LED blink duration (in multiple of 50ms).
[B2] ............. Defines LED Color used for Normal LED Nofification:
-0x01 - Green LED;
-0x02 - Red LED;
LED NOT PER - Any other - rejected.
[EW-Pg] 4 [B3 - LSB].... Defines LED Color used for Critical LED Notification:
-0x01 - Green LED;
-0x02 - Red LED;
- Any other - rejected.

If any of these bytes is set to 0 LED blinking is disabled.

Default value: 0x05020102 (5sec period, 100ms duration, green and red)

Bad Configuration Status
b7-2 [ro]..Reserved
BCONF_STAT . b1 [ro] .....CON_FAIL. Connection with higher level failed
[RO-V] b0 [ro] .....TS_FAIL...... Timeslot initialization failed

Default value: 0x00 (all is OK)

Sensor Status

b15[ro] Reserved;

b14 [ro] GPS..... GPS State (1-Error, 0-OK/Not used);

b13 [ro] EVT_OVF Events lost (event queue overflow);

b12 [ro] EVT_ERR Event not send or lost due to configuration problems;

b11:10 [ro] BLE Bluetooth State;
-00 (0) - Disabled;
-01 (1) - Initialized, advertising (not connected);
-10 (2) - Connected;
-11 (3) - Error.
b9 [ro] . NFC .... NFC State (1-Error, 0-OK/Not used);
b8 [ro] . MAG... Magnetometer  State (1-Outside  thresholds,  0-Within
thresholds/Not used);

b7 [ro] . TILT...... Tilt State (1-Tilted, O-Not Tilted/Not used);
SENS_STAT bé [ro] . MOT.... Motion State (1-Motion, 0-No Motion/Not used);
[RO-P] 2 b5 [ro] . REED ... State of Reed relay (1-Active (Closed), 0-ldle (Opened) /Not
used);
b4 [ro] . OPEN_CASE. State of Open Case sensor (1-Active (Opened), O-ldle
(Closed));

b3:2 [ro] ..SEAL State of Seal (Cable):
-00 (0) - Inserted;
-01 (1) - Noft Inserted;
-10(2) - ID not recognized (Cut/Short/Error);
- 11 (3) — Checks Disabled.
b1:0 [ro] ..LOCK...State of Lock mechanism:
-00 (0) - Unlocked;
-01 (1) - Locked;
-10 (2) - Fully Locked;
- 11 (3) - Error.

Default value: 0x0000 (all is OK)

CONFIDENTIAL — Do not distribute without prior written agreement 44



Error! Use the Home tab to apply Sous-titre to the text that you want to appear here. Error!

Use the Home tab to apply Titre 1 to the text that you want to appear here.

6.1.2 Events management parameters

EVT_STAT
[RO-V]

EVT_LED_EN
[RW-PS]

CRIT_LED_EN
[RW-PS]

Event Detection Status

When one of these events occurs, the corresponding bit is set and LED
starts blinking according to LED _NOT PER if enabled in EVT_LED EN).

Note: Despite this parameter is defined as RO, by writing “1" in bits of this
parameter events can be cleared. When all bits are cleared (except b?)
LED blinking stops.

b15 [r/w0]..TAP ........ TAP activity detected:;

b14 [r/w0]..DI_RD2 ..Reed relay stage 2 detected;

b13 [r/w0]..TAMPER. Open Case detected;

b12 [r/w0]..TEMP......Temperature limit reached detected;

b11 [r/w0]..ZEXIT...... Zone Exit detected;

b10 [r/w0]..ZCONT ..Zone Continuous detected;
b9 [r/w0]....ZENT ...... Zone Enter detected;

b8 [r/w0]....SEAL ...... Seal state change detected;

b7 [r/w0]....LOCK..... Lock Request detected;
bé [r/w0]....UNLOCK Unlock Request detected;
b5 [r/w0]....MAG ..... Magnetic field (tamper/magnet) change detected;

b3 [r/w0]....TILT......... Tilt detected;

b2 [r/w0]....MSTOP... Mofion stop detected;

b1 [r/w0]....MCONT. Moftion confinuous detected;
b0 [r/w0]....MSTART . Mofion start detected.

Default value: 0x0000 (nothing detected)

Normal Event LED Notification Enable

When one of these events occurs, the LED starts blinking (according
LED NOT PER B2 settings) until EVT_STAT writing to any value is attempted (it
will erase it and stop LED blink). Parameter CRIT_LED EN has priority over
these settings!

b15 [r/w] TAP.......... LED blinking on TAP enabled;

b14 [r/w] DI_RD2....LED blinking on Reed relay stage 2 enabled;

b13 [r/w] TAMPER ..LED blinking on Open Case enabled;

b12 [r/w] TEMP........ LED blinking on Temperature limit reached enabled;

b11 [r/w] ZEXIT....... LED blinking on Zone Exit enabled;

b10 [r/w] ZCONT....LED blinking on Zone Continuous enabled;
b9 [r/w]..ZENT........ LED blinking on Zone Enter enabled;

b8 [r/w]..SEAL........ LED blinking on Seal state change enabled;

b7 [r/w]..LOCK...... LED blinking on Lock Request enabled;

bé [r/w].. UNLOCK.LED blinking on Unlock Request enabled;

b5 [r/w].. MAG....... LED blinking on Magnetic field (tamper/magnet)
change enabled;

b3 [r/w]..TILT.......... LED blinking on Tilt detection enabled;

b2 [r/w].. MSTOP....LED blinking on Motion stop detection enabled;

b1 [r/w]..MCONT ..LED blinking on Motion continuous detection enabled;
b0 [r/w] .. MSTART...LED blinking on Motion start detection enabled.

Default value: 0x0000 (No LED notification is enabled)

Critical Event LED Nofification Enable

When one of these events occurs, the LED starts blinking (according
LED NOT PER B3 settings) until EVT_STAT writing to any value is attempted (it
will erase it and stop LED blink). This parameter has priority over EVT_LED EN.

b15 [r/w] TAP.......... LED blinking on TAP enabled;

b14 [r/w] DI_RD2....LED blinking on Reed relay stage 2 enabled;

b13 [r/w] TAMPER ..LED blinking on Open Case enabled;

b12 [r/w] TEMP........ LED blinking on Temperature limit reached enabled;

b11 [r/w] ZEXIT....... LED blinking on Zone Exit enabled;
b10 [r/w] ZCONT....LED blinking on Zone Continuous enabled;
b9 [r/w]..ZENT........ LED blinking on Zone Enter enabled;
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EVT_LOG_EN
[RW-PS]

EVT_GPS_EN
[RW-PS]

EVT_SEND
[RW-PS]

b8 [r/w] .. SEAL........ LED blinking on Seal state change enabled;

b7 [r/w]..LOCK...... LED blinking on Lock Request enabled;

bé [r/w] .. UNLOCK.LED blinking on Unlock Request enabled;

b5 [r/w].. MAG....... LED blinking on Magnetic field (tamper/magnet)
change enabled;

b3 [r/w]..TILT.......... LED blinking on Tilt detection enabled;

b2 [r/w] .. MSTOP....LED blinking on Motion stop detection enabled;

b1 [r/w].. MCONT ..LED blinking on Motion continuous detection enabled;
b0 [r/w] .. MSTART...LED blinking on Motion start detection enabled.

Default value: 0x0000 (No LED notification is enabled)

Event Logging Enable

When one of these events occurs, it is logged in event log table if the
corresponding bit is set

b15 [r/w] TAP.......... Log event on TAP enabled;

b14 [r/w] DI_RD2....Log event on Reed relay stage 2 enabled;

b13 [r/w] TAMPER ..Log event on Open Case enabled;

b12 [r/w] TEMP....... Log event on Temperature limit reached enabled;

b11 [r/w] ZEXIT....... Log event on Zone Exit enabled;

b10 [r/w] ZCONT....Log event on Zone Confinuous enabled;
b9 [r/w]..ZENT........ Log event on Zone Enter enabled;

b8 [r/w]..SEAL........ Log event on Seal state change enabled;

b7 [r/w]..LOCK...... Log event on Lock Request enabled;

bé [r/w].. UNLOCK.Log event on Unlock Request enabled;

b5 [r/w].. MAG....... Log event on Magnetic field (famper/magnet)
change enabled;

b3 [r/w] .TILT.......... Log event on Tilt detection enabled;

b2 [r/w]..MSTOP....Log event on Motion stop detection enabled;

b1 [r/w]..MCONT .Log event on Motion continuous detection enabled;
b0 [r/w] .. MSTART...Log event on Motion start detection enabled.

Default value: Ox7FEF (all events logged)

Event GPS Location Enable

When one of these events occurs, GPS Location check is processed if the
corresponding bif is seft.

b15 [r/w] TAP.......... GPS location on TAP enabled;

b14 [r/w] DI_RD2....GPS location on Reed relay stage 2 enabled;

b13 [r/w] TAMPER ..GPS location on Open Case enabled;

b12 [r/w] TEMP........ GPS location on Temperature limit reached enabled;

b11:9 [ro]Reserved;
b8 [r/w]..SEAL........ GPS location on Seal state change enabled;

b7 [r/w]..LOCK...... GPS location on Lock Request enabled;

bé [r/w].. UNLOCK.GPS location on Unlock Request enabled;

b5 [r/w].. MAG....... GPS location on Magnetic field (tamper/magnet)
change enabled;

b3 [r/w]..TILT.......... GPS location on Tilt detection enabled;

b2 [r/w]..STOP ....... GPS location on Motion stop detection enabled;

b1 [r/w].. CONT......GPS location on Motion confinuous detection enabled;
b0 [r/w] .. MSTART...GPS location on Motion start detection enabled.

Default value: 0x0000 (all disabled)

Event Frame Sending Enable

When one of these events occurs, an Event frame is sent (according the
current Event frame settings) if the corresponding bit is set

b15 [r/w] TAP.......... Event send on TAP enabled;

b14 [r/w] DI_RD2....Event send on Reed relay stage 2 enabled;

b13 [ro] Not used ..Open Case events are always enabled;

b12 [r/w] TEMP........ Event send on Temperature limit reached enabled;

b11 [r/w] ZEXIT....... Event send on Zone Exit enabled;
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b10 [r/w] ZCONT....Event send on Zone Continuous enabled;
b9 [r/w]..ZENT........ Event send on Zone Enter enabled;
b8 [r/w] .. SEAL........ Event send on Seal state change enabled;

b7 [r/w]..LOCK...... Event send on Lock Request enabled;

bé [r/w]..UNLOCK.Event send on Unlock Request enabled;

b5 [r/w] . MAG....... Event send on Magnetic field (tamper/magnet)
change enabled;

b4 [r/w]..SHOCK ...Event send on Shock detection enabled;

b3 [r/w]..TILT.......... Event send on Tilt detection enabled;

b2 [r/w] .. MSTOP ....Event send on Motion stop detection enabled;

b1 [r/w]..MCONT ..Event send on Motion continuous detection enabled;
b0 [r/w] .. MSTART...Event send on Motion start detection enabled.

Default value: 0x51C0 (DI_RD2 | TEMP | SEAL | LOCK | UNLOCK)

Alarm Frame Sending Enable

When events happens and it is enabled by ALR_SEND (and EVT _SEND),
new Event frame is send(according the current Event frame settings) on
every ALR PER fime until corresponding bit in parameter EVT STAT is
cleared.

b15 [r/w] TAP Alarm send on TAP (Event 0x94 00) enabled:;

b14 [r/w] DI_RD2 ..Alarm send on Reed relay stage 2 (Event 0x85 00)
enabled;

b13 [r/w] TAMPER ..Alarm send on Open Case (Event 0x86 00) enabled:;

b12 [r/w] TEMP........ Alarm send on Temperature limit reached (Event 0x84
0x) enabled;

b11 [r/w] ZEXIT ....... Alarm send on Zone Exit (Event 0x87 02) enabled;
b10 [r/w] ZCONT....Alarm send on Zone Continuous (Event 0x87 01)
enabled;
b9 [r/w]..ZENT........ Alarm send on Zone Enter (Event 0x87 00) enabled;
b8 [r/w] .. SEAL........ Alarm send on Seal Cut/Removed while device is
ALR_SEND Locked (Event 0x22 03) enabled;

A b7 [r/w] ..LOCK......Alarm send on Lock Fail (Event 0x90 0B) enabled:;
bé [r/w] .. UNLOCK.Alarm send on Unlock Fail (Event 0x21 07) enabled;
b5 [r/w] . MAG....... Alarm send on Magnetic field (tamper/magnet) Out
of reference detection (Event 0x83 00) enabled;
b4 [r/w]..SHOCK...Alarm send on Shock detection (Event 0x81 00)
enabled;

b3 [r/w]..TILT.......... Alarm send on Tilt Out of reference detection (Event
0x82 00) enabled;

b2 [r/w] .. MSTOP....Alarm send on Motion stop detection (Event 0x80 02)
enabled;

b1 [r/w]..MCONT ..Alarm send on Motion continuous detection (Event
0x80 01) enabled;

b0 [r/w] .. MSTART...Alarm send on Mofion start detection (Event 0x80 00)
enabled.

Default value: 0x21C0 (Alarm sending on Tamper, Cable cut or removed
while device is locked and Lock/Unlock Fail are enabled)

Alarm Sending Period

Period of repeating alarms selected by parameter ALR_SEND.

ALR_PER Expressed in [min]. If set fo 0 no alarms are sent.
[RW-PS] Max. period is 4320 minutes (72 hours/3 days — Ox10EQ)

Default value: 0x003C (60 minutes)
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6.1.3 Lock/Unlock/Seal parameters

7IC_LOCK
[RW-PS]

LOCK_ECFG
[RW-PS]

UNLOCK_ECFG
[RW-PS]

AUTH_ECFG
[RW-PS]

Beacon ZIC Lock/Unlock Mask

Bit field that defines which accepted beacon ZIC disable Lock/Unlock
management.

b15 [r/w]....ZIC 240+255 .enable Lock/Unlock management;

b14 [r/w]....ZIC 224+239 .enable Lock/Unlock management;

b13 [r/w]....ZIC 208+223 .enable Lock/Unlock management;

b12 [r/w]....ZIC 192+207 .enable Lock/Unlock management;

b11 [r/w]....ZIC 176=191 .enable Lock/Unlock management;
b10 [r/w]....ZIC 160=175 .enable Lock/Unlock management;
b9 [r/wW]Z....ZIC 144=159 .enable Lock/Unlock management;
b8 [r/w]...... ZIC 128+143 .enable Lock/Unlock management;

b7 [r/W]...... ZIC 112+127 .enable Lock/Unlock management;
bé [r/w]...... ZIC 96+111 ...enable Lock/Unlock management;
b5 [r/w]...... ZIC 80+95 .....enable Lock/Unlock management;
b4 [r/w]...... ZIC 64+79 .....enable Lock/Unlock management;

b3 [r/w]...... ZIC 48+63......enable Lock/Unlock management;
b2 [r/w]...... ZIC 32+47 .....enable Lock/Unlock management;
b1 [r/w]...... ZIC 16+31 .....enable Lock/Unlock management;
boO [r/w]...... ZIC0+15........ enable Lock/Unlock management.

Default value: OxFFFF (No inhibition)

Lock Event Configuration — Event generation on different type of Lock results
configuration:

b15 [r/w]. AUTH_REQ ... Authorization before Lock required;

b14 [r/w]. ZON_BF_REQ Location (zoning) check before Lock;

b13-12 [ro] ....cceeeeueneee Reserved;

b11-9[ro] ..cccovvvveeennneee Reserved;
b8 [r/w]... LOCK_FAIL... Event on Lock Fail enabled.

b7 [r/w]... REJ_CBLID.... Event on Lock Reject because of Cable ID Error;
bé [r/w]...REJ_ZON ...... Event on Lock Reject because of Zoning enabled;
b5 [r/w]... REJ_NCBL..... Event on Lock Reject because of No Cable;

b4 [r/w]... ALOCK......... Event on Auto Lock performed enabled.

b3 [r/w]... ALRD_LOCK. Event on Already Locked enabled;

b2 [r/w]... FULL_CBL...... Event on Full Lock with Cable OK enabled;

b1 [r/w]... ADJ_CBL...... Event on Adjustable Lock with Cable OK enabled;
b0 [r/w]... ADJ_NCBL ... Event on Adjustable Lock No Cable OK enabled.

Default value: 0x01FF (all except authorization are enabled)

Unlock Event Configuration — Event generation on different type of Unlock results
configuration.

b15 [r/w]. AUTH_REQ ... Authorization before Unlock required;

b14 [r/w]. ZON_BF_REQ Location (zoning) check before Unlock;

b13-12 [r0] ..ccccvveeennenne Reserved;

b11-6 [rO] ..ceeeereeennannee Reserved;
b5 [r/w]... REJ_ZON ...... Event on Unlock Reject because of Zoning enabled;
b4 [r/w]... UL_FAIL......... Event on Unlock Fail enabled.

b3 [r/w]... ALRD_CBL.... Event on Already Unlocked with Cable enabled;
b2 [r/w]... ALRD_NCBL . Event on Already Unlocked, No Cable enabled;
b1 [r/w]...UL_CBL......... Event on Unlock with Cable OK enabled;
b0 [r/w]... UL_NCBL ...... Event on Unlock, No Cable OK enabled.

Default value: 0x003F (all except authorization are enabled)

Authorization Events Configuration — Defines which Lock/Unlock authorization will
generate events.

b7-4 [ro] . Reserved
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SEAL_ECFG
[RW-PS]

SEAL_CHK
[RW-PS]

SEAL_ID
[RO-V]

AUTH_TO

0x97
- [RW-PS]

0x98 LOCK_NB

b3 [r/w]... AUTH_OK .. Event on authorization confirmed (request granted);

b2 [r/w]... AUTH_REJ.. Event on authorization not confirmed (request rejected);
b1 [r/w]... DEC............ Event on Decryption error (request rejected);

b0 [r/w]... VDATE ....... Event on Validity Date expired (request rejected).

Default value: 0xOF (all is enabled)

Seal (Cable) Event Configuration - Defines which seal state changes will
generate events, that set bit SEAL in EVT_STAT parameter.

b7 [r/w] LED LED indication on Cable Insert or Removed;

b6-5[ro] ...cccoeeeeeuneenn Reserved

b4 [r/w] REM_ALR ...Seal (Cable) removed while cable was locked - Alarm;

b3 [r/w] ID_ALR....... Seal (Cable) ID not read while cable was locked - Alarm;
b2 [r/w] ID_ERR........ Seal (Cable) ID not read while cable was not locked:;

b1 [r/w] REM Seal (Cable) removed;

bO [r/w] INS ............. Seal (Cable) inserted.

Default value: 0x9F (all is enabled)

Seal (Cable) Check time

Defines time (in seconds) for checking Cable ID and state (present/removed). If
set to 0 check is disabled.

Default value: 0x02 (checked every 2 seconds)

Seal (Cable) ID
Dallas ID chip serial number.

Default value: Not applicable (0 if cable ID is not read)

Authorization Timeout

Defines time for waiting authorization answer after request to upper level was
send in seconds. Value 0 is forbidden (rejected).

Default value: 0x0A (10s Authorization timeout)

Number of lock cycle

Counter indicating the number of Lock/unlock done. Cleared by writing bit
LOCK_CLR in parameter CLR EN.

Default value: 0x00000000 (initialized at starfup)
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6.1.4 Other parameters

Size

Description

NFC_TO

0x99
[RW-PS]

NFC Session Timeout

Defines time (in seconds) for terminating NFC Exchange Command session if
no new command appears.

- 0 - No confirmation on device answer is waited and fixed time of 10s is
set for waiting new NFC command (legacy SW mode);

- 1-disabled value;

- 2-255 - time in seconds for waiting answer read confirmation and new
NFC command (after answer read confirmation is received).

Default value: 0x 14 (Terminate NFC session after 20 seconds)
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6.2 GENERIC parameters default values

NOTE Refer to CloverCore Generic Specification [DRO1].

Here below are the default values applied to some generic parameters, but they are not described here
(refer to [DRO1]).
All other generic parameter values are as described by [DRO1].

Param ID Name Size Description

Installation modes
b31...Blind (no com with distant equipment, join procedures still executed)
b30-13 reserved
b12...Sigfox
b11-9 reserved
b8 .... LoORaWAN
b7-6 reserved

INST_MODE b5 .... Clover-Net BCT bit field by order (ordo ID 1 is used)

[RW-PS] b4 .... Clover-Net BCT

b3 .... Clover-Net MCT
b2 .... Clover-Net P2P with BCT search (distant equipment research)
b1 .... Clover-Net P2P with MCT search (distant equipment research)
b0 .... Clover-Net P2P

Default value: 0x80000100 (Blind mode, LoRaWAN)
Event frame type

0x00 ... Disabled

0x01 ... Short event frame

0x02 ... Standard event frame

Bl ] 0x03 ... Long event frame

[RW-PS] 0x04 ... Special event frame
Default value: 0x02 (Standard frame)
Event frame sending mode
0x00 ... Clover-Net P2P
0x01 ... Clover-Net MCT - no ACK
0x02 ... Clover-Net MCT-ACK
0x03 ... Clover-Net BCT - no ACK
0x04 ... Clover-Net BCT - ACK

EVT_ MODE 0x05 ... Clover-Net Extender service — no ACK

1 0x06 ... Clover-Net Extender service — ACK
[RW-PS] 0x07 ... LoRaWAN unconfirmed

0x08 ... LoRaWAN confirmed

0x09 ... Sigfox — no ACK

OxO0A ... Sigfox - ACK

Default value: 0x07 (LoORaWAN unconfirmed)

Event frame first sending random delay rang Applied on the 1st frame sending
only.
Random delay computed in range from min to max:
= f [1st byte] minimum, expressed in [seconds], value <= max
= ] [2nd byte] maximum, expressed in [seconds], min <= value
[RW-PS] NOTE: for repetition delay, see params CNET_DELn_RNG and OTHER_DELn_RNG

Default value: 0x0000 (immediate sending)
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KA_TYPE
[RW-PS]

KA_MODE
[RW-PS]

KA_REP
[RW-PS]

TECH_TYPE
[RW-PS]

TECH_MODE
[RW-PS]

TECH_REP
[RW-PS]

Keep-Alive frame default type
0x00 ... Disabled

0x01 ... Short Keep-Alive frame
0x02 ... Standard Keep-Alive frame
0x04 ... Special Keep-Alive frame

Default value: 0x02 (Standard frame)

Keep-Alive frame sending mode

0x00 ... Clover-Net P2P

0x01 ... Clover-Net MCT - no ACK

0x02 ... Clover-Net MCT -ACK

0x03 ... Clover-Net BCT - no ACK

0x04 ... Clover-Net BCT - ACK

0x05 ... Clover-Net Extender service — no ACK
0x06 ... Clover-Net Extender service — ACK
0x07 ... LoRaWAN unconfirmed

0x08 ... LoRaWAN confirmed

0x09 ... Sigfox — no ACK

OxOA ... Sigfox - ACK

Default value: 0x07 (LoORaWAN unconfirmed)

Keep-Alive frame repetition number

Applied whatever the sending mode is. Repetitions stop if ACK/confirmation is
received. Corresponds fo the number of sendings, not only repetitions).

Max value: 10

Default value: 0x01 (1 frame sent) )

Technical frame default type

Default value: 0x01 (Short Technical frame sent)

Technical frame sending mode

0x00 ... Clover-Net P2P

0x01 ... Clover-Net MCT - no ACK

0x02 ... Clover-Net MCT -ACK

0x03 ... Clover-Net BCT - no ACK

0x04 ... Clover-Net BCT - ACK

0x05 ... Clover-Net Extender service — no ACK
0x06 ... Clover-Net Extender service — ACK
0x07 ... LoRaWAN unconfirmed

0x08 ... LoRaWAN confirmed

0x09 ... Sigfox —no ACK

OxO0A ... Sigfox - ACK

Default value: 0x07 (LoORaWAN unconfirmed)

Technical frame repetition number

Applied whatever the sending mode is. Repetitions stop if ACK/confirmation is
received. Corresponds fo the number of sendings, not only repetitions).

Max value: 10

Default value: 0x01 (1 frame sent)
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7 Appendix C: Internal Log Events

Application part of event has following structure:

7.1 Event Log frame structure

RTC ELT_CNT EVT TED
0 3 4 7 8 9 12

MSB ... LSB MSB ... LSB MSB LSB

RTC.....ccoieeieeee, Timestamp of log event (in Ineo Sense RTC format — typically number of seconds
since 01.01.2010 00:00:00);

ELT CNT........ovvvvviis Event log table counter;
EVT .o, Event type (see Logged Event Types);
TED oo, Type Event Data — additional information to current Event type.

7.2 LOG_EN description

See LOG_EN for more details.

Battery resource expires, Temperature operational limits exceeded, Open Case detection, Lock/Unlock
fail, Cable cut orremoved while locked and Unread log events lost events cannot be masked!

7.3 Logged Event Types

Event type

0x02 Clear SYS_EN Source (1B):

Log/Parameters - 0x10 - Log reinitialized due to Log error;
- 0x11 - Log reinitialized due to CLR_MGT request;
- 0x30 - Parameters set to default requested by stack;
- 0x31 - Parameters set to default requested by Reed

Relay on Power Up;
- 0x32- Parameter cleared due to CLR_EN request.
Clear Requested, bit codded (1B) according to Source:

- b0 (0x01) — Clear None Periodic Table (Log Table 0);
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0x07

0x08

0x0B
0x0C

Log Event Records
Lost

Parameterization

RTC update
Time Slot Change

Standby Mode

Temperature Alert

Reed State
Change

Zon Enter
Zon Stay
Zon Exit
GPS Fix

GPS No Fix

GPS Latitude
GPS Longitude

Event Detected

Parameters Set to
Default

Unmaskable!

PAR_EN

SYS_EN
SYS_EN

SYS_EN

Unmaskable!

SYS_EN

LOC_EN
LOC_EN
LOC_EN
LOC_EN
LOC_EN

LOC_EN
LOC_EN

EVT LOG EN

b1 (0x02) — Clear Periodic Table (Log Table 1);
b2 (0x04) — Clear Generic Parameters;
b3 (0x08) — Clear Application Parameters;

Target (1B):

0x01 - Application parameters Update;
Affected Services, bit codded (1B):

Old RTC value (4B)

New Time slot (1B):
0x00 — Low Time Slot;
0x01 — High Time Slot;
Standby New State (1B):

- 0x00 - Exit Standby;
- 0x01 - Enter Standby;

New Temperature State (1B):

- 0x00 - Temperature within operating range;
- 0x01 - Temperature above operating range;
- 0x02 - Temperature bellow operating range.

Measured Temperature (2B, signed integer in format Q8.8)

New Reed Relay State (1B):

- 0x00 - Reed Relay Released:;

- 0x01 - Reed Relay Activated;

- 0x02 - Reed Relay Stuck;

- 0x03 - Reed Relay Stuck Released;

Zon @ (4B)
Zon @ (4B
Zon @ (4B)

Time since acquisition start to acquire fix in seconds (2B)

Info:

- OXFFFF — GPS exit because of GPS ACQ TOUT expire;

- OxAAAA - GPS full reinitialization because of
unexpected GPS activity found on Rx line, while GPS
must be in Back Up mode;

- OxBBBB - GPS full reinitialization because Back Up
command failed;

- Any other < 0x8000 — GPS lost fix after it was acquired
(time in seconds after GPS acquisition started).

Latitude coordinate after successful fix (4B float)

Longitude coordinate after successful fix (4B float)

Event type (1B)

bits

PAR_EN

- 0x00 — Motion Start;

- 0x01 - Motion Continues;
- 0x02 - Motion Stop;

- 0x03 - Tilt;

- 0x05 - Heading change;

- 0x06 — Unlock;

- 0x07 - Lock;

- 0x08 - Cable;

- 0x09 - Zone Enfer;

- O0xO0A - Zone Stay;

- 0xOB - Zone Exit;

- 0x0C - Temperature;

- 0x0D - Tamper (Open Case);

- OxOE - Reed Relay Stage 2.
Event info (1B) — according EVT_INFO field in Event frame,
when applicable.

[1_INDEX (4B



0x17

0x1C

Installation
Status/Result

Alarm

Motion State
Change

Tilt State Change

Shock State
Change

Open Case State
Change

Magnetic State
Change

MEMS Reference

Production
infegration State

NFC

TAP state

SYS_EN

ALR_EN

MOT_EN

MOT_EN

SHOCK_EN

Unmaskable!

MOT_EN

MOT_EN

SYS_EN

NFC_EN

EVT LOG EN bit

Installation Status (1B):

0x00 - Installation started;

0x01 - Installation finished with Success;

0x02 - Installation failed;

0x03 - Installation requested from Reed Relay rejected
(because of 8 hour delay on Standby).

DEV_STAT MSB (1B)

INST MODE, bits 31,14-8 (1B)

INST MODE, bits 7-0 (1B)

Alarm Event Type (1B);

Alarm Event Info (1B);

Current Active Alarm event types (2B) — bits correspond to

ALR SEND bits description;

New Motion State (1B)
0x00 — Motion Start;
0x01 — Motion Start Event (with respect of START_DELAY);
0x02 — Motion Continuous Event (with respect of
CONT_DELAY);
- 0x03 — Motion Stop;
- 0x04 - Motion Stop Event (with respect of STOP_DELAY);
New Tilt State (1B)
- 0x00 - Tilt Detected:;
- 0x01 - Tilt Detected Event (with respect of
OUT_REF_DEL);
- 0x02 - Tilt Restored;
- 0x03 - Tilt Restored Event (with respect of IN_REF_DEL)

New Open Case State (1B)
- 0x00 - Case closed;
- 0x01- Case open;
New Heading State (1B)
- 0x00 - Magnetic field change Detected;
- 0x01 - Magnetic field Change Event (with respect of
OUT_REF_DEL)
- 0x02 - Magnetic field Restored:;
- 0x03 - Magnetic field Restored Event (with respect of
IN_REF_DEL)

New Reference set to MEMS (accelerometer and
magnefometer).

Request Source (1B)
- 0x00 - New reference requested by command 0x18;
- 0x01 - New reference requested after Installation.
Production Integration State Change (1B)

- 0x00 - Production Integration Test Started;

- 0x01 - Production Integration Finished with Timeout
(Production Integration state not changed);

- 0x02 - Production Integration Finished Successfully
(Production Integration state changed to Production
Finished OK);

NFC event (1B)

- 0x00 - NFC session Started;

- 0x01 - NFC session Finished;

- 0x02 - NFC command received. Only in this case next
byte is FH of received command;

- OxFE - NFC communication (I12C) error;

- OxFF - NFC initialization error;

TAP State (1B):

TAP

- 0x00 - TAP service start;
0x03 — Wrong Code — TAP service still active;
0x04 - Process finished with error. Second byte defines it:
o 0x00- TAP already running 22¢;
0x01 - Invalid RTC;
0x02 - Max. number of wrong codes reached;
0x03 - Timeout;
0x04 - Max. value for first digit exceeded;

O O O O
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o 0x05 - TAP running, but stopped by parameter
change.
0x05 — Code accepted. Second byte defines what:
o 0x01-Code 1 validated;
o 0x02- Code 2 validated;
o 0x03 - Master Code validated.
BLE BLE EN BLE event (1B
- - 0x00 - BLE initialized and ready;

- 0x01 - BLE reset. Critical issue;

- 0x04 - BLE connected;

- 0x05 - BLE disconnected;

Event Frame Send EVT_EN Event Type (1B) — correspond to EVT_TYPE field of Event frame
sent;
Event Info (1B) — correspond to EVT_INFO field of Event frame
sent;
Status of Event Frame Request result (1B):
- 0x00 - Accepted;
- 0x01 - Accepted, frame from same group canceled;
- 0xD2 - Failed, no acknowledge after all refries;
- 0xD3 - Failed, no BCT answer after all refries;
- 0xD5 - Failed, not connected to network;
- 0xDé - Failed, core remove event from queu by some
reason;
- OxEB - Rejected, wrong OTOTX configuration;
- OxEC - Rejected, size doesn't fit to Event Type;
- OxED - Rejected, sending disabled by generic
parameters;
- OxEE - Rejected, frame requested from ISR;
- OxEF — Rejected, OTOTX service not initialized;
- OxFx - Rejected, OTOTX error.

EVT TYPE (1B) — generic parameter EVT_TYPE.

Event Frame EVT_EN Event Type Frame abandoned, bit codded (4B):

Abandoned - b0 (0x0..00001) - Temperature above limit;
b1 (0x0..00002) — Temperature bellow limit;
b2 (0x0..00004) — Motion Start;
b3 (0x0..00008) — Motion Continue;
b4 (0x0..00010) — Motion Stop;
b5 (0x0..00020) — Tilt;
bé (0x0..00040) — Shock;
b7 (0x0..00080) — Heading Change;
b8 (0x0..00100) — Event Send Timeout;
b9 (0x0..00200) — Reed Relay Stage 2;
b10 (0x0..00400) — Reed Relay Stuck;

Periodic Keep KA_EN KA TYPE (1B
Alive Frame Send KA MODE (1B)
KA PER (2B

0x27 Event Frame Lost Unmaskable! Lost Event Type (1B)
Lost Event Info (1B)

* This is only first event lost. Next will not be marked until buffer
for sending evens is not cleared.




Lock OK LOCK_EN Lock Type (1B):
0x00 — Adjustable Lock, Cable present;
0x01 - Adjustable Lock, Cable not present;
0x02 - Full Lock;
0x03 — Already Locked, Cable present;
0x04 — Already Locked, Cable not present;
0x05 — Auto Lock, Cable present;
0x06 — Auto Lock, Cable not present.

USER _ID (2B

Lock Rejected LOCK_EN Lock Type (1B):
- 0x00 - Validity date expire;
- 0x03 - Zoning requested, but Zone service disabled;
- 0x04 - Cable not present (when is required);
- 0x05 - Cable cut.

USER ID (2B)
Lock Failed Unmaskable! Lock Type (1B):
0x00 — Locking mechanism not detect lock;
USER ID (2B)
Unlock OK LOCK_EN Lock Type (1B):
- 0x00 - Unlock, Cable present;
- 0x01 - Unlock, Cable not present;
- 0x02 - Already Unlocked, Cable present;
- 0x03 - Already Unlocked, Cable not present;
USER ID (2B)

0x2C Unlock Rejected LOCK_EN Lock Type (1B):
- 0x00 - Validity date expire;
- 0x03 - Zoning requested, but Zone service disabled.

USER ID (2B

Unlock Failed Unmaskable! Lock Type (1B):
- 0x00 - Locking mechanism not detect unlock;

USER ID (2B
Seal State SEAL_EN Seal State Change Type (1B):

Change - 0x00 — Cable inserted. Next 2B define number of pulses
detected on first and second check;
- 0x01 - Cable removed. Next 2B define number of pulses
detected on first and second check;
- 0x02 - Cable cut while device is unlocked;
- 0x03 - Cable replaced. Only in this case USER ID (2B) is
added.

Seal Alarm Unmaskable! Seal State Change Type (1B):

- 0x00 - Cable removed while device is locked;
- 0x01 - Cable cut while device is locked;

Decryption Error AUTH_EN Command FH (1B):
USER ID (2B) if present.

Authorization AUTH_EN Command FH (1B):
request USER ID (2B) if present.

Authorization type (1B):

- 0x00 - Authorization requested by command;
- 0x01 - Authorization requested because of AUTH_REQ
setin corresponding to operation xxxx ECFG

parameter;
Authorization AUTH_EN Command FH (1B):
answer USER ID (2B) if present.

Authorization type (1B):

0x00 - Authorization grant;
0x01 - Authorization reject;
0x02 — Authorization timeout;

PIN Code Change PAR_EN Parameter CN_PIN_CD changed

All TED data is left aligned, without spare bytes between data fields and padded with 0 to the end.
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8 Appendix G: Generic Zone Configuration parameters

Zoning service can be activated by setting bit b9 in GFN _EN.

Param ID

0x78
TABLE 1

Name

ZONE_CONF
[RW-PS]

Size

Description

Zoning configuration
[1 byte] CONF - Configuration bits
b7-2 unused
b1 ...Enable Zone Check RSSI command execution
b0...LoRa SFé 500KHz beacons when set, else FSK 50KHz
[1 byte] CH - Beacons channel

When LoRa SFé is selected, channels are cast to 1 to 5range
automatically

[1 byte] PER - Beacons period

Expressed in [s]. Minimum 1s. Maximum 5s. This parameter
defines how wide will be scanning windows. It must be
higher than transmitted beacons period so a margin is
automatically managed

[1 byte] GRP - Beacons multicast group

Used to filter Zone beacons by their multicast group

[1 byte] RSSI - Beacons RSSI offset

Signed value, expressed in [dB]. RSSI offset added to
measured RSSI of received beacon. Result of this addition is
compared with RSSI thresholds delivered by zone beacon
itself

[2 bytes] ZCHK_TIME - Zone check time

Expressed in [s]. Time for checking zone areas if there is no
other request for checking. This time is loaded after every
check and if during this time there is no request for zone
check it generates such request. 0 value is rejected.

Default value: 0x01150100000E 10
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0x79
TABLE 1

0x7A
TABLE 1

ZONE_EN
[RW-PS]

ZONE_ZIC_EVT
[RW-PS]

Event Zone Location Enabler

When one of these events occurs, Zone Location check is
processed if the corresponding bit is set.

//======== APPLICATION MANAGED==============

b31:22.... Application reserved (CF App add-on specs)

b21 [r/w] TEMP....... Zone check on Temperature limit exceed
enabled

b20 [r/w] DI_RD2 ...Zone check on Reed Relay Stage 2
enabled

b19 [r/w] TAMPER..Zone check on Tamper detect enabled

b18 [r/w] SEAL........ Zone check on Seal state change
enabled

b17 [r/w] UNLOCK.Zone check on Unlock request enabled

b16 [r/w] LOCK...... Zone check on Lock request enabled

//====== GENERIC STACK MANAGED==============
b15:7...... Reserved

b7 [r/w]..ICHK ...... Zone check on ZCHK_TIME enabled

bé [r/w]..TAP ......... Zone location on TAP enabled

b5 [r/w].. MAG....... Zone location on Magnetic detection
b4 [r/w]..SHOCK...Zone location on Shock detection

enabled
b3 [r/w]..TILT.......... Zone location on Tilt detection enabled
b2 [r/w].. MSTOP....Zone location on Motion stop detection
enabled

b1 [r/w]..MCONT..Zone location on Motion continuous
detection enabled

b0 [r/w].. MSTART...Zone location on Motion start detection

enabled

Default value : CF App add-on specs

ZIC Zone Events Masks
[2 bytes] ZIC_ENTER - Zone entering events sending

Every bit represents 16 zone beacon ZIC values (b0->0-15,
b1->16-31, ...). When set it allows generating ENTER events
for zone beacons with this ZIC. ENTER events are generated
only when zone beacon detected in this check was not
detected in previous one

[2 bytes] ZIC_EXIT - Zone exiting events sending

Every bit represents 16 zone beacon ZIC values (b0->0-15,
b1->16-31, ...). When set it allows generating EXIT events for
zone beacons with this ZIC. EXIT events are generated only
when zone beacon was detected in previous check and
this zone beacon was not detected in this slot. It is possible
to have simultaneous events EXIT and ENTER in single check
when one zone beacon replaces other between 2 checks

[2 bytes] ZIC_STAY - Zone staying events sending

Every bit represents 16 zone beacon ZIC values (b0->0-15,
b1->16-31, ...). When set it allows generating STAY events for
zone beacons with this ZIC. STAY events are generated only
when zone beacon detected in previous check is still
available in current check. If on previous check no zone was
detected and in this one also no zone beacon is detected
STAY eventis not generated

Default value: OxFFFFFFFFFFFF
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